VERITAS

N123448

VERITAS NetBackup™ 5.1 for
Microsoft SQL Server

System Administrator’s Guide

for Windows



Disclaimer

The information contained in this publication is subject to change without notice. VERITAS Software
Corporation makes no warranty of any kind with regard to this manual, including, but not limited to,
the implied warranties of merchantability and fitness for a particular purpose. VERITAS Software
Corporation shall not be liable for errors contained herein or for incidental or consequential damages
in connection with the furnishing, performance, or use of this manual.

VERITAS Legal Notice

Copyright © 1999-2004 VERITAS Software Corporation. All rights reserved. VERITAS, VERITAS
Software, the VERITAS logo, and all other VERITAS product names and slogans are trademarks or
registered trademarks of VERITAS Software Corporation. VERITAS, VERITAS NetBackup, VERITAS
Backup Exec, and the VERITAS Logo, Reg. U.S. Pat. & Tm. Off. Other product names and/or slogans
mentioned herein may be trademarks or registered trademarks of their respective companies.

Portions of this software are derived from the RSA Data Security, Inc. MD5 Message-Digest
Algorithm. Copyright 1991-92, RSA Data Security, Inc. Created 1991. All rights reserved.

VERITAS Software Corporation

350 Ellis Street

Mountain View, CA 94043

USA

Phone 650-527-8000 Fax 650-527-2901
www.veritas.com

Third-Party Copyrights

ACE 5.2A: ACE(TM) is copyrighted by Douglas C.Schmidt and his research group at Washington University and University of California, Irvine,
Copyright (c) 1993-2002, all rights reserved.

IBM XML for C++ (XML4C) 3.5.1: Copyright (c) 1999,2000,2001 Compaq Computer Corporation; Copyright (c) 1999,2000,2001 Hewlett-Packard
Company; Copyright (c) 1999,2000,2001 IBM Corporation; Copyright (c) 1999,2000,2001 Hummingbird Communications Ltd.; Copyright (c)

1999,2000,2001 Silicon Graphics, Inc.; Copyright (c) 1999,2000,2001 Sun Microsystems, Inc.; Copyright (c) 1999,2000,2001 The Open Group; All
rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to
deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, and/or sell copies
of the Software, and to permit persons to whom the Software is furnished to do so, provided that the above copyright notice(s) and this permission
notice appear in all copies of the Software and that both the above copyright notice(s) and this permission notice appear in supporting
documentation.

This product includes software developed by the Apache Software Foundation (http:/ /www.apache.org/).
JacORB 1.4.1: The licensed software is covered by the GNU Library General Public License, Version 2, June 1991.
Open SSL 0.9.6: This product includes software developed by the OpenSSL Project * for use in the OpenSSL Toolkit. (http://www.openssl.org/)

TAO (ACE ORB) 1.2a: TAO(TM) is copyrighted by Douglas C. Schmidt and his research group at Washington University and University of
California, Irvine, Copyright (c) 1993-2002, all rights reserved.




Contents

Preface ......... ..o i et e xi
WhatIsIn This Manual? ........... i xii
GettingHelp ...... ... xiii
NetBackupManuals ........... ... ... .. .. .. xiv
GloSSary . ... xvi
Accessibility Features ............ ... . Xvi
Conventions ........... Xvi

Chapter 1. Introduction ......... .. ..ot i et e tnasnanannns 1
Features ...... ... . . 2

NetBackup Operations .......... ... .. ... ... ... i 2
Graphical User Interface ............. ... ... ... ... ...l 2

Chapter 2. Installation Requirements and Registering a LicenseKey ............ 5
NetBackup for SQL Server Platform Support ................................ ... 6
System Configuration Requirements ................... ... ... ... . ... 7
Installation Prerequisites . ......... ... ... .. .. 7
Registering NetBackup for SQL Server ................. ... ... .. ... ........ 7

Chapter 3. Configuration ............. ..t iia e nnananans 9
Verifying Installed Components ............... ... ... ... ... ... 10
Configuration Using the NetBackup Administration Console for Windows . ....... 12

Configuring Media Using Media and Device Management ................... 13
Setting the Maximum Jobs Per Client Property ........................... ... 14
11 =



Configuring a NetBackup Policy ............. ... ... ... ... ... .. ... 15

Adding New Policies ............ ... ... ... il 16
Description of Attributes ............ ... ... ... oL 18
Adding New Schedules ...................... ... ...l 19
Schedule Properties .............. .. .. ... 21
Typesof Backups ........ ... 23
Specifying the List of Backup Selections ................................ 23
Adding Clients toa Policy ... 24
Configuration Using the NetBackup Administration Console for UNIX ........... 26
Configuring Media Using Media and Device Management ................... 27
Setting the Maximum Jobs Per Client Property ............................. 28
Configuring a NetBackup Policy .......... ... ... . ... . . .. .. 29
Adding New Policies . .............. i 29
Description of Attributes ....... ... . ... 32
Adding New Schedules ........... .. ... . i 32
Schedule Properties .. ............. 35
Types of Backups ...... ... .. 37
Specifying the List of Backup Selections ................................ 37
Adding Clients toa Policy ... 39
Testing NetBackup for SQL Server Configuration Settings ...................... 41
NetBackup Administration Console for Windows .......................... 41
NetBackup Administration Console for UNIX .............. ... ... ... ..... 42
Configuring for Multi-Stream Operations . .. ........... ..., 45
Configuring for Non-Multiplexed Backup Stripes ........................... 45
Configuring for Multiplexed Backup Stripes ............................... 45
SQL Server Configuration ...................uuuunnniiiiiiiiinn 46
DBMS (Database Management System) Privileges .......................... 46
Setting the SQL Server Login for Scheduled Operations . .................. 46

iv

NetBackup for Microsoft SQL Server System Administrator’s Guide



Authorizing Scheduled Operations (for Sites with SQL Server Security

ReSIICIONS) . . o e et e 47
How to Use Standard SQL Server Security .............................. 49
Protecting Files and Filegroups ............... ... ... ... ... ... .. L 50
Recovery Considerations for Files and Filegroups ........................... 50
Recovery Factors ............ ... ... ... .. .. ..l 51
Transaction Logs .. ... oo 51
Recovery Strategies ........... ... . 51
Backing up the TransactionLog ............ ... ... ... ... ... Ll 52
Database Differential Backup ............. ... 52
File and Filegroup Backups ................ . . 53
Database Recovery .............oiiiiiiiiii i 53
Staging Recovery ........ ... 54
Backing Up SQL Server in an Environment with Log Shipping ................ 54
Performance Factors ........... ... . . i 55
Buffer Space Parameters ............... ... il 55
MAXTRANSEFERSIZE .. ... . 55
BLOCKSIZE . .. oo 55
NUMBER OF BUFFERSPERSTRIPE ............ ... ... ... it 56
Backup Stripes .......... . 56
Shared Memory Usage ................ . i i 56
Alternate Buffer Method .............. .. ... ... 57
Chapter 4. Using NetBackup for SQL Server ...........c.oiiiiiiiiininnnnnss 59
Using dbbackex ........ ... . 60
Using Client-based Schedulers with dbbackex .............................. 61
Using the NetBackup Database Client Graphical User Interface .................. 62
Starting the NetBackup Database Client Graphical User Interface for the
FirstTime .. ... ..o 62
Setting the Database Login Parameters .................................... 63
NetBackup Backup Operations ........... ... ... ... .. . L. 65

Contents v —



BackingupaDatabase ........... .. ... 65

Backing up a TransactionLog ............... ... ... ... .. ...l 66
Backing Up a Database Filegroup ...................................... 69
Backing Upa Database File ........................................... 71
NetBackup Restore Operations ............. ... .. ... ... .. ... .. .. 75
Browsing Backup Images .............. ... ...l 75
Restoring a Database Backup . ........ ... ... ... 76
Restoring a Database Differential Backup ............................... 77
Restoring a Filegroup Backup ........... ... ... .. . ... 78
Restoring a Filegroup Differential Backup .............................. 79
RestoringaFile ..... ... .o 80
Restoring a Transaction Log Image Without Staging a Full Recovery ....... 82
Restoring a Transaction Log Image Within a Staged Recovery ............. 84
Performing a Database Move . ......... ... ... i i 85
Performing a Partial Database Restore .................................. 89
Redirecting a Restore to a Different Host ........... .. ... ... ... ... ... 95
Redirecting a Database to a Different Location on a Different Host ............ 96
Creating a Move Template for Images Created with Pre-4.5 Versions
of NetBackup ...... ... . 100
Selecting a Master Server . ... ... 100
Using Batch Files ...... ... 101
Overview of Batch Files .......... ... ... ... .. ... . i 101
Text Format Used in Batch Files ........... ... ... .. ... ... ... ..., 101
Guidelines for Creating Batch Files ......... .. ... ... ... ... .. ... ... 102
Notes ... 102
Keywords and Values Used in Batch Files ................................ 103
Creating a Backup Batch File ....... ... ... ... ... .. ... . . .. 108
Backing Up All Databases or Excluding Databases ...................... 111
Sample Batch Files .. ....... ... .. 112
Running NetBackup Batch Files ............ ... ... .. .. .. ... ... ... 120

vi

NetBackup for Microsoft SQL Server System Administrator’s Guide



Browsing Objects on Remote SQL Server Installations ......................... 122

Starting Multi-streamed Operations .................... ... ... .. ... ... 124
Using Multiple-Streams for Advanced Backup Methods .................... 124
Using bplist to Retrieve SQL Server Backups ............. ... 125
Chapter 5. Disaster ReCovery . ........ooiiiiiirii i iiatnesasnannanns 127
Preparing for Disaster Recovery of SQL Server ............................... 128
Disaster Recovery of SQL Server ... ..., 128
Disaster Recovery of SQL Server Databases ................. ..., 130
Chapter 6. Using NetBackup for SQL Server with Clustering Solutions ........ 133
Support for Microsoft Cluster Server Clusters ................. ..., 134
Support for VERITAS Cluster Server Clusters ............... ..., 134
Installing NetBackup for SQL Serverina Cluster ............................. 134
Installation Prerequisites . . ......... ... ... . i i il 135

Configuring the NetBackup Server to Be Aware of Clustered SQL Server Instances 136
Performing a Backup on a Virtual SQL Server Instance ........................ 137
Performing a Restore on a Virtual SQL Server Instance ........................ 137

Backing Up SQL Server in a Cluster with a Multi-Interface Network Connection .. 138

Master Server Configuration ........... ... ... ... .. . i L. 138
Adding Clients to the Policy . ........... ... ... i 138
Adding Permissions That Allow for Browsing of Backups Across the
Private Interface ......... ... .. ... 139

Client Configuration ............ ... . .. . i il 140
Specifying the Private Name of the Client .............................. 140
Modifying the Host File on Each SQL Server Host ....................... 141

Performing Backups in a Cluster with a Multi-Nic Connection ............... 141

Performing Restores in a Cluster with a Multi-Nic Connection ............... 143

Contents vii —



Chapter 7. Using NetBackup for SQL Server with a Multi-Interface Network

Connection . ..... ... i i i i i i i, 145
Master Server Configuration .............. ... ... ... .. .. 146
Adding Clientstothe Policy ........... ... ... .. ... ... .. . il 146
Adding Permissions That Allow for Browsing of Backups Across the
PrivateInterface . ........ ... . .. i 147
Client Configuration ............ ... ... .. 147
Specifying the Private Name of the Client . .. .......... ... ... ... ... .. ... 147
Performing Backups with a Multi-Nic Connection ............................ 149
Performing Restores with a Multi-Nic Connection ............................ 150
Chapter 8. Performing Backups and Restores in a SAP Environment ......... 153
Policy Configuration . ....... ... ... 154
Creating Batch Files to be Used in Automatic Backup Schedules ................ 154
Monitoring Backups ......... ... 156
Restoring the R/3 Database . ............ ... e 156
Including Differential Backups in a Restore Operation ...................... 156
Restoring the R/3 Database aftera DiskCrash ............................ 157
Restoring the Database and Transaction Log Backups ...................... 157
Chapter 9. Using NetBackup for SQL Server with Advanced Client ........... 159
NetBackup Advanced Client for SQL Server Overview ........................ 160
Advanced Client Features ........... ... ... .. .. .. ... .. 161
Supported Platforms ............ ... ... 161
How SQL Server Operations Use Advanced Client ........................... 162
Selection of Backup Method .......... ... .. .. .. . i i il 162
Whatis Backed Up . ... 162
Performance Considerations ............. ... ... ... .. il 163
Performing SQL Server Snapshot Backups ............ ... ... ... ... ... 163
Performing SQL Server Snapshot Restores ................................ 163

viii

NetBackup for Microsoft SQL Server System Administrator’s Guide



Grouped Backups ......... ... 164

Requirements ......... ... ... . . 165
Performing a Grouped Backup ............. ... ... ... ...l 166
Restoring a Database Backed UpinaGroup ............................... 168
Using a Cloaked Database Snapshot to Impact How Differentials are Based . ..169
Sample Backup Schedule Using Cloaked Backups ....................... 169
Creating a Batch File for a Cloaked Backup ............................. 171
Configuring a Snapshot Backup ......... ... ... .. i 172
Configuration Requirements ........... ... ... ... .. .. L. 172
Configuration Steps .. ... 172
Configuring Advanced Client Policies for NetBackup for SQL Server ......... 173
Configuring an Advanced Client Policy ................................ 173
Configuring a Policy for Instant Recovery .............................. 175

Chapter 10. Using NetBackup to Restore SQL Server from Backup Exec Images ...

179
Requirements for Restoring Backup Exec Images ............................. 180
Limitations When Restoring Backup ExecImages ............................. 180
Restoring from Backup ExecImages . ........ ... ... ..., 181
Restore Options ............o i 181
Restore Options for Redirected Restores ............... ... ... ... ... .... 185
Specifying the Server, Client, and Policy Type ............ ... .. ... ... ... 186
Restoring Backup Exec Database Backups ............ ... ... ... . ... ... 187

Restoring Backup Exec SQL Transaction Logs Backups Up to a Point in Time .. 189
Restoring Backup Exec SQL Transaction Logs Backups Up to a Named

Transaction ........ ... . .. 191
Restoring Backup Exec Filegroup Backups .............. ... ... ... ... ... 193
Restoring the SQL Master Database from a Backup ExecImage .............. 197
Redirectinga Restore .......... ... ... . i i 199

Contents ix ¥



Chapter 11. Troubleshooting .............oiiiiiii it iiannnnns 201

Progress Reports Created for NetBackup for SQL Server on the Client ........... 202
NetBackup for SQL Server Logs ............ ... ... ... i 205
Log Descriptions ............ ... ... ... ... .. . i 205
bphdbLog ...... .. ... 205
dbclient Log ... ... 205
Changing the Debug Level .......... ... . . . . i 206
NetBackup Reports ... ... 208
Preventing Timeout Failures on Large Database Restores ...................... 208
Chapter 12. Reference .. ........ciiiiiiiii ittt innnaae e snnnnnnnnsssn 209
NetBackup for Microsoft SQL Server Graphical User Interface .................. 210
MenuBar ........ . 211
ActionsMenu ............ .. .. 211
OptionsMenu .......... i 212
ViewMenu . ... 213
HelpMenu ... 214
Dialogs ... 215
Set database login parameters ............. ... ... o i o i il 215
Backup Microsoft SQL Server Objects ............ ... . .. ..o oL, 217
Client Options .. ...ttt e e 220
Backup History Options .. ... 222
Restore Microsoft SQL Server Objects ............ ... ... ... . o .. 224
StartBatch File ............ .. 230
INdeX ... et a et a s 233

NetBackup for Microsoft SQL Server System Administrator’s Guide



Preface

This guide describes how to install, configure and use the NetBackup for Microsoft® SQL
Server extension on a Windows platform.

This document is the same as NetBackup_AdminGuide_MS-SQL_Win.pdf distributed
with the NetBackup for SQL Server software.

This guide is intended for the:
¢ SQL Server system administrator responsible for configuring and using SQL Server.
¢ NetBackup system administrator responsible for configuring NetBackup.

A system administrator is a person with system administrator privileges and
responsibilities.

This guide assumes:

¢ A basic understanding of Windows system administration.

¢ A working understanding of the NetBackup for Windows client software.

¢ A working understanding of the NetBackup server and client software.

¢ A familiarity with the information covered in the following NetBackup manuals:

¢ NetBackup System Administrator’s Guide for UNIX, Volumes I and II, or
NetBackup System Administrator’s Guide for Windows, Volumes I and IL

& NetBackup Troubleshooting Guide for UNIX and Windows.

¢ A thorough understanding of the SQL Server administration.




What Is In This Manual?

What Is In This Manual?

This guide is organized as follows:.

Chapters in This Manual

Chapter

Description

“Introduction”

“Installation Requirements and
Registering a License Key”

“Configuration”

“Using NetBackup for SQL Server”

“Disaster Recovery”

“Using NetBackup for SQL Server
with Clustering Solutions”

“Using NetBackup for SQL Server
with a Multi-Interface Network
Connection”

“Performing Backups and Restores
in a SAP Environment”

“Using NetBackup for SQL Server
with Advanced Client”

“Using NetBackup to Restore SQL
Server from Backup Exec Images”

“Reference”

Provides an overview of NetBackup for SQL Server
and lists some features. Read this chapter to become
familiar with NetBackup.

Describes the system configuration requirements and
the installed components of NetBackup for SQL
Server.

Explains how to configure NetBackup for SQL Server.

Explains how to use NetBackup for SQL Server for
installing and backing up transaction logs and
databases.

Describes how to prepare for and perform a disaster
recovery of an SQL Server.

Describes how to use NetBackup for SQL Server in
cluster environments.

Describes how to perform backups of SQL Server
using a multi-nic connection.

Contains information about how to use NetBackup for
SQL Server in an SAP environment.

Describes how to used the Advanced Client option with
NetBackup for SQL Server to create snapshot images for
backing up SQL Server.

Instructions for configuring and using NetBackup to
restore SQL Server from Backup Exec images.

Describes the various dialog boxes, screens, and
menus associated with the NetBackup Database
Extension Graphical User Interface.
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Getting Help

Getting Help

VERITAS offers you a variety of support options.

Accessing the VERITAS Technical Support Web Site
The VERITAS Support Web site allows you to:

¢ obtain updated information about NetBackup, including system requirements,
supported platforms, and supported peripherals

contact the VERITAS Technical Support staff and post questions to them
get the latest patches, upgrades, and utilities
view the NetBackup Frequently Asked Questions (FAQ) page

*
*
*
¢ search the knowledge base for answers to technical support questions
¢ receive automatic notice of product updates

+ find out about NetBackup training

¢ read current white papers related to NetBackup

The address for the VERITAS Technical Support Web site follows:

& http://support.veritas.com

Subscribing to VERITAS Email Notification Service

Subscribe to the VERITAS Email notification service to be informed of software alerts,
newly published documentation, Beta programs, and other services.

Go to http:/ /support.veritas.com. Select a product and click “E-mail Notifications” on the
right side of the page. Your customer profile ensures you receive the latest VERITAS
technical information pertaining to your specific interests.

Accessing VERITAS Telephone Support

Telephone support for NetBackup is only available with a valid support contract. To
contact VERITAS for technical support, dial the appropriate phone number listed on the
Technical Support Guide included in the product box and have your product license
information ready for quick navigation to the proper support group.
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To locate the telephone support directory on the VERITAS web site
1. Open http:/ /support.veritas.com in your web browser.

2. Click the Phone Support icon. A page that contains VERITAS support numbers from
around the world appears.

Accessing VERITAS E-mail Support
To contact support using E-mail on the VERITAS web site
1. Open http:/ /support.veritas.com in your web browser.

2. Click the E-mail Support icon. A brief electronic form will appear and prompt you to:
¢ Select a language of your preference
¢ Select a product and a platform
& Associate your message to an existing technical support case

¢ Provide additional contact and product information, and your message

3. Click Send Message.

Contacting VERITAS Licensing

For license information call 1-800-634-4747 option 3, fax 1-650-527-0952, or e-mail
amercustomercare@veritas.com.

NetBackup Manuals

The following manuals, along with the online help, are included in the NetBackup
documentation set. For a more detailed listing of NetBackup documents, refer to
NetBackup Release Notes for UNIX and Windows.

If you have a UNIX server, refer to these documents:
& VERITAS NetBackup System Administrator's Guide for UNIX, Volume 1
NetBackup_AdminGuidel _UNIXServer.pdf

Explains how to configure and manage NetBackup on a UNIX server, including
managing storage units, backup policies, catalogs and host properties.

Xiv
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VERITAS NetBackup System Administrator’s Guide for UNIX, Volume II
NetBackup_AdminGuidell_UNIXServer.pdf

Explains additional NetBackup features such as notify scripts, enhanced
authorization and authentication, and role-based security. The guide also discusses
using NetBackup with AFS, Intelligent Disaster Recovery (IDR), and the BE Tape
Reader.

NetBackup Media Manager System Administrator’s Guide for UNIX

Explains how to configure and manage the storage devices and media on UNIX
NetBackup servers. Media Manager is part of NetBackup.

VERITAS NetBackup Troubleshooting Guide for UNIX and Windows

Provides troubleshooting information for UNIX- and Windows-based NetBackup
products, including Media Manager.

If you have a Windows server, refer to these documents:

*

VERITAS NetBackup System Administrator’s Guide for Windows, Volume I
NetBackup_AdminGuidel WinServer.pdf

Explains how to configure and manage NetBackup on a Windows server, including
managing storage units, backup policies, catalogs and host properties.

VERITAS NetBackup System Administrator’s Guide for Windows, Volume I1
NetBackup_AdminGuidell_WinServer.pdf

Explains additional NetBackup features such as notify scripts, enhanced
authorization and authentication, and role-based security. The guide also discusses
using NetBackup with AFS, Intelligent Disaster Recovery (IDR), and the BE Tape
Reader.

NetBackup Media Manager System Administrator’s Guide for Windows

Explains how to configure and manage the storage devices and media on Windows
NetBackup servers. Media Manager is part of NetBackup.

VERITAS NetBackup Troubleshooting Guide for UNIX and Windows

Provides troubleshooting information for UNIX- and Windows-based NetBackup
products, including Media Manager.

Preface
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Glossary

Glossary

If you encounter unfamiliar terminology, consult the NetBackup online glossary. The
glossary contains terms and definitions for NetBackup and all additional NetBackup
options and agents.

The NetBackup online glossary is included in the NetBackup help file.
To access the NetBackup online glossary

1. In the NetBackup Administration Console, click Help > Help Topics.
2. Click the Contents tab.

3. Click Glossary of NetBackup Terms.

Use the scroll function to navigate through the glossary.

Accessibility Features

NetBackup contains features that make the user interface easier to use by people who are
visually impaired and by people who have limited dexterity. Accessibility features
include:

& Support for assistive technologies such as screen readers and voice input (Windows
servers only)

¢ Support for keyboard (mouseless) navigation using accelerator keys and mnemonic
keys

For more information, see the NetBackup System Administrator’s Guide for Windows,
Volume I or the NetBackup System Administrator’s Guide for UNIX, Volume I.

Conventions

The following conventions apply throughout the documentation set.

Product-Specific Conventions

The following term is used in the NetBackup 5.1 documentation to increase readability
while maintaining technical accuracy.

& Microsoft Windows, Windows

xvi
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Terms used to describe a specific product or operating system developed by
Microsoft, Inc. Some examples you may encounter in NetBackup documentation are,
Windows servers, Windows 2000, Windows Server 2003, Windows clients, Windows
platforms, or Windows GUI.

When Windows or Windows servers is used in the documentation, it refers to all of
the currently supported Windows operating systems. When a specific Windows
product is identified in the documentation, only that particular product is valid in that
instance.

For a complete list of Windows operating systems and platforms that NetBackup
supports, refer to the NetBackup Release Notes for UNIX and Windows or go to the
VERITAS support web site at http: / /www. support.veritas.com.

Typographical Conventions

Here are the typographical conventions used throughout the manuals:

Conventions

Convention Description

GUI Font Used to depict graphical user interface (GUI) objects, such as fields,
listboxes, menu commands, and so on. For example: Enter your
password in the Password field.

Italics Used for placeholder text, book titles, new terms, or emphasis. Replace
placeholder text with your specific text. For example: Replace filename
with the name of your file. Do not use file names that contain spaces.

This font is also used to highlight NetBackup server-specific or operating
system-specific differences. For example: This step is only applicable for
NetBackup Enterprise Server.

Code Used to show what commands you need to type, to identify pathnames
where files are located, and to distinguish system or application text that
is displayed to you or that is part of a code example.

Key+Key Used to show that you must hold down the first key while pressing the
second key. For example: Ctrl+S means hold down the Ctrl key while
you press S.

You should use the appropriate conventions for your platform. For example, when
specifying a path, use backslashes on Microsoft Windows and slashes on UNIX.
Significant differences between the platforms are noted in the text.

Tips, notes, and cautions are used to emphasize information. The following samples
describe when each is used.
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Tip Used for nice-to-know information, like a shortcut.

Note Used for important information that you should know, but that shouldn’t cause any
damage to your data or your system if you choose to ignore it.

Caution Used for information that will prevent a problem. Ignore a caution at your own
risk.

Command Usage
The following conventions are frequently used in the synopsis of command usage.
brackets [ ]
The enclosed command line component is optional.
Vertical bar or pipe (1)

Separates optional arguments from which the user can choose. For example, when a
command has the following format:

command argl|arg2

In this example, the user can use either the arg1 or arg2 variable.

Navigating Multiple Menu Levels

When navigating multiple menu levels, a greater-than sign (>) is used to indicate a
continued action.

The following example shows how the > is used to condense a series of menu selections
into one step:

% Select Start > Programs > VERITAS NetBackup > NetBackup Administration
Console.

The corresponding actions could be described in more steps as follows:
1. Click Start in the task bar.

2. Move your cursor to Programs.

3. Move your cursor to the right and highlight VERITAS NetBackup.

4. Move your cursor to the right. First highlight and then click NetBackup
Administration Console.
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Terms Used in this Document

Microsoft SQL Server will be referred to as SQL Server. In this manual, NetBackup for
Microsoft SQL Server will be referred to as NetBackup for SQL Server.
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Introduction 1

NetBackup for SQL Server extends the capabilities of NetBackup for Windows to include
backing up and restoring SQL Server databases. These capabilities are provided for a
Windows client using either a UNIX or Windows NetBackup master server.

NetBackup for SQL Server includes a client-based graphical user interface (GUI) program
to perform various activities on SQL Server. These activities include:

¢ Setting options for NetBackup for SQL Server operations.

& Backing up, restoring and copying databases and database components, which
include transaction logs, differentials, files and filegroups.

& Starting NetBackup for SQL Server operations from batch files which you have
created.

¢ Monitoring NetBackup for SQL Server operations.




Features

Features

This section describes the main features of NetBackup for SQL Server.

NetBackup Operations

* 6 6 o o

Full integration with the NetBackup master server and Media Manager.

Stream-based backup and restore of SQL Server objects to tape or disk using SQL
Server's high-speed virtual device interface.

Snapshot-based backup and restore of SQL Server objects using NetBackup Advanced
Client methods.

Backup and recovery of databases, differentials, files, filegroups, and transaction logs.
Browse capability for SQL Server objects on the local and remote nodes.

Support for redirection of SQL Server restores to different locations.

Support for multiple SQL Server instances.

Client operation monitoring through the NetBackup Client Job Monitor. Server
monitoring is also available through the NetBackup master.

Performance tuning through user control of backup stripes, transfer size, and buffer
usage.

Job launch is supported through the following options:

¢ Immediate launch through the NetBackup Database Extension GUI
¢ Scheduled launch through the NetBackup scheduler

¢ Command line launch

Support for Microsoft Cluster Server and Veritas Cluster Server.

Recovery of Microsoft SQL images backed up with Backup Exec, through the Backup,
Archive, and Restore (NetBackup Client) interface.

Graphical User Interface

*

GUI capability for browsing;:
¢ SQL Server databases
¢ SQL Server database files and filegroups

GUI assistance for staging a complete database recovery from backup images created
for databases, filegroups, files, database differentials, and transaction logs.
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Features

¢ GUI assistance for restoring database objects backed up on one SQL Server client to
another SQL Server client.

¢ GUI assistance for creating and saving a backup script as an alternative to performing
an immediate job launch.

¢ Online help provided through the NetBackup Database Extension GUL

Chapter 1, Introduction 3 v
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Installation Requirements and Registering a
License Key 2

This chapter describes the installation prerequisites for NetBackup for SQL Server and
how to register a license key for this agent.

For information on installing NetBackup for SQL Server in a cluster, refer to “Using
NetBackup for SQL Server with Clustering Solutions” on page 133.




NetBackup for SQL Server Platform Support

NetBackup for SQL Server Platform Support

The VERITAS support web site now contains the most current platform support
information for NetBackup database agents. You can use the following procedure to locate
this information.

Vv To locate the latest Database Agent information on the VERITAS support web site

1.

2.

Go to the VERITAS support web page: http:/ /www . support .veritas.com.

From the Select Product Family list, choose NetBackup Products. The Select Product
window refreshes showing a list of NetBackup products.

Select one of the NetBackup products. The page refreshes and displays a search
window with four tabs:

¢ Documents

¢ Downloads

& Software Alerts
*

Compatibility
Select 5.1 in the Product Version drop-down field.
Select a Product Platform.

Click the Compatibility tab. The page will refresh showing documents that contain
compatibility information.

Click on the title of the document link for NetBackup Database Agent Compatibility
List. A document appears that contains a downloadable file that enables you to view
the supported database spreadsheet for this release.
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System Configuration Requirements

To use NetBackup for SQL Server, you need:
¢ Windows NT 4.0 with Service Pack 3 or higher, or Windows 2000 or later
¢ NetBackup for UNIX or NetBackup for Windows

¢ SQL Server 7.0 with Service Pack 1 or higher, or SQL Server 2000 with Service Pack 3
or higher

¢ In order to use NetBackup advanced client methods (snapshots) for backup and
restore, Windows 2000 or 2003 is required.

Note SQL Server 6.5 objects that were backed up with earlier versions of this product can
still be restored. However, the current release does not support backing up SQL
Server 6.5.

Installation Prerequisites

Before enabling NetBackup for SQL Server, be sure to complete the following procedures.
& Install NetBackup server software on the server.

¢ Install the NetBackup client software on the client where you will be backing up the
databases. This step also installs NetBackup for SQL Server.

See the NetBackup Installation Guide for Windows for installation instructions on
Windows clients.

Registering NetBackup for SQL Server

NetBackup for SQL Server is installed with the server and client software. To use this
agent you need to register a valid license key for it on the master or media server.

Vv To register a license key

<+ Open the NetBackup Administration Console on the master or media server and
choose Help > License Keys.

Refer to the NetBackup System Administrator’s Guide for Windows, Volume I for full
details on adding license keys.
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This chapter describes how to configure NetBackup for SQL Server. The following
sections in this chapter describe each of these steps in detail.

Verifying Installed Components

Configuration Using the NetBackup Administration Console for Windows
Configuring Media Using Media and Device Management

Setting the Maximum Jobs Per Client Property

Adding New Policies

Configuring for Multi-Stream Operations

® 6 6 ¢ o o o

SQL Server Configuration

This chapter also contains “Testing NetBackup for SQL Server Configuration Settings” on
page 41 and “Performance Factors” on page 55.
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Verifying Installed Components

Note install_pathrefers to the directory where you installed the NetBackup software.

By default, this directory is C: \Program Files\VERITAS\.

The NetBackup SQL Server agent is installed automatically when you perform a
NetBackup server or client installation. During the installation, the following actions for
the NetBackup for SQL Server Agent were taken.

*

An icon was added to the NetBackup Program Group
Veritas NetBackup > NetBackup Agents > NetBackup MS SQL Client

The following new directories were created, if they did not already exist on your
Windows host:

install path\NetBackup\DbExt\Mssqgl

The default directory for batch files and miscellaneous items pertaining to
installation.

install path\NetBackup\logs\user_ops\Mssqgl\jobs

The directory containing NetBackup master server logging files for each operation
that you perform.

install_path\NetBackup\logs\user_ops\Mssgl\logs

The directory containing NetBackup client logging files for each operation that you
perform.

Two sample batch files were placed in install_path\NetBackup\DbExt\Mssqgl:
bkup.bch

rest.bch

Batch files are described in “Using Batch Files” on page 101.

The following lists binaries created for NetBackup for SQL Server. The path for these
components is install_path\NetBackup\bin\.

DBbackmain.dll NetBackup client DLL which backs up and restores SQL Server
databases.
dbbackup . exe Graphical user interface to dbbackmain.

NetBackup for Microsoft SQL Server System Administrator’s Guide



Verifying Installed Components

dbbackex. exe

tdbackmain.dll

xbsa.dll

A command-line interface to dbbackmain. It is also called
internally by the NetBackup client (through bphdb), and by
NetBackup for SQL Server for performing NetBackup scheduling
operations.

Additional NetBackup client functions.

Common NetBackup database client functions

Chapter 3, Configuration
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Configuration Using the NetBackup Administration
Console for Windows

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

¢ Configuring media using Media and Device Management
¢ Setting the Maximum Jobs per Client property

¢ Configuring a NetBackup policy

¢ Testing NetBackup for SQL Server configuration settings

See the next section for instructions on starting the NetBackup Administration Console.
Vv To launch the NetBackup Administration Console for Windows

1. Log on to the server as administrator.

2. Choose Start > Programs > VERITAS NetBackup > NetBackup Administration
Console.
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The NetBackup Administration Console is displayed.

]_?j dillweed { Enterprise Server) - NetBackup Administration Consol - |EI|1|

J File Edit Wew Actions Help ‘E

|18 -[El&% =% & PR AR~ <
dillweed VERITAS

=) NetBackup™

Ackiviby Monikar

g MetBackup Management
Reparts

00 Policies

{3 Storage Units

= Catalog

Host Properties

&} Media and Device Managem
: @ Device Monitar
Media

Devices

[-i Access Management

Getting Started
- (Get step-by-step help setting up MetBackup,

Configure Storage Devices
Define robots and drives.

Configure Yolumes
Inventory robots and define volumes for use in standalone drives.

Specify how and when MNetBackup configuration and catalog information is ko be backed up.

Create a Backup Policy
Define schedules For backing up data on a single client or a set of clients,

- Import Images
This wizard will assist you in stepping through an import,

(=]
=

_

o
_y
=
E i Configure the Catalog Backup
J )

4]
For Help, press F1

[Master Server: dilwesd [Connected s

Configuring Media Using Media and Device Management

Use the Media and Device Management (Media Manager) to configure media for a
NetBackup for SQL Server configuration. Refer to the NetBackup Media Manager System
Administrator’s Guide for more information.

The number of volumes required will depend on the devices used, the size of the SQL

Server databases that you are backing up, the size of your backups, and the frequency of
backups.
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Setting the Maximum Jobs Per Client Property

The Maximum jobs per client attribute value is figured with the following formula.
Maximum Jobs per Client = Number of Streams x Number of Policies
Where:

& Number of Streams is the number of backup streams between the database server and
NetBackup. If striping is not used, then each separate stream starts a new backup job
on the client. If striping is used, then each new job uses one stream per stripe.

& Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

Vv To set the Maximum jobs per client property using the Windows console
1. In the left pane of the NetBackup Administration Console, expand Host Properties.
2. Select Master Server.

3. In the right pane, double-click on the server icon.

The Master Server Properties dialog is displayed.
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In the Master Server Properties dialog, click Global Attributes.

x
[ Popetties | Global Attributes Defauls |
Uriversal Settls ‘Wakeup interval: M aximum jobs per client:
2:::::iSon Periods ﬂ minutes m
----- W B ndwidth Schedule backup attempts: M aximum backup copies:
N Pt = o I k=

‘& Port Ranges Status report interyal: [T Compress catalog interval

Media I =1 =
! 24 _vlhours Aifter I _I; days
Timeouts
Client Attributes [~ Cleanup
Fi " ¥ Keep logs ¥ Keep tue image restoration [TIR] information
ireveal
3 Loaging For |28 _I; days Far |1 _I; daps
- Authorization ™ Delete vault logs [V Move restore job from incomplete state to done state

[ Access Contral

-8 VERITAS Produc! After[a =] days Bt [T = days
Move backup job from incomplete state to done state:

After |3 _,::' haurs

Adminigtrator's e-mail address [separate multiple entries with commasz]:

<| [

QK I Cancel | Apply | Help

The default value is 1 for Maximum jobs per client.

Change the Maximum jobs per client value to 99.

If you prefer to enter a lower value, calculate the value equal to the maximum number
of backups allowed per client using the formula provided above.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

L 4

*

*

*

storage unit and media to use
backup schedules
clients to be backed up

batch file files to be executed on the clients

To use NetBackup for SQL Server, at least one MS-SQL-Server policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.
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Most requirements for MS-SQL-Server policies are the same as for file system backups. In
addition to the attributes described here, there are other attributes for a policy to consider.
Refer to the NetBackup System Administrator’s Guide for Windows, Volume I or NetBackup
System Administrator’s Guide for UNIX, Volume I for detailed configuration instructions and
information on all the attributes available.

Adding New Policies

Use this procedure when configuring a policy from a Windows server or from a
NetBackup Remote Administration Console host.

To add a new policy

Note If you are going to perform multi-streamed backups and restores, see “Configuring
for Multi-Stream Operations” on page 45

1. Log on to the server as administrator.
2. Start the NetBackup Administration Console.

3. If your site has more than one master server, choose the one where you want to add
the policy.

4. In the left pane, right-click Policies and choose New Policy.
The Add a New Policy dialog is displayed.

Add a New Policy =

Folicy name:

™ Use Backup Policy Configuration ‘wizard.

()8 I Cancel |

a. In the Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through most of the setup process and simplifies it by automatically choosing
default values that are good for most configurations. If necessary, you can change
the defaults later by editing the policy. You will need to manually add entries to
the Backup Selections list after completing the wizard.

¢ To use the wizard, select the Use Backup Policy Configuration Wizard box
and click OK. The wizard starts and you create the policy by following the
prompts. When prompted, select the MS-SQL-Server policy type.
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Note The MS-SQL-Server policy type will not appear in the drop-down list unless your
server has a license key for NetBackup for SQL Server.

¢ If you require more control over the settings than the wizard provides, then
do not select the Use Backup Policy Configuration Wizard box and proceed
to step 5.

5. Click OK.
A dialog is displayed in which you can specify the general attributes for the policy.

Change Policy - test ﬂll

v Active. Gointo effect at:
| /1172003 = 12:4451 PW =
Do ™ Backup Netwark Drives
Policy storage unit: X
r Crogs mount points
I Any Available j ) ) )
™ Collect true image restore information
Palicy volume poal: : .
i P ™| with rmoye detection
INetBackup j [Required for synthetic backups)
™ Checkpoint restart every: " Compression
ID _I; minutes I™ Encmption
[ Limit jobs per policy: ™ Collect disaster recovery information
_:| [~ Allow multiple data streams
Job priority: ) ) Kepword phraze: [optional]
0 <1 [higher number iz
=l qgreater priority] I

—Advanced Client
™| Perform black level incremental backups

™ Perfarmsnapshot backups Ldvanced Shapshot Dptions...
™| Retain snapshots for instant recoyvery

™| Perfarm offiost backup
1 sz altemate clisnt 1 Use data mover
I INetBackup Media Server j

QK I Cancel | Help |

6. From the Policy Type box, select the MS-SQL-Server policy type.

7. Complete the entries on the Attributes tab as explained in “Description of
Attributes.”
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8. Add other policy information:
¢ Toadd schedules, see “Adding New Schedules.”

¢ To add clients, see “Adding Clients to a Policy.”

¢ To add batch files to the Backup Selections list, see “Specifying the List of Backup

Selections.”

9. Click OK. The new policy is created.

Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for SQL Server backups are explained below.

Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for Windows,
Volume I or NetBackup System Administrator’s Guide for UNIX, Volume I for detailed
explanations of the policy attributes.

Description of Policy Attributes

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases
the types of backups that can be performed on those clients.
To use NetBackup for SQL Server, you must have defined at least one
MS-SQL-Server policy.

Keyword phrase to  For NetBackup for SQL Server, the keyword phrase entry is ignored.

associate with the
backup

Allow multiple data
streams

Advanced Client

Specifies that, depending on directives in the list of backup selections,
NetBackup can divide automatic backups for each client into multiple jobs,
with each job backing up only a part of the list of backup selections. The
jobs are in separate data streams and can occur concurrently. The number
of available storage units, multiplex settings, and the maximum jobs
parameters determines the total number of streams and how many can run
concurrently.

See the “Using NetBackup for SQL Server with Advanced Client” chapter
for information on configuring policies for snapshot methods.
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Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

A SQL Server backup requires an Application Backup schedule, which is created
automatically when you create a SQL Server policy. The Application Backup schedule is
used to initiate and manage the backup operation. You also need one or more Automatic
Backup schedules, if you plan to have NetBackup perform automatic, scheduled backups.

The

following procedures explain how to configure the required schedule types, and how

to add new schedules. The procedures start on the Policy dialog. To see the Policy dialog,
double-click the policy name in the Policies list of the NetBackup Administration Console.

Vv To configure an Application Backup schedule

1.

2.

Example Settings

On the Policy dialog, click the Schedules tab.

Double-click on the schedule named Default-Application-Backup.
A dialog is displayed.

Specify the other properties for the schedule as explained in “Schedule Properties.”

The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup for SQL Server backups, including those started
automatically.

For example, assume that you:

& expect users to perform NetBackup operations during business hours, 0800 to
1300.

¢ configured automatic backups to start between 1800 and 2200.
The Application Backup schedule must have a start time of 0800 and a duration of 14

hours.

for an Application Backup schedule

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images 2 weeks
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59
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Tip Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This ensures that your NetBackup for SQL Server operations are
never locked out due to the Application Backup schedule.

V¥ To configure an automatic backup schedule

1.

2.

Click New.

Change Schedule - Policy test

&y Attibutes |% Start W'indowl @& Exclude Datesl

Mame:

Tvpe of backup:

On the Policy dialog, click the Schedules tab.

A dialog is displayed. The title bar shows the name of the policy to which you are
adding the schedules.

2|

r— Destination:

I~ | Instant recoveny backups to disk anly

Canfigure... |

™ Multiple copies

IFuII Backup j ™ Ovenide policy storage unit:
I~ | Syrthetic backup I j
Sl e ™ Ovenide policy volurme pool:
MetBackup -
" Calendar I J
Eetention:
™| Retries allowed after munday S
|2 weeks [level 1] 'l
¥ Erequency: Media multiplexing
|1 3: ek, vl =
eeks I 1_[;
QK I Cancel Help

Select the Type of backup.

Specify a unique name for the schedule.

For information on the types of backups available for this policy, see “Types of
Backups.”

Tip

If you put multiple batch files in the same MS-SQL-Server policy, they will execute
during each Automatic Backup session for that MS-SQL-Server policy. If you have a
variety of SQL Server backup operations that you wish to have executed on
different schedules, then consider creating multiple MS-SQL-Server policies with
differing Automatic Backup schedules; and then assign each batch file to the policy
that uses the desired Automatic Backup schedule.
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Refer to the following table for example settings for an Automatic Backup schedule.

Example Settings for an Automatic Backup Schedule

Type of Backup Schedule settings | Description Settings
Automatic Backup | Retention The length of time to store the 2 weeks
record of a backup.
Frequency Frequency determines how often | every week

a backup should be performed

Backup Window The time during which a

NetBackup operation can be
performed.

Sunday, 18:00:00 - 22:00:00

5. Specify the other properties for the schedule as explained in “Schedule Properties.”

6. Click OK.

Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained in the following table.

Other schedule properties vary according to your specific backup strategy and system
configuration. Consult the NetBackup System Administrator’s Guide for Windows, Volume I or
NetBackup System Administrator’s Guide for UNIX, Volume I for detailed explanations of the

schedule properties.

Description of Schedule Properties

Property

Description

Type of backup

Frequency

Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see the following section “Types of Backups.”

This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup operation can begin on this schedule. For example, if the
frequency is seven days and a successful backup occurs on Wednesday, the
next full backup will not occur until the following Wednesday.

Chapter 3, Configuration
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Description of Schedule Properties (continued)

Property Description

Calendar This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.

Retention Frequency based scheduling

The retention period for an Application Backup Policy schedule refers to the
length of time that NetBackup keeps backup images.

For example, if your database is backed up once every Sunday morning, you
should select a retention period of at least 2 weeks.The retention period for
an Automatic Backup schedule controls how long NetBackup keeps records
of when scheduled backups have occurred.

The NetBackup scheduler compares the latest record to the frequency to
determine whether a backup is due. This means that if you set the retention
period to expire the record too early, the scheduled backup frequency will be
unpredictable. However, if you set the retention period to be longer than
necessary, the NetBackup catalog will accumulate unnecessary records.
Therefore, set a retention period that is longer than the frequency setting for the
schedule.

For example, if the frequency setting is set to one week, set the retention
period to be more than one week.

Calendar based scheduling

The retention period for an Application Backup Policy schedule refers to the
length of time that NetBackup keeps backup images.

The retention period for an Automatic Backup schedule controls how long
NetBackup keeps records of when scheduled backups have occurred.
However, this setting is not significant for calendar based scheduling.

Multiple copies If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your MS-SQL-Server policy, configure Multiple copies
on the Application Backup schedule.
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Types of Backups

Description of Backup Types for SQL Server

Application Backup The Application Backup schedule enables user-controlled NetBackup
operations performed on the client. At least one Application Backup
schedule type must be configured for each MS-SQL-Server policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

Automatic Backup An Automatic Backup schedule specifies the dates and times when
NetBackup will automatically start backups by running the batch files in the
order that they appear in the file list. If there is more than one client in the
MS-SQL-Server policy, the batch files are executed on each client.

Specifying the List of Backup Selections

The Backup Selections list in a database policy has a different meaning than for
non-database policies. For example, in a Windows policy, the list contains files and folders
to be backed up. In a database policy, you can specify batch files to be run. NetBackup for
SQL Server scripts are called batch files and are identified by the .bch extension. Batch
files describe the backup and restore operations you wish to start through manual or
scheduled operations initiated from the NetBackup server. These files reside on the client
and direct the operation of NetBackup for SQL Server and SQL Server. Refer to
“Overview of Batch Files” on page 101 for details on how to create a batch file.

Add batch files only if you are setting up a policy for automatic scheduling. All batch files
listed in the Backup Selections list will be executed for the Automatic Backup schedules,
as specified under the Schedules tab, and manual backups. NetBackup will start backups
according to the order that batch files appear in the Backup Selections list.

The following procedure starts in the Policy dialog. To see the Policy dialog, double-click
the policy name in the Policies list in the NetBackup Administration Console.

v To add batch files to the Backup Selections list
1. In the Policy dialog, click the Backup Selections tab.

2. C(Click New.
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3.

Enter the name of the selection.
¢ Type the name of the batch file.

Specify the full pathname for the batch file. For example, a path name for a batch
file that will back up a database may be:

install_ path\NetBackup\DbExt\Mssqgl\bkup.bch

Note install_ pathrefers to the directory where you installed the NetBackup software.

By default, this directory is C: \Program Files\Veritas\.

sl

4,

You can also specify just the file name if the batch file resides in the
install_path\NetBackup\Dbext\Mssqgl\ directory.

OR
¢ Click the Remote Folder button.

The Browse window is displayed. Navigate to the batch file and select the file.
Click OK.

Click OK.

Adding Clients to a Policy

The client list is the list of hosts on which your batch files are run during an automatic
backup. A NetBackup client must be in at least one policy but can be in more than one.

This procedure starts in the Policy dialog. To see the Policy dialog, double-click the policy
name in the Policies list in the NetBackup Administration Console.

Requirements for clients

The following software must be installed on the client:

*

*
*
*

SQL Server
NetBackup client or server
NetBackup for SQL Server

the backup or restore script(s)
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Vv To add clients to a policy

Note NetBackup for SQL Server must be installed on each client. Also, each batch file
must be present on each client.

1. In the Policy dialog, click the Clients tab.
2. C(Click New.

3. Enter the name of the client you want to add.
¢ Type the name into the client list and click OK.

If NetBackup cannot detect the hardware and operating system, a dialog will be
displayed so you can specify this information.

OR
g” ¢ Click the Browse for Computer button to choose the client from the network:
If SQL Server is installed in a cluster, specify the virtual SQL Server name as the client

name.

4. To add another client, repeat step 2 and step 3. If this is the last client, click OK to
close the dialog.
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Configuration Using the NetBackup Administration
Console for UNIX

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

¢ Configuring media using Media and Device Management
¢ Setting the Maximum Jobs per Client property

¢ Configuring a NetBackup policy

¢ Testing NetBackup for SQL Server configuration settings

See the next section for instructions on starting the NetBackup Administration Console.

Vv To launch the NetBackup Administration Console for UNIX
1. Log onto the UNIX server as root.

2. Start the NetBackup Administration Console by executing:
install path/netbackup/bin/jnbSA &
The login dialog is displayed.

-io1x|
VERITAS NetBackup™

1
.q.k_ You may administer NetBackup on any

host. To login, enter the username and password
for the specified NetBackup host.

Host name:

| hagar ‘ - |

User name:

|raat ‘V|

Passwaord:
[ |

| Login H Cancel H Help |

3. Type the name of the master server where you initially want to manage NetBackup.
You can specify any NetBackup master server. Indicate the User and Password.
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4. Click Login. The NetBackup Administration Console is displayed.

mhagar (Enterprise Server) - NetBackup Administration Console [I ;lglzl
VERITAS NetBackup™

File View Help
Ble= &
hagar (Master Server) :
B hagar (Master Server)

Getting Started
Bl Backup, Archive, and Reslore Get step-by-step help setting up NetBackup from startto
S Activity Monitor finish.
@ MetBackup Management
@ =] Reports
™ Falicies

@ @ hedia and Device Management
=l Device Monitar
© B Media
@ |5 Devices
@Access anagement
&g vault Management
2 Filesyatern Anabzer

Configure Volumes

Inventory rohots and define volumes for use in standalone
drives.

? Configure Storage Devices
@ (= Starage Units : Define robats and drives
Q Catalog 3 F
@ &8 Host Properties :
w

Configure the Catalog Backup
Specify how and when MetBackup configuration and catalog
information is to he backed up.

Create a Backup Policy
% Define schedules for backing up data on a single clientor a
set of clients
_—

Configuring Media Using Media and Device Management

Use the Media and Device Management (Media Manager) to configure media for a

NetBackup for SQL Server configuration. Refer to the NetBackup Media Manager System
Administrator’s Guide for more information.

The number of volumes required will depend on the devices used, the size of the SQL

Server databases that you are backing up, the size of your backups, and the frequency of
backups.
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Setting the Maximum Jobs Per Client Property

The Maximum jobs per client attribute value is figured with the following formula.

Maximum Jobs per Client = Number of Streams x Number of Policies

Where:

*

Number of Streams is the number of backup streams between the database server and
NetBackup. If striping is not used, then each separate stream starts a new backup job
on the client. If striping is used, then each new job uses one stream per stripe.

Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

To set the Maximum jobs per client property using the NetBackup Administration
Console for UNIX

In the left pane of the NetBackup Administration Console, expand Host Properties.
Select Master Servers.

In the right pane, double-click on the server icon. Click Global Attributes.
The Master Server Properties dialog is displayed.

x
B Froperties - obal A bute Defaults |
@ Glohal Attributes —
% Universal Settings || inrakeup ’illtenml: Maximumriuhs per client;
Retention Periods [T =
10|5 minutes 1
Servers JD 4
T B an dwirth Schedule backup i backup copies:
5% Restare Failover ‘ 2”% tries per | 12"% hours 4[=
B seneral semer
E Fort Ranges Status report intervak: Compress catalog interval

& Madia =

24/ hours
l’g Timeouts JD
Glient Attribute s Cleanup

& com

Q Firewall + Keep logs « Keep true image restoration (TIR) information

By Logaing Far 21 %days For 1 Edzmrs

ﬁ\ Authorization

4 Access Control « Delete vault logs ~ Move restore job from incomplete state to done state

B unp server After, 305 days After J% Vs

@ = WERITAS Products

Move backup job from incomplete state to done state:

After 3 % hours

Administrator e-mail address:

[ ok || cancet || mppy || e

The default value is 1 for Maximum jobs per client.

v
-——
—ZF
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3. Change the Maximum jobs per client value to 99.

If you prefer to enter a lower value, calculate the value equal to the maximum number
of backups allowed per client using the formula provided above.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

& storage unit and media to use

¢ backup schedules

& clients to be backed up

& Dbatch file files to be executed on the clients

To use NetBackup for SQL Server, at least one MS-SQL-Server policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for MS-SQL-Server policies are the same as for file system backups. In
addition to the attributes described here, there are other attributes for a policy to consider.
Refer to the NetBackup System Administrator’s Guide for Windows, Volume I or NetBackup
System Administrator’s Guide for UNIX, Volume I for detailed configuration instructions and
information on all the attributes available.

Adding New Policies

Use this procedure when configuring a policy from a UNIX server.

Vv To add a new policy

Note If you are going to perform multi-streamed backups and restores, see “Configuring
for Multi-Stream Operations.”

1. Log onto the server as root.
2. Start the NetBackup Administration Console.

3. Ifyour site has more than one master server, choose the one to which you want to add
the policy.
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4. In the left pane, click on Policies. The right pane splits into an All Policies pane and a
details pane.

5. In the All Policies pane, right-click on the Master Server, and click New.
The Add a New Policy dialog is displayed.

ﬂndd a New Policy =

Policy name:

[C] Use add policy wizard.

| OK H Cancel |

a. In the Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through most of the setup process and simplifies it by automatically choosing
default values that are good for most configurations. If necessary, you can change
the defaults later by editing the policy. You will need to manually add entries to
the Backup Selections list after completing the wizard.

¢ To use the wizard, select the Use add policy wizard box and click OK. The
wizard starts and you create the policy by following the prompts. When
prompted, select the MS-SQL-Server policy type.

Note The MS-SQL-Server policy type will not appear in the drop-down list unless your
server has a license key for NetBackup for SQL Server.

¢ If you require more control over the settings than the wizard provides, do not
select the Use add policy wizard box and proceed to step 6.

6. Click OK.
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A dialog is displayed in which you can specify the general attributes for the policy.

5
5] senver: Ihagar
Attributes | 95 Schedules || 2 Backup Selections || =
Palicy type: [¥] Active. Go into effect at:
|Standard = [1a09:4z  [Eoarnszooz]~=
Cestinat 7] Follow NFS

Policy storage unit:
| Any_available - |

[C] Cross mount points

[_] Collect true image restore information
[] with move detection
{Required for synthetic backups)
[C] Compression

Policy volume poaol:
|NetBackup | - |

[_] Take checkpoints every:

minutes ] Encryption
[C] Limit jobs per policy: [] Collect disaster recovery information
[_] Allow multiple data streams
Job priority: Keyword phrase {(optional
] D {higher number is greater | |
priority)

~Advanced Client

[] Perform block level incremental backups

[] Perform snapshaot backups | Advanced Snapshot Options... |
[] Retain snapshaots for instant recovery
[] Perform offhost backup
) Use alternate client ) Use data mover
| [-] | d
‘ Apply ‘ | oK | ‘ Close | ‘ Help |

7. From the Policy type box, select the MS-SQL-Server policy type.

7

8. Complete the entries on the Attributes tab as explained in “Description of Attributes”
and click Apply to save the attribute entries.

9. Add other policy information:
¢ Toadd schedules, see “Adding New Schedules.”
¢ To add clients, see “Adding Clients to a Policy.”
¢ To add scripts, see “Specifying the List of Backup Selections.”

10. Click Apply. The new policy is created.
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Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for SQL Server backups are explained below.

Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for Windows,
Volume I or NetBackup System Administrator’s Guide for UNIX, Volume I for detailed
explanations of the policy attributes.

Description of Policy Attributes

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases
the types of backups that can be performed on those clients.
To use NetBackup for SQL Server, you must have defined at least one
MS-SQL-Server policy.

Keyword phrase to  For NetBackup for SQL Server, the keyword phrase entry is ignored.
associate with the
backup

Allow multiple data Specifies that, depending on directives in the list of backup selections,

streams NetBackup can divide automatic backups for each client into multiple jobs,
with each job backing up only a part of the list of backup selections. The
jobs are in separate data streams and can occur concurrently. The number
of available storage units, multiplex settings, and the maximum jobs
parameters determines the total number of streams and how many can run
concurrently.

Advanced Client See the “Using NetBackup for SQL Server with Advanced Client” chapter
for information on configuring policies for snapshot methods.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

A SQL Server backup requires at least two specific schedule types: an Application Backup
schedule and an Automatic Backup schedule. You can also create additional schedules.

The following procedures explain how to configure the required schedule types, and how
to add other new schedules. The procedures start from the Policy dialog. To see the Policy
dialog, double click the policy in the policy list in the left pane of the NetBackup
Administration Console.
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Vv To configure an Application Backup schedule

1.

2.

In the Policy dialog, click the Schedules tab.

In the Schedule list, double-click on the schedule named
Default-Application-Backup.

A dialog is displayed. The title bar shows the name of the policy to which you are
adding the schedule.

Specify the other properties for the schedule as explained in “Schedule Properties.”

The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup for SQL Server backups, including those started
automatically.

For example, assume that you:

& expect users to perform NetBackup operations during business hours, 0800 to
1300.

¢ configured automatic backups to start between 1800 and 2200.

The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

Tip

Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This ensures that your NetBackup for SQL Server operations are
never locked out due to the Application Backup schedule.

Example Settings

for an Application Backup schedule

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images 2 weeks
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59

Vv To configure an automatic backup schedule

1.

2,

In the Policy dialog, click the Schedules tab.

Click New.

Chapter 3, Configuration



Configuration Using the NetBackup Administration Console for UNIX

A dialog is displayed. The title bar shows the name of the policy to which you are
adding the schedules.

[Fladd schedule - Policy test

5 server: Ihagar

G2 Attributes || &5

Name: D
| ‘ [Z] Multiple copies
Tyne of backup: [_] Owerride policy storage unit:
Pl Backup = |any_available |~]
[] Symthetic hackup
[ Disk-onty backup [C] Owverride policy volume pool:
|NetBackup ‘ hd |
rSchedule type:
) Calendar R
[] Retries allowed after runday | 2 weeks % |
! Frequency: Media multiplexing:

|1 |ﬂ weeks

-

| Add || 0K || Close || Help |

3. Specify a unique name for the schedule.

4. Select the Type of Backup.

For information on the types of backups available for this policy, see “Types of
Backups.”

Refer to the following table for example settings for an Automatic Backup schedule.

Example Settings for a Automatic Backup Schedule

NetBackup operation can be

performed.

Type of Backup Schedule settings | Description Settings
Automatic Backup | Retention The length of time to store the 2 weeks
record of a backup.
Frequency Frequency determines how often | every week
a backup should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00

~ 3
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Tip If you put multiple batch files in the same MS-SQL-Server policy, they will execute
during each Automatic Backup session for that MS-SQL-Server policy. If you have a
variety of SQL Server backup operations that you wish to have executed on
different schedules, then consider creating multiple MS-SQL-Server policies with
differing Automatic Backup schedules; and then assign each batch file to the policy
that uses the desired Automatic Backup schedule.

Note For Automatic Backup schedules, the batch files must be installed on each machine
in the client list.

5. Specify the other properties for the schedule as explained in “Schedule Properties.”

6. If this is the last schedule, click OK.

Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained in the following table.

Other schedule properties vary according to your specific backup strategy and system
configuration. Consult the NetBackup System Administrator’s Guide for Windows, Volume I or
NetBackup System Administrator’s Guide for UNIX, Volume I for detailed explanations of the
schedule properties.

Description of Schedule Properties

Property Description

Type of backup Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see the following section “Types of Backups.”

Frequency This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup operation can begin on this schedule. For example, if the
frequency is seven days and a successful backup occurs on Wednesday, the
next full backup will not occur until the following Wednesday.

Calendar This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.
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Description of Schedule Properties (continued)

Property

Description

Retention

Multiple copies

Frequency based scheduling

The retention period for an Application Backup Policy schedule refers to the
length of time that NetBackup keeps backup images.

For example, if your database is backed up once every Sunday morning, you
should select a retention period of at least 2 weeks.The retention period for
an Automatic Backup schedule controls how long NetBackup keeps records
of when scheduled backups have occurred.

The NetBackup scheduler compares the latest record to the frequency to
determine whether a backup is due. This means that if you set the retention
period to expire the record too early, the scheduled backup frequency will be
unpredictable. However, if you set the retention period to be longer than
necessary, the NetBackup catalog will accumulate unnecessary records.
Therefore, set a retention period that is longer than the frequency setting for the
schedule.

For example, if the frequency setting is set to one week, set the retention
period to be more than one week.

Calendar based scheduling

The retention period for an Application Backup Policy schedule refers to the
length of time that NetBackup keeps backup images.

The retention period for an Automatic Backup schedule controls how long
NetBackup keeps records of when scheduled backups have occurred.
However, this setting is not significant for calendar based scheduling.

If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your MS-SQL-Server policy, configure Multiple copies
on the Application Backup schedule.
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Types of Backups

Description of Backup Types for SQL Server

Application Backup The Application Backup schedule enables user-controlled NetBackup
operations performed on the client. At least one Application Backup
schedule type must be configured for each MS-SQL-Server policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

Automatic Backup An Automatic Backup schedule specifies the dates and times when
NetBackup will automatically start backups by running the batch files in the
order that they appear in the file list. If there is more than one client in the
MS-SQL-Server policy, the batch files are executed on each client.

Specifying the List of Backup Selections

The Backup Selections list in a database policy has a different meaning than for
non-database policies. For example, in a Windows policy, the list contains files and folders
to be backed up. In a database policy, the list contains batch files. NetBackup for SQL
Server scripts are called batch files and are identified by the .bch extension.

Add batch files only if you are setting up a policy for automatic scheduling. All batch files
listed in the Backup Selections list will be executed for the Automatic Backup schedules as
specified under the Schedules tab. NetBackup will start backups by running the batch
files in the order that they appear in the Backup Selections list.

The following procedure starts from the Policy dialog. To see the Policy dialog,
double-click the policy in the Policies list in the NetBackup Administration Console.

The optional Backup Selections list in an MS-SQL-Server policy lists batch files that
describe the backup and restore operations you wish to start through manual or
scheduled operations initiated from the NetBackup server. Batch files reside on the client
and direct the operation of NetBackup for SQL Server and SQL Server. Refer to
“Overview of Batch Files” on page 101 for details on how to create a batch file.

v To add batch files to the Backup Selections List
1. In the Policy dialog, click the Backup Selections tab.

2. C(Click New.
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A dialog is displayed. The title bar shows the name of the policy to which you are
adding the batch files.

ﬂndd Backup Selection - Policy sql ﬂ

‘ 5] senver:

hagar ‘

Construct a list of scripts to add to the selection list.
Script:
|I [+

List of scripts to add to the selection list:

| »

-

1] []

| OK H Cancel H Help |

3. Type the name of the batch file.

Specify the full pathname for the batch file in the file list. For example, a path name
for a batch file that will back up a database may be:

install_path\NetBackup\DbExt\Mssqgl\bkup.bch

Note install_pathrefers to the directory where you installed the NetBackup software.
By default, this directory is C: \Program Files\Veritas\.

You can also specify just the file name if the batch file resides in the
install_path\NetBackup\Dbext\Mssqgl\ directory.

4. Click Add.
5. To add more batch files, repeat step 3 and step 4.

6. When you are finished adding backup selections, click OK.
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Adding Clients to a Policy

The client list is the list of hosts on which your NetBackup for SQL Server backups will be
performed. A NetBackup client must be in at least one policy but can be in more than one.

This procedure starts from the Policy dialog. To see the Policy dialog, double-click the
policy in the policy list in the left pane of the NetBackup Administration Console.

Requirements for clients

The following software must be installed on the client:
¢ SQL Server

¢ NetBackup client or server

¢ NetBackup for SQL Server
*

the backup or restore script(s)

Vv To add clients to a policy

Note NetBackup for SQL Server must be installed on each client. Also, each batch file
must be present on each client.

1. In the Policy dialog, click the Clients tab.

2. On the Clients tab, click New.

The Add Client dialog is displayed. The title bar shows the name of the policy where
you are adding clients.

[l add client - Policy test |

E) server: hagar

Client name:
| | OK

Hardware and operating system: Close
| NDMP, NDMP -]
Help

3. In the Client name text box, type the name of the client that you are adding.

If SQL Server is installed in a cluster, specify the virtual SQL Server name as the client

name.
N
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4. Choose the Hardware and operating system type and click Add.

5. If this is the last client, click OK. If you are going to add more clients, repeat step 3 and
step 4.
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Testing NetBackup for SQL Server Configuration Settings

After configuring the master server for NetBackup for SQL Server, test the configuration
settings. For a description of status codes, refer to the NetBackup Troubleshooting Guide for
UNIX and Windows.

NetBackup Administration Console for Windows

Use this procedure to test a policy configuration from a Windows server or from the
Remote Administration Console.

Vv To test the configuration settings on a Windows server
1. Log onto the server as administrator.
2. Start the NetBackup Administration Console.
3. In the left pane, click Policies. The policy list appears in the right pane.
4. Click on the policy you wish to test.

5. Choose Actions > Manual Backup.
The Manual Backup dialog is displayed.

Manual Backup =
Start backup of policy: sgl2
Schedules: LClients:
auto client_name

Select a schedule and one or maore clients to start the backup.

To start a backup for all clients, press OK without selecting any clients.

Cancel |

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.

6. Follow the instructions on the dialog.
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7. Click Activity Monitor on the NetBackup Administration Console.

] Activity Monitor - dillweed - NetBackup Administration Console o =] )
File Edit View Actions Help |E
B-ml&E % =*|smaalvey B ¥ S |
A G B2REALDLO LT LR D OB

dillweed dillweed : Topology =

& dilweed (Master Server)

3, Activity Monitor

=] g MNetBackup Management
H Reports

{3, Policies

{=5] Storage Units

: Catalog

Host Properties

=155} Media and Device Manager
{330 Device Monitar

B Media

Devices

Y Access Management

< |

I—

dillweed

dillweed: 4 Jobs (0 Queued O Active O Requeued 0 Suspended 0 Incomplete 4 Done) O]
aob 10 [ Type [ aob... [ Status [ Policy [Sch... [ Cient [me... [ star..[stor.. [End.. [ac... |
1 Backup Done test auto  dilwesc dilw... S/15{.. s 915/... z

4] | »

Jobs [ services Processes Drives |

For Help, press F1

[Master Server: diweed [Connected 2

If the manual backup does not exit with a successful status, refer to the
Troubleshooting chapter.

NetBackup Administration Console for UNIX

Use this procedure to test a policy configuration on the NetBackup Administration
Console for UNIX.

To test the configuration settings on a UNIX server

—r

Log onto the server as root.

Start the NetBackup Administration Console.

In the left pane, click Policies.

The right pane splits into an All Policies pane and a details pane.

In the All Policies pane, click the policy you wish to test.

Choose Actions > Manual Backup.
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The Manual Backup dialog is displayed.

]
5 Server: hagar
Palicy name: OK
fost
Cancel

Schedules:
schedule_name

Clients:

client_name

Select a schedule and one or more clients to start the hackup. To
start a backup for all clients, press OK without selecting any
clients. Use the Activity Monitor to view progress.

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.

6. Follow the instructions on the dialog.

7. Click Activity Monitor on the NetBackup Administration Console.

ﬂnctivity Monitor - hagar - NetBackup Administration Console [logged into hagar] - |EI|1|

VERITAS NetBackup™

File Edit View Actions Help
Ble-tAldR8Y XO LB PLTYHE

hagar (Master Server)

: hagar: 79 Total {0 Queued 0 Active 0 Req 105 led 0 Incomg 79 Done)

& hagar (Master Serven A Jobid | Type | State |  Status | Policy | Schedule | Client  [b
Backup, Archive, and Restare i *
Activity Monitor t
@ g MetBackup Management
@ 5] Reports
™ Policies
@ (=] Starage Units
G Catalog
@ %8 Host Properties
@ @ Media and Device Management
=) Device Monitar
& B Media
@ |5 Devices
@Access Management
G*@Vaultndanagement
H2 Filesystem Analyzer

65 Backup Daone 0. test schedule_r client_narme:

[¥]
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If the manual backup does not exit with a successful status, refer to the
Troubleshooting chapter.
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Configuring for Multi-Stream Operations

SQL Server supports backing up and restoring databases through multiple data streams,
which are called stripes. This feature is also supported by NetBackup for SQL Server. You
can archive the streams to separate devices or you can multiplex them to the same device.
Multiplexing means that you use just one storage device as the target for all of the data
streams.

The following sections describe how to configure for non-multiplexed and multiplexed
backups. In addition, see the section “Starting Multi-streamed Operations” on page 124
for information on how to start striped backups and restores after you have configured
NetBackup.

Configuring for Non-Multiplexed Backup Stripes

When backup striping is used, all streams must be available before the backup or restore
can proceed. Also, the number of stripes specified in the restore must match the number
specified during the backup. Therefore, if you wish to use backup striping without
multiplexing you must:

¢ Disable multiplexing on the Application Backup Policy schedules that you will use for
striped backups or restores. This is necessary because all the streams must be
simultaneously available before a restore can proceed. You can do this by setting the
Media Multiplexing property in your Application Backup Policy schedule to 1.

¢ Ensure that the storage unit has as many drives as you will have stripes.

In addition, you must ensure that backups and restores are scheduled so that enough
drives are available at the time you will be performing striped backups or restores.

Configuring for Multiplexed Backup Stripes

If you use backup stripes and you want the data streams to be stored to a single device,
you must do the following.

¢ Set the Media Multiplexing property in your Application Backup Policy schedule to the
number of backup stripes that you plan to use.

¢ Set the Maximum Multiplexing per Drive property for the storage units which you
associate with your Application Backup Policy schedule to the number of stripes that
you plan to use.
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SQL Server Configuration

This section contains information on configuring the SQL Server for NetBackup
operations.

DBMS (Database Management System) Privileges

When you install SQL Server, you can elect to use either integrated or standard security.
Integrated security refers to the usage of Windows authentication in lieu of standard SQL
Server-based logins.

Note Microsoft recommends that you use integrated security because Windows logins,
unlike SQL Server-based logins, can be traced using standard Windows security
tools. NetBackup for SQL Server supports both integrated and standard security for
any level of SQL Server.

If you choose integrated security, then SQL Server ignores the userid and password that
you provide in the Set database login parameters dialog of the NetBackup Database
Extension GUIL. Instead, security validation to perform backup and restore operations and
for querying the master database will be based upon the SQL Server privileges that have
been granted to the Windows account. The batch file userid and password keywords are
also ignored. When integrated security is used SQL Server operations generated by
NetBackup for SQL Server will always be validated against the Windows userid.

If you choose standard security, then you must supply NetBackup for SQL Server with a
SQL Server-based userid and password. This userid and encrypted password are stored in
the registry under

HKEY_CURRENT_USER\ SOFTWARE\VERITAS\NETBACKUP\NetBackup for SQL
Server\. In order to perform an operation with standard SQL Server security,
NetBackup for SQL Server looks up the SQL Server userid and password from the
registry.

Note Since NetBackup for SQL Server does backup and restore commands and issues
select statements against the master database, you should review the SQL Server
user documentation in order to determine exactly what privileges are required by
the user accounts that you establish for NetBackup for SQL Server.

Setting the SQL Server Login for Scheduled Operations

When you use the NetBackup Database Extension GUI, SQL Server security is satisfied
based upon either your current Windows account, if you are using integrated security, or a
SQL Server-based userid and password. For information on integrated and standard
security, see the previous section “DBMS (Database Management System) Privileges”.
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When the NetBackup scheduler is used, backup and restore operations are launched from
a daemon process called the NetBackup Client Service. You must ensure that the Client
Service has SQL Server privileges to perform backup and restore operations. If you are
using integrated security, then you must ensure that the NetBackup Client Service
specifies a Windows account that has been granted SQL Server administrative privileges.

Note If your site does not place any SQL Server security restrictions on the right to back
up databases then the steps described in the next two sections will be unnecessary.

Authorizing Scheduled Operations (for Sites with SQL Server Security
Restrictions)

If you will be using NetBackup to perform automatic SQL Server backups and if your site
places SQL Server security restrictions on the right to back up databases, then an account
must be set up which the NetBackup Client Service can use to login to SQL Server. The
account must have sufficient SQL Server privileges to perform a backups.

Vv To set up the NetBackup Client Service to login to SQL Server
1. If you are using standard SQL Server security, first map a Windows account to a
standard SQL Server userid. (See “How to Use Standard SQL Server Security” on
page 49.)

2. Open Services applet from the Windows Control Panel.

3. Double-click on NetBackup Client Service from the Service panel to bring up the
Service dialog box for the NetBackup Client Service.
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4. In the Log On As group, select This Account.

Service [ %]

Service: MetBackup Client Service

— Startup Type
oK

& Automatic I_I

" Marwal Cancel |

Help |

" Disabled

—Log
(ol

™ Allow Service to Interact with Desktop

 This Account: I J

Basswnrd: I

[Earfirm I
Fazsword:

5. Click the browse button (...).
The Add User dialog box is displayed.

6. Select a user account.
7. Click Add.
8. Type the password and the password confirmation.

9. Click OK.

Note If you later change the password associated with the account name entered in
step 8, then you must also indicate the new password for the NetBackup Client
Service, then restart the NetBackup Client Service. If you do not do this, NetBackup
scheduled backup operations will fail.

10. Log on to Windows with the Windows account selected in step 6. Then perform the
procedure described in “Setting the Database Login Parameters” on page 63. The
database login parameters that you choose will be selected for SQL Server backups
launched from the NetBackup Scheduler.

11. Stop and restart the NetBackup Client Service from the service dialog box.
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How to Use Standard SQL Server Security

If you are using standard SQL Server security, then you must ensure that the NetBackup
Client Service is started with a Windows userid that is associated with a standard SQL
Server userid that has sufficient administrative privileges to perform backups and
restores.

Vv To associate a Windows userid with a SQL Server userid

1. Log on to your Windows host using the Windows account which you intend to use for
the NetBackup Client Service.

2. Start the NetBackup Database Extension GUI and go to the DBMS login parameters
window. Type the standard SQL Server login name and password into the edit boxes
provided. The values that you supply will be encrypted in a registry entry that is
associated with the current Windows account.

3. Follow the instructions in previous section “Authorizing Scheduled Operations (for
Sites with SQL Server Security Restrictions)” to set the login account for the
NetBackup Client Service.
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Protecting Files and Filegroups

If you plan to back up database files or filegroups, then you will be responsible for
creating the files and filegroups for your databases and for placing individual database
components into them. NetBackup places a restriction on the layout of your database in
order to successfully perform backup and restores of database files and filegroups.

Before attempting a file and filegroup backup, you must ensure no table is placed into a
filegroup which is different than any one of its indices.

For example, the layout as indicated by the following Transact SQL statements should not
be used:

use master
CREATE DATABASE MultiFileDB
ON
PRIMARY ( NAME = FileX,
FILENAME = 'd:\mssgl\data\FileX.mdf'),

FILEGROUP AltGroup
( NAME = AltGroupFil,

FILENAME = 'd:\mssqgl\data\AltGroupFil.ndf"')
GO
use MultiFileDB
CREATE TABLE Tablel (coll char(10),col2 char(10), col3 char(10)) on AltGroup
go
create unique clustered index index4 on Tablel (col2)
go

Notice in this example, Tablel has been placed in filegroup AltGroup but its index is
placed (by default) in the primary filegroup.

If you do place a table into a different filegroup than one of its indices and use NetBackup
for SQL Server to back it up, you may fail with the following SQL Server error message:

Database file <file name> is subject to logical recovery and must be among
the files to be backed up as part of the file or filegroup backup.

Recovery Considerations for Files and Filegroups

To ensure that you will be able to successfully restore a database from file and filegroup
backups, it is important to ensure that you always have backups of a full set of files and
filegroups that constitute the entire database as well as transaction log backups that span
the entire period of time over which the backups were taken. To ensure that you maintain
the unbroken sequence of transaction log backups, it is essential to perform a transaction
log backup following every file or filegroup backup. (If you backup several files or
filegroups at once, then you only need to backup the transaction log after the last such
backup.) If the transaction log is not backed up, then SQL Server will not allow you to use
the file or filegroup backup for a restore operation until the transaction log has been
backed up and is thus available in the recovery sequence.
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It is also important to understand that SQL Server does not record the creation of files or
filegroups in the transaction log. Therefore, after you add either a file or a filegroup to the
database, you must immediately back them up. In addition, to ensure that NetBackup for
SQL Server will select the correct recovery set following the backup of a newly created
filegroup, you are also advised to back up all filegroups in the database. For the same
consideration, following the creation a database file, you should back up all of the files in
the filegroup to which it belongs.

Recovery Factors

This section is provided to assist you in defining a recovery plan which is suitable to your
application environment. Much of this information is based on Microsoft’s SQL Server
Books Online. Refer to that resource for a more inclusive discussion.

Transaction Logs

SQL Server maintains a write-ahead transaction log for each database. This log helps to
maintain database updates in cache memory to ensure that data is not written to disk
before it has been committed. Database writes occur as a part of the checkpoint procedure.
Checkpoint frequency is determined by SQL Server based upon the “recovery interval”
which is a configuration parameter indicating the maximum time interval that can be
tolerated during a system restart. When checkpoint occurs the portion of the transaction
log that is no longer needed for system restart becomes inactive and is optionally
truncated, depending upon the recovery strategy in place, as described in the next section.

If the transaction log is not truncated by the checkpoint procedure, then it can be backed
up and used for point-in-time recovery, failure from disk crash, or move and copy
operations.

Recovery Strategies

SQL Server 2000 provides three basic levels for database recovery which have different
implications for both backup performance and for the granularity of recovery. These
levels are:

& Simple. With this method the inactive portion of the transaction log is not retained
beyond the database checkpoint, this method provides for minimal usage of log
space. However, the database can only be restored to the last full backup. Transaction
log restores, including point in time recovery and named transaction recovery are not
supported. In addition, maximum performance is provided for bulk operations, such
as (Create Index, Select Into, and Bulk Copy) because they are not logged.
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& Full. Using this method, the inactive portion of the transaction log is retained until it is
truncated, which normally occurs when it is backed up. The transaction log can then
be used to stage a recovery either to a point in time or to a named transaction. The Full
Recovery model provides maximum recoverability but it uses the most log space and
does not provide maximum performance for bulk operations.

& Bulk-Logged. This method is identical to the Full Recovery model except that bulk
operations are not logged and thus cannot be recovered.

SQL Server 7.0 provides similar recovery as SQL Server 2000 except that functionality is
defined by two attributes that are provided via the database options menu. These are:

& Truncate log on checkpoint. Enables “simple” logging, i.e., the inactive portion of the
transaction log is truncated on checkpoint.

& Select Into/Bulk Copy. Bulk operations are not logged.

Backing up the Transaction Log

Transaction logs can be backed up in SQL Server 2000 for databases which are set in either
full or bulk-logged mode. In SQL Server 7, transaction logs can be backed up unless
“truncate log on checkpoint” has been checked. By default a transaction log is truncated
after it has been backed up. However, it is not truncated following a full database or
differential backup.

The main factors in deciding how frequently to backup a transaction log would be
¢ Conservation of log space.
¢ How close to the failure point you must be able to recover in case of a disk crash.

During peak periods in a high transaction environment, it may not be unusual to back up
the transaction log on an hourly basis.

Database Differential Backup

Unlike the transaction log backup, the database differential backup is a backup of the
database. The differential includes all of the changes made to the database since the last
full backup. If you have made several differential backups since the last full backup, then
to accomplish a full restore to the end of the last differential backup, you would only need
to restore the last full database, followed by the last differential. You would not need to
restore any of the intermediate differentials.

Although database differential backups are supported with both SQL Server 7.0 and 2000,
the performance of SQL Server 2000 differential backups are especially high in
performance because SQL Server maintains the list of changed data pages in a bit map,
thereby avoiding the need to read unchanged pages.
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A typical backup procedure may use full database, differential, and transaction log
backups in ascending order of frequency. For example the full database backup may be
taken bi-weekly, the differential may be taken nightly, and the transaction log backup may
be made as frequently as every hour for either mission critical or high volume
applications.

File and Filegroup Backups

In addition to full, database differential, and transaction log backups of a database, SQL
Server also supports backing up database filegroups and files as well as filegroup
differentials. Since a filegroup is composed of one or more database files, backing up the
constituent files of a filegroup is logically equivalent to backing up the filegroup itself.

Filegroup and file backups would commonly be used in a tightly architected application
in which physical disk locations were mapped to logical objects, such as tables and
indexes. There are two types of factors which may lead to the choice to use file and
filegroup backups in this type of environment.

¢ Some portions of the database, which may be distinguished by such factors as
volatility or mission criticality, may be recognized as having to be backed up more
frequently than other portions.

¢ The database may be so large that the time required for a full database backup could
not fit in the allocated time window. Thus it may be more viable to do a full backup of
one or more files or filegroups on a rotating basis.

The filegroup and file backup also carries the advantage on restore that, in case of disk
failure, it would be possible to recover just the failed unit without restoring the entire
database.

In order to use filegroup and file backups you must maintain backups of the transaction
log. For example, to perform a full database restore using filegroups and files, you would
be required to restore all of the constituent filegroups and files in addition to all of the
transaction log segments starting from the point at which the first component backup was
taken up until a point in time following the last component backup.

Database Recovery

During the restore process, a database goes into “loading mode” until the restore
command is executed against the database with the “recovery” option. Prior to placing
the database into recovery mode all of the restore commands would be executed using the
“WITH NORECOVERY” clause. By specifying NORECOVERY, it is possible to continue
to stage additional restore statements to bring the database up to the desired state. The
database becomes usable again after the last restore statement has been applied with
recovery.
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Staging Recovery

NetBackup for SQL Server keeps track of the backups you have performed and when you
performed them. You can display the backup history by opening the “Restore Microsoft
SQL Server Objects” dialog (see “Restore Microsoft SQL Server Objects” on

page 224)Restore Microsoft SQL Server Objects. This window depicts all of the SQL Server
backup images within the parameters that you specify. The images are displayed in
tree-form based on SQL Server logical groupings for databases, database differentials,
filegroups, filegroup differentials, files, and transaction logs.

When you select a transaction log image in the restore tree, NetBackup for SQL Server
automatically searches for a set of images which are sufficient for staging a full database
recovery. The recovery set consists of the selected transaction log image plus additional
images which could reconstitute the database to a recovered state. The full set can be
comprised based on any one of the following sets:

1. Full database backup set: A full database image, an optional database differential
image, and one or more transaction logs.

2. File and filegroup set: A set of filegroup and/or file images which constitute the
database, an optional filegroup differential image for any of the filegroup images, and
one or more transaction logs.

3. Database and filegroup differential set: A full database image, a filegroup differential
image for each filegroup in the database, and one or more transaction logs.

If a full recovery set is found, then all of the composite images will be checked
automatically and a pop-up message will appear stating the existence of the restore set.
You can then initiate a staged recovery (or generate a batch file for staged recovery) by
clicking on the OK button with the option “stage a full recovery” selected.

Backing Up SQL Server in an Environment with Log Shipping

Log shipping is a SQL Server feature that may be employed to enhance the overall
availability of your installation. It uses a primary server, which contains the active
database, a monitor, and one or more secondary servers. Under log shipping, copies of the
transaction log are supplied to the secondary servers on an on-going basis to the
secondary servers. This allows each secondary server to be in a standby state in case the
primary goes offline.

Many sites also use the secondary server to off-load certain activities from the primary in
order to minimize its load. However, a backup must not be performed on a secondary (or
standby) server. Databases must always be backed up on the primary server and restored
on the primary server. This requirement is based on Microsoft SQL Server restriction that
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is outlined in Microsoft Knowledge Base Article 311115. If an attempt is made to perform a
backup on the secondary server, the result cannot be predicted. However, you may see a
message in the dbclient log similar to the one below:

16:33:26 [1208,2348] <16> CODBCaccess: :LogODBCerr: DBMS MSG - ODBC
message. ODBC return code <-1>, SQL State <37000>, Message Text
<[Microsoft] [ODBC SQL Server Driver] [SQL Server]Database 'Mumbo'’
is in warm-standby state (set by executing RESTORE WITH STANDBY)
and cannot be backed up until the entire load sequence is
completed. >

Performance Factors

Backup performance can be influenced by your hardware environment as well as settings
in SQL Server, the NetBackup master server, and NetBackup for SQL Server. This section
discusses the most prominent factors in SQL Server and NetBackup for SQL Server. The
availability of buffer space has a definite influence on how fast backups run.

Buffer Space Parameters

There are three parameters you can use to increase buffer space in SQL Server.

MAXTRANSFERSIZE

The MAXTRANSFERSIZE parameter can be set for each backup or restore operation. It
ranges in size from 64 kilobytes to 4 M bytes. The default is 64 kilobytes.
MAXTRANSFERSIZE is the buffer size used by SQL Server for reading and writing
backup images. Generally, you can get better SQL Server performance by using a larger
value.

Set the MAXTRANSFERSIZE for your NetBackup for SQL Server session using the Client
Options dialog. Otherwise, you can use the MAXTRANSFERSIZE parameter to set this
value when you create a batch file manually. For more details on the
MAXTRANSFERSIZE parameter, see “Overview of Batch Files” on page 101.

BLOCKSIZE

The BLOCKSIZE parameter can be set for each backup operation. For restores, NetBackup
for SQL Server automatically chooses the same size that you backed up with. BLOCKSIZE
ranges from 512 bytes to 64 kilobytes. The default is 512 bytes. BLOCKSIZE is the
incremental size that SQL Server uses for reading and writing backup images.
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Set the BLOCKSIZE for your NetBackup for SQL Server session using the Client Options
dialog. Otherwise, you can use the BLOCKSIZE parameter to set this value when you
create a batch file manually. For more details on the BLOCKSIZE parameter, see
“Overview of Batch Files” on page 101.

NUMBER OF BUFFERS PER STRIPE

The NUMBER OF BUFFERS PER STRIPE parameter affects buffer space availability. This
parameter is set in the NetBackup for SQL Server administration GUI for each operation.
NetBackup for SQL Server uses this parameter to decide how many buffers to allocate for
reading or writing each data stream during a backup or restore operation. By allocating a
greater number of buffers, you can affect how quickly NetBackup for SQL Server can send
data to the NetBackup master server.

The default value for the NUMBER OF BUFFERS PER STRIPE is 1. For operations that
you start from the NetBackup Database Extension GUI, you can change this value
through the Client Options dialog. See “Client Options” on page 220. Otherwise, you can
use the BUFFERS parameter to set this value when you create a batch file manually. For
more details on the BUFFERS parameter, see “Overview of Batch Files” on page 101.

Backup Stripes

You can divide your backup operation into multiple concurrent streams in any situation in
which SQL Server dumps data faster than your tape drive is capable of writing. Although
NetBackup supports multiplexing many stripes to the same drive, you generally will
realize performance gains only if you use the same number of tape drives as streams.

To divide a backup operation into multiple stripes, use the How Many MS SQL Server
Stripes? edit box, which appears in the Backup Microsoft SQL Server Objects dialog of the
NetBackup Database Extension GUIL

Shared Memory Usage

If NetBackup Server is installed on the same host as NetBackup for SQL Server, then you
will obtain optimal performance by using shared memory for data transfer instead of
sockets. Shared memory is the default for this configuration and will be used unless you
create a install_path\NetBackup\NOSHM file.
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Alternate Buffer Method

NetBackup for SQL Server supports an alternate buffer method which optimizes CPU
usage by allowing NetBackup and SQL Server to share the same memory buffers without
transferring data between them. This method is chosen automatically for backups if all of
the following conditions apply:

¢ NetBackup shared memory is in use.
¢ The backup is non-multiplexed.
¢ The NetBackup buffer size equals the SQL Server blocksize.

The default NetBackup buffer size is 64 kilobytes, but this may be overridden by the
value contained in install_path\db\config\SIZE_DATA_BUFFERS. To start
your backups with the desired SQL Server blocksize, you can either set this parameter
in the Client Options dialog of the NetBackup Database Extension GUI or you can
adjust it directly using the BLOCKSIZE option in your batch file.

¢ NetBackup for SQL Server must be started with the same account as the NetBackup
Client service.

Backups started with the NetBackup scheduler are started with the NetBackup Client
service so the same account is already in use. However, if you start an SQL Server
backup through NetBackup for SQL Server or through dbbackex, then your logon
account must be the same as the NetBackup Client service account in order for your
backups to be candidates for the alternate buffer method.

¢ Alternate buffer method is only available for tape-based backups.

In addition to the above conditions, the alternate buffer method for restore also requires
that the following conditions be met:

¢ The version of SQL Server being restored must be SQL Server 2000.
¢ The backup must have been made with alternate buffer method.

You can verify that the alternate buffer method is being used by looking for the words
Using alternate buffer method, which appear in the dbclient log and the
progress report.
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After completing the installation and configuration, you can use the NetBackup
Administration Console to start SQL Server backups or use the NetBackup for SQL Server
interface to initiate backups and restores.

This chapter describes how to perform user-directed operations for SQL Server on a
Windows client. You can initiate NetBackup operations using the command line interface
program, dbbackex, or the NetBackup for SQL Server interface.




Using dbbackex

Using dbbackex

dbbackex can be executed from a Windows MS-DOS command prompt as

install_path\NetBackup\bin\dbbackex -f file [-p policy][-u userid] [-pw password]
[-s server] [-np]

where:

file is the name of the batch file, (see “Running NetBackup Batch Files” on page 120)
which describes the operations you wish to start.

policy is the MS-SQL-Server type policy, used by NetBackup for the operations
specified in the batch file.

userid is the SQL Server userid for logging into the database management system.

password is the SQL Server password for logging into the database management
system.

server is the name of the host for the NetBackup master server that you wish to backup
to or restore from.

-np tells dbbackex not to create a message box to indicate the operation status when
it has completed.

Note Any of the options can be delimited with double quotation marks. Use delimiters,
for example, if the file name contains spaces.

The policy parameter is ignored for restore operations as the NetBackup server can retrieve
the dump file based entirely on the image names specified in the batch file for each
restore. Policy is used for backing up databases. If policy is omitted, then NetBackup
server uses the first active SQL Server policy that it finds in its policy list for carrying out
all of the backup operations specified in the batch file.

If server is omitted, then the client will use the default server according to the Windows
NetBackup client configuration. See the NetBackup Backup, Archive, and Restore Getting
Started Guide for more information.

Tip If you are concerned about protecting login passwords for SQL Server, do not use
the -u or -pw parameters. By omitting these parameters, you can force that
NetBackup for SQL Server to read the default SQL Server login data from an
encrypted file as described in “Starting the NetBackup Database Client Graphical
User Interface for the First Time” on page 62.

Unless you specify -np, a message is displayed when dbbackex completes. This message
will tell you how many operations in the batch file were successful and how many failed.
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Using Client-based Schedulers with dbbackex

dbbackex allows you to employ your choice of client-based schedulers to automatically
initiate NetBackup for SQL Server operations. Two examples follow.

¢ The Windows Scheduler. This scheduler is initiated through the MS-DOS at
command. Instructions for using the Windows Scheduler are provided in the
Microsoft Windows online documentation.

¢ The SQL Server Scheduler. This scheduler is closely integrated with SQL Server. It is
accessed through the Microsoft SQL Server Enterprise Manager, from the server
menu. Online help is provided.

One distinct advantage of the SQL Server Scheduler is that you can create scripts for
database maintenance operations which will be initiated as a result of database events that
you define. For example, you can create a script that initiates dbbackex, telling it to back
up a particular transaction log, and then create an alert which invokes that script when the
transaction log for this database becomes full.

Tip If you use dbbackex through a client-based scheduler, specify the -np option to
ensure that a message box is not generated. However, before using the scheduler
with dbbackex, try the dbbackex syntax on the console without the -np option in
order to test for the successful completion of the batch file that you have created for
your operation.
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Using the NetBackup Database Client Graphical User
Interface

These instructions describe how to use the NetBackup Database Extension GUI to
perform NetBackup operations on SQL Server.

Starting the NetBackup Database Client Graphical User
Interface for the First Time

1. Choose Start > Programs > VERITAS NetBackup > NetBackup MS SQL Client.

The first time that you open the NetBackup Database Extension GUI on a new user
account, the following message box is displayed.

NetBackup Database Exten: x|
Flease select login parameters from the
"Set database login parameters"
window,

After clicking OK, the Set database login parameters dialog is displayed.

Set database login parameters =

[Databasze management system:  SOL Server
*our Windows account: gla

— SOL Server propertie:

Host

=l
Instance
|<default> j
SOL Server version: Security: Host type:
|2DDD |Integrated local

MetBackup for SOL Server i installed on selected host?  [pes

— Userid and Pazsword for SAL Server Standard or Miked Security

Uzerid: Password: Fieenter password:

sa I I
Apply I Cloze | Help |

2. Select the SQL Server host and instance that you want to log into.
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3. Click Apply and Close.

The NetBackup Database Extension GUI is displayed.

& NetBackup Database Extension - Graphical
Actions  Options  Wiew Help

=10l x|

]

KX

For Help, press F1

[ o[

1
o

Note For subsequent sessions, the NetBackup for SQL Server agent will remember the
login parameters you provided for that Windows account.

Setting the Database Login Parameters

Use this procedure to set which SQL Server host and instance that you want the
NetBackup MS SQL Client to access when it logs into SQL Server.

1. Choose Options > Set DBMS login parameters.

The Set database login parameters dialog is displayed.

Set database login parameters =
[Databasze management system:  SOL Server
*our Windows account: gla
— SOL Server propertie:
Host
=l
Instance
|<default> j
SOL Server version: Security: Host type:
|2DDD |Integrated local

MetBackup for SOL Server i installed on selected host?  [pes

— Userid and Pazsword for SAL Server Standard or Miked Security

Userid: Password:

Fieenter password:

sa I I

Apply I

Cloze

Help
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2. Use the Host drop-down list to select the SQL Server host and the Instance
drop-down list to select the SQL Server instance. These drop-down lists can also be
manually edited if the host and instance that you want do not appear in the drop-
down lists. You can designate the default instance either by setting the Instance box to
<default> or to empty (not spaces).

3. If the SQL Server host and instance use standard or mixed security, then you also need
to set the userid and password in the Userid, Password, and Reenter password

boxes.

4. Click Apply to save your changes and Close to exit from the dialog.
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NetBackup Backup Operations

Backing up a Database
Vv To back up a database

1. To change the host and instance you wish to access, refer to “Setting the Database
Login Parameters” on page 63.

2. Choose Actions > Backup.
The Backup Microsoft SQL Server Objects dialog is displayed.

3. In the right pane, select one or more databases that you want to back up. Shift + click
or Ctrl + click to select more than one database.

Backup Microsoft SQL Server Objects - |E| ﬂ
DBMS Instance:  DILLWEED < default>

Select databaselz] for backup from instance

Expand database objects: DILLWEE D¢ defaulty
#- &% DILLWEED\<default maa.test
master
model
mzdb
ind

[

r~Backup b i .
P How many Microsaft SOL Server stripes? |1_:I|
& Full backup Backup script
" Perform differential backup [database and filegroup) ' Launch immediately
© Backup ransaction lag (database anly] © Save for later execution
I j NetBackup palicy:
|<any> =l

"Wh\ch objects appearing in the righthand panel would you like ta back up?

% Only those selected € Al except thase selected Al —‘ mg I Cancel

Help |

4. If you would like to backup the database with the differential option, then select
Perform differential backup.

5. Click OK.

6. When prompted to start the backup, click Yes.
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Backing up a Transaction Log
Vv To back up a transaction log
1. Before starting a transaction log backup, the database administrator should perform

the following actions on the SQL Server.

¢ If SQL Server 2000 is installed set the Recovery Model setting to either Full or
Bulk-logged.

& If SQL Server 7.0 is installed, set the Truncate Log On Checkpoint database
option to off. This is an option on the SQL Server interface that applies to the
database.

Caution You are responsible for ensuring that the entire sequence of transaction logs
generated following any database backup are maintained on the same
NetBackup server. This means that they should all be backed up to the same
facility and that none should be allowed to expire before the others. NetBackup
for SQL Server requires that you follow these guidelines in devising your
backup strategy in order to provide maximum assistance in restoring your
databases.

2. To change the host and instance you wish to access, refer to “Setting the Database
Login Parameters” on page 63.

3. Choose Actions > Backup.
The Backup Microsoft SQL Server Objects dialog is displayed.
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4. In the right pane, select one or more databases whose transaction logs you want to
back up. Shift + click or Ctrl + click to select more than one database.

Backup Microsoft SQL Server Objects - |E| LI

DBMS Instance:  DILLWEE DM default

Select database(s] for backup from instance

Expand database objects:

-4 DILLWEED <default>

radel
mzdb
Morthwind
pubs

r— Backup typ

How many Microsaft SOL Server stripes? |1 j

Backup script
" Peiform differential backup [database and filegroup) ' Launch immediately
" Backup transaction log [database only) " Save for later execution

IBa:k up and kuncate transaction lag j e Bl iy

|<any> =l

"\N"h\ch objects appearing in the righthand panel would you like to back up?

O Wbl (@ A et @A —‘ R I el

Help |

5. Select Backup transaction log.

6. From the drop-down list, select the desired transaction log option. For more
information, refer to the following table.

Transaction log backup options

Back up and truncate Back up the transaction log and remove the inactive part of the
transaction log transaction log.

Back up transaction log but Back up a transaction log without truncating it.
don’t truncate it

Truncate transaction log Remove the inactive portion of the transaction log without backing it
but don’t back it up up.
e
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Backup Microsoft SQL Server Objects - |EI|1|
DBMS Instance:  DILLWEED < default:

5 Select database(s] for backup from instance
Expand databaze objects: DILLWEE D¢ default:

& DILLWEE D < defaults

Morthwind
pubs

— Backup type

How many Microsoft SOL Server stripes? |1 =|
= Full backup

Backup script
" Perform differential backup (databaze and filegroup) ' Launch immediately

& Backup transaction log [database only) " Save for later execution

IBack up and truncate transaction Io B el
r

LiD 31 1)
Back up tranzaction log, but don't truncate it |<an_n,|> j
| Truncate transaction log, but don't back it up
P O0E A AZ=2=11 7 R GUT= (1o L=y ==

SOpES F 3 arerrom o like to back up?

& Orly those selected € Al except those selected Al —‘ Ok | Cancel

7. When prompted to start the backup, click Yes.
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Backing Up a Database Filegroup

Caution Do not use NetBackup for SQL Server to perform filegroup backups for a
database that contains any table in which any one of the indices is in a different
file or filegroup than its data. See “Protecting Files and Filegroups” on page 50.

Vv To back up a database filegroup

1. To change the host and instance you wish to access, refer to “Setting the Database
Login Parameters” on page 63.

2. Choose Actions > Backup.
The Backup Microsoft SQL Server Objects dialog is displayed.

3. In the left pane, expand the instance name.

The database names are displayed below the instance name.

Backup Microsoft SQL Server Objects - |E| LI
DBMS Instance:  DILLWEE DM default

Select database(s] for backup from instance

Expand datab DILLWEE D« default>
maa.best
maa.test master
radel
radel msdb
msdb Morthwind
Marthwind pubs
;1 pubs
r— Backup typ . o —
How many Microzoft SOL Server stripee |1 j
* Full backup Backup script
" Peiform differential backup [database and filegroup) ' Launch immediately
" Backup transaction log (database only) " Save for later exscution
| = :
MetBackup policy:
|<any> =l

"\N"h\ch objects appearing in the righthand panel would you like to back up?
Help |

O Wbl (@ A et @A —‘ R I el

4. In the left pane, select a database whose filegroups you would like to back up.
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In the right pane, the filegroups belonging to the selected database are displayed.

Backup Microsoft SOL Server Objects - |EI 1'
DBMS Instance:  DILLWEED <default>

Select fileqroup(s| for backup from database

Expand database objects: maa.test
=% DILLWEED \<defauty maa.dat2
w PRIMARY
model
rsdb
Morthwind
pubs
i Backup type e B
w Microsoft SOL Server stipes? |1 =
=
* Full backup Backup script
" Peiform differential backup [database and filegroup) ' Launch immediately
£ Backup fransaction |og (database only] 7 Save for later execution
| = :
MNetBackup palicy:
[ <any> =1

Help |

"\N"h\ch objects appearing in the righthand panel would you like to back up?

& Orly those selected € Al except those selactad Al —‘ (s I |

5. In the right pane, select one or more filegroups that you want to back up.
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Shift + click or Ctrl + click to select more than one filegroup.

Backup Microsoft SQL Server Dbjects - |EI ll
DEMS Instance:  DILLWEED\<default>

Select filegroup(s] for backup from database
Expand database objects: maa.test

=g DILLWEED<detfaulty
maa.test
model
msdb
Marthwind
;I pubs
i~ Backup type Wiagen i 47 B
w Microzoft SOL Server stipes? |1 =
=
i+ Full backup Backup script
" Perfoim differential backup [database and flegroup) = Launch immediately
") Backup transaction log (database only) " Save for later sxecution
| = :
MNetBackup policy
|<any> =1

Help |

"Which objects appearning in the righthand panel would you like to back up?

* Only those selected Al ercept those selected Al T i | e

6. Click OK.

7. When prompted to start the backup, click Yes.

Backing Up a Database File

Caution Do not use NetBackup for SQL Server to perform file backups for a database
that contains any table in which any one of the indices is in a different file or
filegroup than its data. See “Protecting Files and Filegroups” on page 50.

Vv To back up a database file

1. To change the host and instance you wish to access, refer to “Setting the Database
Login Parameters” on page 63.

2. Choose Actions > Backup.
The Backup Microsoft SQL Server Objects dialog is displayed.
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3. In the left pane, expand the instance name.
The database names are displayed below the instance name.
iaix]
DEMS Instance:  DILLWEEDM<default
Select databasels| for backup from instance
DILLWEE D« defaulty
maa.test
maa.test master
mmadel model
rsdb
msdb Morthwind
Marthwind pubs
pubs
i Backup type e B
w Microsoft SOL Server stipes? =
h =
* Full backup Backup script
" Peiform differential backup [database and filegroup) ' Launch immediately
" Backup transaction log (database only) 7 Save for later execution
I d MNetBackup palicy:
[ <any> =1
‘Which objects appearing in the righthand panel would you like to back up?
’VG" Orly those selected € Al except those selectad Al —‘ (s I | HEp |

4. In the left pane, select a database whose files you would like to back up.
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In the right pane, the filegroups belonging to the selected database are displayed.

Backup Microsoft SOL Server Objects

o ]
DBMS Instance:  DILLWEED <default>
Select fileqroup(s| for backup from database
Expand database objects: maa.test
=% DILLWEED \<defauty maa.dat2
naa. test; PRIMARY

model
rsdb
Morthwind
2 pubs

i Backup type

How many Microsaft SOL Server stripes? |1 =

* Full backup Backup script

" Peiform differential backup [database and filegroup) ' Launch immediately

£ Backup fransaction |og (database only]

| &l

" Save for later execution

MNetBackup palicy:

[ <any> =1

"\N"h\ch objects appearing in the righthand panel would you like to back up?

& Orly those selected € Al except those selactad Al —‘ (s I |

Help |

5. In the left pane, expand the icon of the database containing the files that you want to
backup, then select the filegroup that contains the files you want to back up.
6. In the right pane, select one or more files that you want to back up.
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Shift + click or Ctrl + click to select more than one file.

Backup Microsoft SQL Server Dbjects - |EI ll
DEMS Instance:  DILLWEED\<default>

Select filefs] for backup from fle aroup
Expand database objects: maa.dat?

=Yy DILLWEED <dsfault

maa.test

E maa. dat2
PRIMARY

mode!

msdb

j Marthwind
2 pubs

i~ Backup type

How many Microsoft SOL Server stipes? =
(e
i+ Full backup

Backup script
" Perfom differential backup [database and flegroup) = Launch immediately
| Backup transaction log (database o)) " Save for later execution
I £

MNetBackup policy

|<any> =1

"Which objects appearning in the righthand panel would you like to back up?

* Only those selected Al ercept those selected Al T i | e

Help |

7. Click OK.

8. When prompted to start the backup, click Yes.
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NetBackup Restore Operations

Browsing Backup Images

This section describes how to browse for available backup images. Once you have
displayed the desired backup images, then follow the instructions for restoring a specific
SQL object.

Vv To browse for backup images

1. To change the host and instance you wish to access, refer to “Setting the Database
Login Parameters” on page 63.

2. Choose Actions > Restore.

The Backup History Options dialog is displayed.

Backup History Dptions 5'
- . 0K
Use this window to select how NetBackup will filker the
S0L Server backup images that will be displayed in the Help
restore dialog.

- Browse for S0L Server objects that were backed up from :

SOL Host |DILLWEED =l
Source Client: |<same a3 SOL Hostr

SOL Server

Instance: |<dEF‘3“h> =l

Images will be selected from NetBackup Master Server.

DILLWEED

Use the Client Dptions window if you would lke to select images fram a
different master server

[T start date: end date
Po o e o s e 3
pear mo day year mo day

3. Select the SQL Host and SQL Server Instance whose backup images you would like
to browse. (Refer to “Backup History Options” on page 222 for information on the
Source Client setting, if necessary:.)

These drop-down list boxes can also be manually edited if the host and instance that
you want do not appear in the drop-down list boxes. You can designate the default
instance either by setting the SQL Server Instance box to <default> or to empty (not
spaces).

4. Choose the date range to search.
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5. Click OK.
The Restore Microsoft SQL Server objects dialog is displayed.

6. Continue with the instructions for restoring the desired database object:

Restoring a Database Backup
Vv To restore a database

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. Select the database image that you wish to restore.

i Restore Microsoft SQL Seryver Objecks _|EI 5[
Change Master Server DILLWEED ™
Backup Browse DEMS: DILL'wEED (2000)

Histary. Destination DEMS: DILLwEED (2000
Timeframe: 08/13/2003 to 08/14/2003
-] maatest -

Marthwind

Selected

D atabaze backup using standard backup method with policy sql.
iten:

i~ Festore option:

Lse 5OL Scripting options: Recovery options: Congistency check:
I replace IUse a restare script j INot recovered j INDne j
option

r— Recovery options using transaction log

" Stage afull iecovery %) Bestore onlythe fransaction g tat you selected

Transaction log recoveny options W e BDHH MMSS @ o Tirarsaction logjmark
| 3 R RREE . | 5
Restore script

’V & Launch immediately €~ Save for later execution | Ok | Cancel Help |

See “Restore Microsoft SQL Server Objects” on page 224 for a description of the
available restore options.
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3. Click OK.

4. When prompted to start the restore, click Yes.

Restoring a Database Differential Backup
Vv To restore a database differential

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. Click the “+” next to the database image whose differential you want to restore.

3. Select the database differential image that you wish to restore.

See “Restore Microsoft SQL Server Objects” on page 224 for a description of the
available restore options.

i Restore Microsoft SQL Seryver Objecks _|EI 5[
Change Master Server DILLWEED ™
Backup Browse DEMS: DILL'wEED (2000)

Histary. Destination DBMS: DILLWEED [2000)
Timeframe: 08/13/2003 to 08/14/2003
| maatest =
Marthwind
E-E Aug 13, 2003, 5t 10:2
R a0 14
-8 pubs
Selected  Database differential backup using standard backup methad with policy sgl.

item:

i~ Festore option: . - -
Lse 5OL Scripting options: Recovery options: Congistency check:
I replace IUse a restore script j INot recovered j INDne j
option

r— Recovery options using transaction log

" Stage afull iecovery %) Bestore onlythe fransaction g tat you selected

Transaction log recoveny options W e BDHH MMSS @ o Tiransaction [og mark
| 2 P R | 5
Restore script

’V & Launch immediately €~ Save for later execution | | Ok I Cancel Help |
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4. Click OK.

5. When prompted to start the restore, click Yes.

Restoring a Filegroup Backup

V¥ To restore a filegroup

Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. C(Click the “+” next to the filegroup icon from which you would like to restore a
filegroup backup image.
3. Select the filegroup image that you wish to restore.

See “Restore Microsoft SQL Server Objects” on page 224 for a description of the
available restore options.

i Restore Microsoft SQL Seryver Objecks _|EI 5[
Change Master Server DILLWEED ™
Backup Browse DEMS: DILL'wEED (2000)

Histary. Destination DBMS: DILLWEED [2000)
Timeframe: 08/13/2003 to 08/14/2003

mas.test

[E] Maa.dat2
+-[E] Maa.dat3
E] PrIMagy
Aug 13, 2003, at 11:58:41 A
Morthwind

j pubs

Selected  Filegroup backup using standard backup method with palicy sql.
iten:
i~ Festore option: . - -
Lse 5OL Scripting options: Recovery options: Congistency check:
I replace I Use a restore script j INot recovered j INDne j
option

r— Recovery options using transaction log

" Stage afull iecovery %) Bestore onlythe fransaction g tat you selected

Transaction log recoveny options W e BDHH MMSS @ o Tiransaction [og mark
| 3 FEE AR . | 5
Restore script
’V & Launch immediately €~ Save for later execution | | Ok I Cancel Help |
k|
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4. Click OK.

5. When prompted to start the restore, click Yes.

Restoring a Filegroup Differential Backup
Vv To restore a filegroup differential

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

Caution If you attempt to restore a single differential backup without first restoring the
preceding database backup file, SQL Server will halt the load process with an
error such as 4305 or 4306. If you plan to restore a single differential, then you
are responsible for first restoring the database backup file. You can avoid this
problem by backing up the entire sequence of transaction logs, the differential
backup, and the backup file to the same NetBackup Server and restoring the
entire sequence of backup objects as described in “Restoring a Transaction Log
Image Within a Staged Recovery” on page 84.

2. C(Click the “+” next to the filegroup icon from which you would like to restore a
filegroup differential backup image.

3. Click the “+” next to the filegroup backup image from which you would like to
restore the filegroup differential image.

4. Select the filegroup differential image that you want to restore.
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See “Restore Microsoft SQL Server Objects” on page 224 for a description of the
available restore options.

i Restore Microsoft SQL Seryver Objecks _|EI 5[
Changs Master Server DILLWEED
Backup Browse DBMS: DILLwEED (2000
Histary Destination DEMS: DILLwEED (2000
Timeframe: 08/13/2003 to 08/14/2003
=] j maa test

Selected  Filegroup differential backup using standard backup method with policy sgl.
iten:
— Restore option: — - -
Use 5OL Sciipting options: Recovery options: Consistency check:
4 replace I Use a restore sorpt j INot tecovered j INDne j
option

r— Recovery optians using tranzaction log:

‘ ") Btage afull recavery. % Bestore only the ransaction log that you selected

Tiransaction log recoveny opticns: B Serr DDCHE MMSS = &l Transaction log mark
| g ol e i e o A =
Restare script

’7 &+ Launch immedistely = Save for later exscution | | oK I Cancel Help |

5. Click OK.

6. When prompted to start the restore, click Yes.

Restoring a File
Vv To restore a file

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. Click the “+” next to the filegroup icon which contains the file you would like to
restore.

3. Click the “+” next to the file icon from which you would like to restore a file backup
image.
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4. Select the file image that you want to restore.

See “Restore Microsoft SQL Server Objects” on page 224 for a description of the
available options.

i Restore Microsoft SOL Server Objects (=] ]

Changs Master Server DILLWEED
Backup Browse DEMS: DILLWEED [2000]
History... Destination DBMS: DILLWEED [2000]
Timeframe: 08/13/2003 to 08/14/2003
maa.test
maa.datd

72l Aug 13, 2003, 2t 11:53:15 AM

| Aug 13, 2003, at 11:58:41 AM
Morthwind

Selected  [File backup using standard backup method with policy sql.
iterm:
— Restore option — - - -
Uze SOL Seripting options: Fecovery options: Consistency check:
v replace IUse a restare script j INot recovered j INone j
option

— Recovery options uzing tranzaction log:

€ Stage a full recovery. ) Riestare only the bransaction log that pou selected

Tranzaction lag recayverny options FAR SO DD EH B S5 e~ - Tiramsaction [ag)mark

| g e el el =

Fiestore script
’7 * Launch immediately (= Save for later execution

‘ | ()8 I Cancel

5. Click OK.

6. When prompted to start the restore, click Yes.
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Restoring a Transaction Log Image Without Staging a Full Recovery
Vv To restore a transaction log without staging a full recovery

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. Select the transaction log image that you want to restore.

If NetBackup can discover a set of images which include the selected transaction log
image, then a message box is displayed.

x
@ A Full recovery set for database ‘maa.test’ has been Found,
This set is comprised of the Following images:
File group backup of ‘maa.dat2’ on Aug 13, 2003, at 11:59:15 AM (policy, sql, using standard backup)
File group backup of 'PRIMARY' on Aug 13, 2003, at 11:59:40 AM (policy, sql, using standard backup)

File group differential backup of ‘maa.dat2’ on Aug 14, 2003, at 12:04:06 PM (policy, sql, using standard backup)
Transaction log backup on Aug 14, 2003, at 12:50:03 PM {policy, sql, using standard backup)

Note This message will only appear if NetBackup can find a set of images that constitutes
a full recovery for the selected database. If the message does not appear, then
NetBackup is not able to create a staged restore script for you.

3. To close the message box, click OK.
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4. Select Restore only the transaction log that you selected.

i Restore Microsoft SQL Seryver Objecks _|EI 5[

Changs Master Server DILLWEED
Backup Browse DBMS: DILLwEED (2000
Histary. Destination DEMS: DILLwEED (2000
Timeframe: 08/13/2003 to 08/14/2003
H maa.dat2
B PriMamy

| Aug 13, 2003, at 11:58:41 AM
f._' Aug 14, 2003, at 12:50:03 PM
Narthwind

Selected
iten:

Tranzaction log backup using standard backup method with policy ¢gl. & full recovery set has been identified.

— Restore option:

s 50L Sciipting options: Recovery options: Consistency check:
[ replace  [Use a restore soript | [Hotiecoversd =] [Hone =
option

r— Recovery optians using tranzaction log:

‘ " Stage aful recovery 1+ Restore only the transaction log that you selected

Tranzaction log recovery options MM DD HH MM 55 ¢~ e Transaction log mark

[T point in time =l FWWEEF(‘W I =

Restare script
’7 1+ Launch immediztely = Save for later exscution

| | Ok I Cancel

5. Click OK.

6. When prompted to start the restore, click Yes.
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Restoring a Transaction Log Image Within a Staged Recovery
Vv To restore a transaction log within a staged recovery

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. Select the transaction log image that you want to restore.

If NetBackup can discover a set of images which include the selected transaction log
image, then a message box is displayed.

x
@ A Full recovery set for database ‘maa.test’ has been Found,
This set is comprised of the Following images:
File group backup of ‘maa.dat2’ on Aug 13, 2003, at 11:59:15 AM (policy, sql, using standard backup)
File group backup of 'PRIMARY' on Aug 13, 2003, at 11:59:40 AM (policy, sql, using standard backup)

File group differential backup of ‘maa.dat2’ on Aug 14, 2003, at 12:04:06 PM (policy, sql, using standard backup)
Transaction log backup on Aug 14, 2003, at 12:50:03 PM {policy, sql, using standard backup)

Note This message will only appear if NetBackup can find a set of images that constitutes
a full recovery for the selected database. If the message does not appear, then
NetBackup is not able to create a staged restore script for you.

3. To close the message box, click OK.
The Restore Microsoft SQL Server Objects dialog is displayed.
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4. Select Stage a full recovery.

= =]

i Restore Microsoft SQL Seryver Objecks

Changs Master Server DILLWEED

Backup Browse DBMS: DILLwEED (2000

Histary Destination DEMS: DILLwEED (2000

Timeframe: 08/13/2003 to 08/14/2003
=] :] maa.test
H E maadai2
B PriMamy

1, Aug 13, 2003, at 11:55:41 AM
 Aug 14, 2003, at 12:50:03 PM
Narthwind

5] pubsz

Selected  |Transaction log backup using standard backup method with policy =gl A& full recovery set has been identified.
iten:
— Restore option: — - -
Use 5OL Sciipting options: Recovery options: Consistency check:
I feD!aDe IUse a restore script INDne 'I
option

r— Recovery optians using tranzaction log:

‘ {* Stage afull recovery  © Restore only the transaction log that you selected

MM DD HH MM S5 o~

= o [l s

Tranzaction log recovery options

ITﬂ point in time

Tranzaction log mark

I &

" Save for later execution

Restare script
’7 1+ Launch immediztely

| | Ok I Cancel

5. Click OK.

6. When prompted to start the restore, click Yes.

Performing a Database Move

The following instructions show you how to perform a database move. A database move
allows you to use a full set of backup images to copy an existing database to a new

database having a different name.

Database move operations can only be carried out when your selection includes a
database image. This can occur either when you directly select the database backup
image, or when NetBackup finds a recovery set which contains a database backup image.
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v

Tip

When you are preparing your database design, map logically related database
components such as tables, indexes, keys, etc., to the same filegroup. This will
enable you to use the partial database restore procedure, which follows, to recover
these logically related components as a single unit.

In the following example the move script is created upon selection of a database backup
image.

To perform a database move

1.

Browse for the backup images you wish to restore. See “Browsing Backup Images” on

page 75.

Select the database backup image that you want to restore.

From the Scripting options list, select Create a move template.

i Restore Microsoft SQL Seryver Objecks _|EI 5[
Changs Master Server DILLWEED
Backup Browse DBMS: DILLwEED (2000
Histary Destination DEMS: DILLwEED (2000
Timeframe: 08/13/2003 to 08/14/2003
_f] maa.test
Horthwind
pubs
Sample2
@ Aug 14, 2003, at 1:22:51 PM
L% Ayg 14, 2003, at 21544 PM
Selected | Database backup using standard backup method with policy sql.
iten:
— Restore option:
Use 5OL Sciipting options: Recovery options: Consistency check:
I feD!aDe ICrEate a maove template INDne 'I
option
r— Recovery optians using tranzaction log:
‘ ") Btage afull recavery. % Bestore only the ransaction log that you selected
Trarsaction lon recovern options MM DO HHIMM S5 =) Tiansaction log mark
| g o e i = A =
Restare script
’7  Launch immediztely % Save for later execution | | ok I Cancel Help |
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Note When you choose to create a move or partial database restore script, the capability
to perform an immediate launch is disabled because you will need to edit the script
in order to specify certain destination parameters.

4. Click OK.
The Save Script As dialog is displayed.

5. Typein the name of a file to which you want NetBackup to write the move template
and click Save.

Save in: I@MsSql j - £k B

File name: I j Save I
|| Save as bype: Ibatch files [*.bch) j Cancel |

A message box is displayed.

NetBackup Database Extension =]

A template For moving Sample2 using a backup made on Aug 14, 2003, at 1:22:51 PM
has been written to C:YProgram Files\WERITAS\NetBackupiDbExtMsSqliMyMave. beh,
‘Would you like ko open it in notepad?

6. Click Yes to open the move template in Notepad.

The contents of the sample move template are displayed below. It contains
instructions on how you can modify this template in order to perform a full database
restore to a database with a different name.
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#

# This is a template for the database MOVE command.

#

OPERATION RESTORE

OBJECTTYPE DATABASE

#

# Replace the database name in the following line with the name of the database that you
# want to move to. Also remove the hash mark <#> which precedes the keyword <DATABASE>.
#

#DATABASE "Sample2"

#

# Replace the file path <C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.mdf>
# with a new file path. Also remove the hash mark <#> which precedes the keyword <TO>.
# The target of the MOVE keyword must be "Sample2_ Prm".

MOVE "Sample2_Prm"

#TO "C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.mdf"

#

#

# Replace the file path <c:\db\Sample2_ FG_Dat2.ndf>

# with a new file path. Also remove the hash mark <#> which precedes the keyword <TO>.
# The target of the MOVE keyword must be "Sample2_ FG1l_Datl".

MOVE "Sample2_FGl_Datl"

#TO "c:\db\Sample2_ FG_Dat2.ndf"

#

#

# Replace the file path <c:\db\Sample2_ FG_Dat3.ndf>

# with a new file path. Also remove the hash mark <#> which precedes the keyword <TO>.
# The target of the MOVE keyword must be "Sample2 FGl_Dat2".

MOVE "Sample2_FGl_Dat2"

#TO "c:\db\Sample2_ FG_Dat3.ndf"

with a new file path. Also remove the hash mark <#> which precedes the keyword <TO>.
The target of the MOVE keyword must be "Sample2_ FGl_Dat3".
MOVE "Sample2_ FGl_Dat3"
#TO "c:\db\Sample2_ FG_Dat4.ndf"
#
#
# Replace the file path <C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.ldf>
# with a new file path. Also remove the hash mark <#> which precedes the keyword <TO>.
# The target of the MOVE keyword must be "Maa.log".
MOVE "Maa.log"
#TO "C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.ldf"
#
NBIMAGE "dillweed.MSSQL7.DILLWEED.db.Sample2.~.0.0010£001.20030814132251..C"
SQLHOST "DILLWEED"
NBSERVER "DILLWEED"
BROWSECLIENT "DILLWEED"
MAXTRANSFERSIZE 0
BLOCKSIZE 0
RESTOREOPTION REPLACE
RECOVEREDSTATE RECOVERED
ENDOPER TRUE

#
#
# Replace the file path <c:\db\Sample2_ FG_Dat4.ndf>
#
#
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7. After you have modified the script template created in step 6, choose Actions > Batch
Files.

8. Select the batch file that you created, and select Start.

Lok in: I@MsSql j - £k B

File name: IMyMove.bch j Start I
" Files of type: Ibatch and script files (% beh) j Cancel |

MNetBackup [ amys = Open File
policy: Y J
Help |

9. C(lick Yes to launch the restore.

NetBackup Database Extension =]

& Start batch file 'E:\Program Files\YERITAS \NetBackup\DbExtMsSqliMytove. beh'?

e

Performing a Partial Database Restore

The following instructions show you how to perform a partial database restore. A partial
database restore lets you select individual filegroup components of a database and restore
them to a new database having a different name.

Tip When you are preparing your database design, map logically related database
components such as tables, indexes, keys, etc., to the same filegroup. This will
enable you to use the partial database restore procedure, which follows, to recover
these logically related components as a single unit.

Note Partial database restore is only available if SQL Server 2000 is installed.
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v

In the following example the partial database restore template is created upon selection of
a transaction log backup image which belongs to a full recovery set that NetBackup
detects.

To perform a partial database restore

1. Browse for the backup images you wish to restore. See “Browsing Backup Images” on
page 75.

2. Select the transaction log image that you want to restore.

If NetBackup can discover a set of images which include the selected transaction log
image, then a message box is displayed.

x
@ A Full recovery set for database 'Sample2' has been Found.
This set is comprised of the Following images:
Full database backup on Aug 14, 2003, at 1:22:51 PM {policy, sql, using standard backup)
Database differential backup on Aug 14, 2003, at 2:27:47 PM {policy, sql, using standard backup)

Transaction log backup on Aug 14, 2003, at 2:15:44 PM {policy, sql, using standard backup)
Transaction log backup on Aug 14, 2003, at 2:30:44 PM {policy, sql, using standard backup)

Note This message box will only appear if NetBackup can find a set of images that
constitutes a full recovery for the selected database. If the message box does not
appear, then NetBackup is not able to create a staged restore script for you. In order
to create either a partial database restore template or database move template, there
must be a full recovery set available for NetBackup to discover and the set must
include a full database backup.

3. Click OK.

4. From the Scripting options list, select Create a partial database restore template.
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Note When you choose to create a move or partial database restore script, the capability
to perform an immediate launch is disabled because you will need to edit the script
in order to specify certain destination parameters.

i Restore Microsoft SOL Server Objects (=] ]

Selected
iterm:

Change Master Server DILLWEED
Backup Browse DEMS: DILLWEED [2000]
¢ Histary... Destination DBMS: DILLWEED [2000]
: imeframe: 08/13/2003 to 08/14/2003
maa.test
Morthwind
2 pubs
Sample2

- Aua 14, 2003, at 1:22.51 PM
- Aua 14, 2003, at 21544 PM
- Aug 14, 2003, at 2:30:44 PM

Tranzaction log backup uzing standard backup method with policy =gl. A full recovery set has been identified.

Fiestore option

Use SOL Scripting options:

Recovery options: Consistency check:

IV replace IEreateapartiaI database restore template j IHecovered j INone j

option

— Recovery options uzing tranzaction log:

' Stage a full recovery

" Restore only the transaction log that you selected

Tranzaction log recovery options MY DD HH MM S5 o~ am Tranzaction lag mark.

I To paint in time:

g e el =

(

Fiestore script
€ Launch immediately

& Save for later execution ‘ oK | Cancel

5. Click OK.
The Save Script As dialog is displayed.
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6. Type the name of a file to which you want NetBackup to write the partial database
restore template and click Save.

Save ir: I@MsSql j = 5 Ef-

bkup.bch
MyMove,bch
rest.bch

File name: IMyPartiaIDBHestore j Save I
Saveastype: |[batchfiles [*bch) =l Cancel |

The following message box is displayed.

NetBackup Database Extension =]

A template For parital database restore of Sample2 using a backup made on Aug 14, 2003, at 2:30:44 PM
has been written to C:iProgram Files\WERITAS\NetBackupiDbExtMsSqliMyPartialDERestore. beh,

7. Click Yes to open the partial database restore template in Notepad.

The contents of the sample partial database restore template are displayed below. It
contains instructions on how you can modify this template in order to perform a
partial database restore.

This is a template for PARTIAL DATABASE RESTORE.
It requires Microsoft SQL Server 2000.

H H FH

OPERATION RESTORE

OBJECTTYPE DATABASE

#

# Replace the database name in the following line with the name of the database that you

# want as the target of the partial restore. Also remove the hash mark <#> which precedes

# the keyword <DATABASE>.

#DATABASE "Sample2"

#

# If you wish to restore file <C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.mdf>,
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# then replace this path with a new file path. Also remove the hash marks <#>
# which precede the keywords <MOVE> and <TO>.

# The target of the MOVE keyword must be "Sample2_ Prm".

#MOVE "Sample2_Prm"

#TO "C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.mdf"

If you wish to restore file <c:\db\Sample2_ FG_Dat2.ndf>,

then replace this path with a new file path. Also remove the hash marks <#>
which precede the keywords <MOVE> and <TO>.

The target of the MOVE keyword must be "Sample2_ FGl_Datl".

#MOVE "Sample2_ FGl_Datl"

#TO "c:\db\Sample2_ FG_Dat2.ndf"

HH H H o I H

If you wish to restore file <c:\db\Sample2_ FG_Dat3.ndf>,

then replace this path with a new file path. Also remove the hash marks <#>
which precede the keywords <MOVE> and <TO>.

The target of the MOVE keyword must be "Sample2_ FGl_Dat2".

#MOVE "Sample2_ FGl_Dat2"

#TO0 "c:\db\Sample2_ FG_Dat3.ndf"

HH H I I FH H

If you wish to restore file <c:\db\Sample2_ FG_Dat4.ndf>,

then replace this path with a new file path. Also remove the hash marks <#>
which precede the keywords <MOVE> and <TO>.

The target of the MOVE keyword must be "Sample2_ FGl_Dat3".

#MOVE "Sample2_FGl_Dat3"

#TO "c:\db\Sample2_ FG_Dat4.ndf"

H F I FH H H

If you wish to restore file <C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.ldf>,
then replace this path with a new file path. Also remove the hash marks <#>
which precede the keywords <MOVE> and <TO>.

The target of the MOVE keyword must be "Maa.log".

#MOVE "Maa.log"

#TO "C:\Program Files\Microsoft SQL Server\MSSQL\data\Sample2.ldf"

#

NBIMAGE "dillweed.MSSQL7.DILLWEED.db.Sample2.~.0.0010£001.20030814132251..C"
SQLHOST "DILLWEED"

NBSERVER "DILLWEED"

BROWSECLIENT "DILLWEED"

MAXTRANSFERSIZE 0

BLOCKSIZE 0

RESTOREOPTION REPLACE

RECOVEREDSTATE NOTRECOVERED

ENDOPER TRUE

HH H o I I H

OPERATION RESTORE

OBJECTTYPE DATABASE

DUMPOPTION INCREMENTAL

#

# Replace the database name in the following line with the name of the database that you
# want as the target of the partial restore. Also remove the hash mark <#> which precedes
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# the keyword <DATABASE>.
#DATABASE "Sample2"

NBIMAGE "dillweed.MSSQL7.DILLWEED. inc.Sample2.~.0.0010f001.20030814142747..C"
SQLHOST "DILLWEED"

NBSERVER "DILLWEED"
BROWSECLIENT "DILLWEED"
MAXTRANSFERSIZE 0

BLOCKSIZE 0

RESTOREOPTION REPLACE
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE

OBJECTTYPE TRXLOG

#

# Replace the database name in the following line with the name of the database that you
# want as the target of the partial restore. Also remove the hash mark <#> which precedes
# the keyword <DATABASE>.

#DATABASE "Sample2"

NBIMAGE "dillweed.MSSQL7.DILLWEED.trx.Sample2.~.0.0010£f001.20030814141544..C"

SQLHOST "DILLWEED"

NBSERVER "DILLWEED"

BROWSECLIENT "DILLWEED"

MAXTRANSFERSIZE 0

BLOCKSIZE 0

RESTOREOPTION REPLACE

RECOVEREDSTATE NOTRECOVERED

ENDOPER TRUE

OPERATION RESTORE

OBJECTTYPE TRXLOG

#

# Replace the database name in the following line with the name of the database that you
# want as the target of the partial restore. Also remove the hash mark <#> which precedes
# the keyword <DATABASE>.

#DATABASE "Sample2"

NBIMAGE "dillweed.MSSQL7.DILLWEED.trx.Sample2.~.0.0010£f001.20030814143044..C"

SQLHOST "DILLWEED"

NBSERVER "DILLWEED"

BROWSECLIENT "DILLWEED"

MAXTRANSFERSIZE 0

BLOCKSIZE 0

RESTOREOPTION REPLACE

RECOVEREDSTATE RECOVERED

ENDOPER TRUE

8. After you have modified the script template created in step 7, choose Actions > Batch
Files.
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9. Select the batch file that you created, and click Start.

10. Click Yes to launch the partial database restore.

Redirecting a Restore to a Different Host

Multiple NetBackup database clients may be configured to use a single NetBackup master
server for backing up SQL Server databases. With this configuration, you can back up SQL
Server database objects from one client and restore them to another.

v To perform a redirected restore of a SQL Server object backed up on HostA to
HostB
1. Establish permission settings on the master server. Do one of the following;:

¢ Create a file called
install_path\NetBackup\db\altnames\No.Restrictions, to allow
unrestricted redirected restore privileges

OR

¢ Create a file called install_path\NetBackup\db\altnames\<HostB>, to
allow HostB to restore HostA's data. Note that this allows the client named HostB
to access HostA's data on the master as well as any other client's data that was
backed up on the master.

2. Choose Options > Set DBMS login parameters.
3. Log onto the target instance on HostB.

4. Choose Options > Set NetBackup Client Options and select the current master
server to be a master server which is common to both HostA and HostB.

5. Choose Actions > Restore.

6. From the Backup History Options dialog, select HostA as the SQL host and select the
instance on HostA from which the target objects were backed up.

When the restore window is displayed it will contain a history of objects that were backed
up from HostA. You can then select those objects and restore them to HostB.
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Redirecting a Database to a Different Location on a Different
Host

The database move redirects the restore of a database to a different location. The new
location may be a different instance on the same host, a different host, or a different file
path. The move operation also allows you to restore the database under a different name
than the original one. The move operation is not available for images created using SQL
Server 6.5, nor can SQL Server 7.0 or 2000 images be moved to a SQL Server 6.5
installation.

Note The destination host\instance of a move or restore operation is the one that you log
into as indicated by the Set database login parameters dialog. The source (or
browse) host\instance for move or restore operations is designated using the
Backup History Options dialog, which comes up automatically when you choose
Actions > Restore.

Note If you have backup images created with a pre-4.5 version of NetBackup, see
“Creating a Move Template for Images Created with Pre-4.5 Versions of
NetBackup” on page 100.

To redirect a database to another location on a different host

1. The master server which backed up the database you wish to restore must appear in
the server list of the destination host. If it is not, see “Selecting a Master Server” on
page 100.

2. Choose Options > Set database login parameters.

3. From the Host list, select the host you wish to restore to.

4. From the Instance list, select the desired instance.
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To choose the default instance, either select <default> or set the Instance to empty
(not spaces).

Set database login parameters x|

Database management system:  SOL Server
Your Windows account: gla

- S0L Server properti

Host

DILLWEED =1
Instance

SOL Server version: Security Host type:

[2000 Integrated floca

NetBackup for SOL Serveris installed on selected host?  [pes

r~ Userid and Passward for SOL Server Standard or Miked 5 ecurity

Userid: Password: Reenter pagsword:

sa I I
Apply I Close Help

5. Click Apply and Close.

6. Choose Options > Set NetBackup Client Options.
The Client Options dialog is displayed.

7. From the Current Netbackup Server list, select the NetBackup Server which contains
the SQL Server backup images that you want to restore on the destination host.

1=
Current MetBackup Server (1]

Help

Cancel |

r~ Client Trace Level

 Minimum " Medium £ Masimum

 Tuning P.
Client buffers per DERS stripe: I'\_ ::I

M aximum tansfer size [bytes]:

* B4K 128K ©2EK O 512K
1M 2M = 4M

Backup block size [bytes):

= 5K Ak 2K 4K
L1 4 1B K 32K 4K

8. Click OK.
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9. Choose Actions > Restore.

The Backup History Options dialog is displayed.

10. In the SQL Host list, select the host which has the database you wish to restore.

(Refer to “Backup History Options” on page 222 for information on the Source Client
setting, if necessary.)

x|
L i ()8
Uze thiz window to select how MetBackup will filker the
S0L Server backup images that will be displaved in the: Help
restore dialog. _
Cancel

— Browse for SOL Server objects that were backed up from :

SOL Host |DILLWEED |

Source Client: |<same as SOL Hostx

SOL Server

Instance: |INSTANCEY B

Images will be selected from MetBackup Master Server:

DILLWEED

Uze the Client Options window if you would like to select images from a
different master server.

- Time filker
start date end date
|2un3 2"4 i“zu i’ |2un3 i"s i”s i’
year mo day year mo day

11. From SQL Server Instance list, select the instance name of the source.
12. Click OK.

13. Browse for the database that you want to move.
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14. From the Scripting options list, select Create a move template.

(=]

! Restore Microsoft SOL Server Objects

Master Server BUGSBUMNY

g::gg; Browse DEMS:  BUGSBLNNY

Fistonr. | Destination DBMS: ~ DILLWEEDAINSTANCEY (2000)
Timefrare 041202003 o OSA9r2003

maa test

Naorthwind

pubz

SampleZ

=] pubs datzbase

5 Apr 23, 2003, at 8:55:40 AM
EF Apr 23,2003, ot 10:38:49 AM
2 Apr 23, 2003, 8t 12:01:52 PM
@] May 2, 2003, at H08:56 AM
= Map2, 2003, at 7:46:56 PM
-3 May 3, 2003, at 1:57.50 PM
T Map 9, 2003, at %:38:03 AM
Fi/3 database

TEST2000 database

Selected  |Database backup using standard backup method with policy sql.
itern:

— Restore option:

Use SOL
¥ replace
option

Recovery options: Consigtency check:

Mot recovered j INone j

Scripting options:

Create a move template

— Recovery options using kranzaction log;

| Gtane s full recovery. €8 Restors only the transaction g that you selected

Transaction log recovery options Wby DD HH MHISS = Transaction oo mark

| 3 PR R ER o | g

Restore scrpt
’7 ‘ | Ok I Cancel

| Launch immediately i+ Save for later execution

15. Click OK.
A Save As dialog is displayed.

16. Enter a batch file name, and click Save.

17. When the NetBackup Database Extension message box is displayed, click Yes to open
the move template that was created.

18. Edit this template to designate the name that you would like to use for the destination
database as well as the file paths that you would like to use for each of the database

files.

19. After you have edited the template, you can launch it by choosing Actions > Batch
Files.
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Creating a Move Template for Images Created with Pre-4.5 Versions of
NetBackup

In order to create a move template, NetBackup for SQL Server needs to know the file
structure of the source database. For NetBackup for SQL Server images created with
version 4.5 or greater, this information is stored in the NetBackup catalog. However, in
order to create a move script using an image created in an earlier version of NetBackup,
you must log into the same SQL Server instance on the same host machine from which the
image was backed up. In addition, for pre-4.5 images, you must not have changed the file
structure of the database by adding or deleting files or filegroups.

You do not necessarily need to use a move script when you restore a database to a
different host or database instance. However, if you do not use a move script, then you
may get SQL Server error messages such as 3156 or 3157, which indicate that the original
source file path is not available on the destination machine. This may occur because the
path is already in use for a different database or because the path does not exist. You can
generally resolve these errors by creating a move script and designating new file paths,
which do exist and are unused, on the destination host.

Selecting a Master Server

When you perform a move or restore, the images must be available on the host machine
which is acting as the NetBackup master server for the destination host. If this master
server is contained in the destination’s server list, then you can select the current server by
choosing Options > Set NetBackup Client Options.

If the master server is not in the server list of the destination host — perhaps, because the
server machine is remote or has access limitations — then you must duplicate the images
onto removable media (with a unique id), transport that media to the master server used
by the destination host, and import the images to the master server used by the
destination host. After the images have been imported, continue with the following
instructions.
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Using Batch Files

NetBackup for SQL Server uses scripts called batch files for initiating backup and restore
operations. A batch file uses the . bch extension and is typically executed from the
install_path\dbext\mssqgl\ directory.

Overview of Batch Files

You will have to create a batch file if you start up operations with:

¢ the Start Batch File dialog in NetBackup for SQL Server

¢ the dbbackex command line

¢ the NetBackup Server Scheduler

¢ the NetBackup Administration Console for Windows or for UNIX

You can easily create a fully functional batch file by selecting the Save for Later Execution
radio button from any of the backup or restore dialogs and then clicking OK. The
following sections, however, provide guidelines to help you to understand the contents of
a batch file and how to modify or create one on your own.

Text Format Used in Batch Files

Batch files created by the SQL Server Agent GUI are Unicode text. This permits inclusion
of object names and image names that include non-English characters. If you create a
batch file manually, use notepad or some other tool that generates plain text. If your batch
file contains any non-English characters save it as Unicode as shown below.

2]
Save IaMsSqI j - = EB-
. _termp
@ partial.bch
History partiall . bch
partialz,bch
@ rest.bch
Deskto =] restl beh
E] sample.beh
\ ) tiger.beh
Yom iger bl
Iy Computer
File narme: Ibkup.bch j Save I
Saveastype: Al Fils - _ Cancel |
Encoding:
4
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Guidelines for Creating Batch Files

¢ Give the file a unique name with the extension .bch.

¢ Place the batch file in the install_path\NetBackup\dbext\MSSQL\ folder.

By following these guidelines, you will benefit as follows:

¢  When you open the Start Batch File dialog from the NetBackup Database Extension
GUJ, icons for your batch files are displayed immediately in the display window.

¢  When you launch a job through the dbbackex command line interface, specify only
the file name (not the full path name) on the command line.

¢  When you specify a file name for the file list of an MS-SQL-Server policy schedule,
you only need to specify the file name (not the full path name).

Notes

There are several points to remember about batch files.

¢ A batch file consists of a series of operations (backups and restores) which by default
are run in sequence.

¢ Each operation consists of a series of <keyword value> pairs, which completely define
the total operation.

¢ The keyword is not case sensitive but the value is. Generally, you will be safe if you
code both the keyword and value in uppercase, with the exception that, if you use the
NBIMAGE keyword option, then the value must be specified exactly as it is stored by
NetBackup Server.

Operations are not nested.

With the exception of the BATCHSIZE and GROUPSIZE parameters, <keyword value>
pairs are not global. If you use BATCHSIZE or GROUPSIZE, then it must appear only
once in your batch file and it must appear in the first operation.

¢ Within an operation, the <keyword value> pairs may appear in any order except that
each operation must be terminated by ENDOPER TRUE.

¢ You can include comment lines in your batch file by placing a hash mark (‘#’) in the
first column.
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Keywords and Values Used in Batch Files

This section describes the keywords and values used in a batch file.

Keywords and Values Used in Batch Files

N 5
z % .- g
3 g £3 %
3 T 8 @
@ © o © o
X > r 0 (a]
ALTCLIENT (Sameas string no None Restores images from a host other than the local host.
BROWSECLIENT)
BACKUPMODEL BACKUPMODEL_ no BACKUPMODEL_ Valid only for restore. Indicates whether the backup
CONVENTIONAL, CONVENTIONAL was originated from a snapshot method
BACKUPMODEL_
SNAPSHOT
BATCHSIZE integer no 1 Number of operations to start up simultaneously.
Applies to all of the operations in the batch file. Must
appear before the end of the first operation. Range is
1-10.
BLOCKSIZE integer no 0 Applicable for backup operations only. Block size is
calculated as 512 bytes * 28L0CKSIZE. Range is 1-7.
BROWSECLIENT (Same string no None Restores images from a host other than the local host.
as ALTCLIENT)
BUFFERS integer no 1 Number of buffers per stripe. Range is 1-32.
CLOAKEDBACKUP TRUE or no FALSE Applies only to Advanced Client database backups. If
FALSE TRUE, the backup will not be recorded by SQL Server
and therefore cannot be the basis for any subsequent
differential backup. See “Using a Cloaked Database
Snapshot to Impact How Differentials are Based” on
page 169.
CONSISTENCYCHECK  FULLINCLUDING no none Performs the specified consistency check after the
INDICES, restore has been completed.
FULLEXCLUDING
INDICES,
PHYSICALCHECK
ONLY,
CHECKCATALOG
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Keywords and Values Used in Batch Files

c
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DATABASE string yes none Name of database. For backup operations, specify
value $ALL to designate all databases (except for
tempdb.)
DBMS MSSQL no MSSQL You can specify MSSQL only.
DSN string no saved from ODBC data source name
GUI user
session

Note Although the DSN keyword is supported, its usage is deprecated. Specify the SQL Server host and instance
using the SQLHOST and SQLINSTANCE parameters.

DUMPOPTION INCREMENTAL no none Specifies INCREMENTAL restoring from an
incremental backup.

ENDOPER TRUE yes none Terminates each operation specified in the batch file.

EXCLUDE string no none Name of a database to exclude when DATABASE
$ALL is specified in a batch operation

Note EXCLUDE can be used in a batch file only if DATABASE S$SALL is used.

GROUPSIZE integer no none The number of databases that will be snapped as a
between 1 and single SQL Server backup image. See “Using
32 NetBackup for SQL Server with Advanced Client” on
page 159.
INHIBITALTBUFFER TRUE, FALSE no FALSE Tells NetBackup whether to consider the candidacy of
METHOD alternate buffer method.
MAXTRANSFERSIZE integer no 0 Maximum transfer size is calculated as 64 kilobytes

bytes * DMAXTRANSFERSIZE. Range is 1-6.

MOVE file group no none Specifies a filegroup name. Used for restore types
PARTIAL and MOVE.

NBIMAGE string yes’ none Specifies a NetBackup image for the restore
operations. See note below.

"Required for restore operations.
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Keywords and Values Used in Batch Files
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NBSCHED string no none If the NetBackup policy has several Application Backup
Policy schedules, use NBSCHED to select amongst
them.
NBSERVER string no none Specifies which master server to use for the backup or

restore operation.

Note If NBSERVER is not specified in a batch file operation, the master server defaults to the name specified at
HKEY_CURRENT_USER\Software\
VERITAS\NetBackup\NetBackup for Microsoft SQL Server\DEFAULT_SQIL_NB_MASTER_SERVER.

NUMBUF'S

OBJECTNAME string

OBJECTTYPE DATABASE,
TRXLOG,
FILEGROUP,
FILE

OBJTYPE

OPERATION BACKUP
RESTORE

PASSWORD string

RECOVERED RECOVERED,

STATE STANDBY,
NOTRECOVERE

D, TRUE, FALSE

yes’ none

no

no

no

no

DATABASE

BACKUP

null

RECOVERED

Refer to BUFFERS.
Specifies a file or filegroup name for file/filegroup
backups and restores,

*If OBOECTTYPE= FILE or FILEGROUP.

Specifies whether you are backing up or restoring a
database, transaction log, filegroup, or file.

Refer to OBJECTTYPE.

Type of operation, either backup or restore.

Password for logging into SQL Server.

See the following note.

Note Applies to SQL Server 7.0 or 2000 restores. RECOVEREDSTATE means that the database should be restored to the
recovered state. NOTRECOVERED means that it should remain in the loading state following the restore.
STANDBY means that the database should be restored to standby state. If STANDBY is used, then the
STANDBYPATH keyword is also required. TRUE and FALSE, when used as values for RECOVEREDSTATE, are
synonyms for RECOVERED and NOTRECOVERED.
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Keywords and Values Used in Batch Files
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RESTOREBEFOREMARK  string no none SQL Server 2000 restore option. Specify transaction
log mark.
RESTOREBEFOREMARK  string no none SQL Server 2000 restore option. Specify transaction
AFTERTIME log mark.
RESTOREOPTION REPLACE no none Tells NetBackup to use the SQL Server replace option
on a restore.
RESTORETOMARK string no none SQL Server 2000 restore option. Specify transaction
log mark.
RESTORETOMARK string no none SQL Server 2000 restore option. Specify transaction
AFTERTIME log mark.
RESTORETYPE FULL, no FULL Full = Full database restore, Partial = Partial database
PARTIAL, restore, Move = Database move
MOVE

Note RESTORETYPE is applicable only to RESTORE database operations. PARTIAL requires SQL Server 2000. If MOVE
is used, then the batch file should contain a series of one or more
<MOVE><filegroup>
<TO><file path>
sequences. If PARTIAL is used, then a similar sequence is also required, but the sequence for PARTIAL must
specify all of the filegroups in the database whose backup image is referenced by the NBIMAGE keyword.

SQLHOST string no See note Name of SQL Server host.

SQLINSTANCE string no See note Name of SQL Server instance

Note If SQLHOST is not specified in a batch file operation, then the SQL Server host is obtained from
HKEY_CURRENT_USER\Software\
VERITAS\NetBackup\NetBackup for Microsoft SQL Server\DEFAULT_SQL_HOST. If SQLINSTANCE

is missing, then the default SQL Server instance is assumed for the SQL Host.

STANDBYPATH string no none Specify a fully- qualified file path to use for the
standby redo log.
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Keywords and Values Used in Batch Files
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STOPAT datetime string no none Specifies point-in-time recovery of a transaction log.
The datetime string is formatted as
YYYY/MMDDHH:MM:SS.

Note STOPAT, RESTORETOMARK, RESTORETOMARKAFTERTIME, RESTOREBEFOREMARK, and
RESTOREBEFOREMARKAFTERTIME are mutually exclusive restore database parameters. If either
RESTORETOMARKAFTERTIME or RESTOREBEFOREMARKAFTERTIME are used, then the batch file must also
specify a datetime string with the keyword STOPAFTER.

STRIPES integer no 1 Number of stripes. Range is 1-32.

STOPAFTER datetime string no none Specifies datetime for SQL Server 2000 Restore to
mark options. The datetime string is formatted as
YYYY/MMDDHH:MM:SS.

STORAGEIMAGE string no none Used for restoring a database that was backed up

using a grouped Advanced Client snapshot.
STORAGEIMAGE identifies the image with which the
physical files are associated.

TO file path no none Specifies a filegroup destination path. Required for
each MOVE keyword. Also must sequentially follow
each MOVE entry. The value may be delimited with
single quotes.

TRACELEVEL MIN, MID,MAX no MIN Trace level.
TRXOPTION NOTRUNC, no none SQL Server transaction log backup options.
TRUNCONLY

If neither option is selected, then the transaction log
will be backed up and truncated.

USERID string no sa Userid for logging into SQL Server.
VDITIMEOUTSECONDS integer no 300 Timeout interval for SQL Server Virtual Device
Interface
N
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Creating a Backup Batch File

You can use any of the backup or restore dialogs to create a batch file containing a
NetBackup for SQL Server script that can be executed at a later time from the Start Batch
File dialog, from the dbbackex command line program, or by the NetBackup server
scheduler.

The following example demonstrates how to create and save a script for a simple backup.

1. Choose Actions > Backup.
The Backup Database dialog is displayed.

Backup Microsoft SQL Server Objects - |EI|1|
DEMS Instance:  JUYSMSTAMCEY

) Select databaze(z) for backup from instance
Expand databaze objects: JUYSINSTAMCEY
4 abba

SaL
babba Server
big

instance
dabba

eabba
master Database
medium

model

mzdb .
Marthuind E File group
Morthwind1

pubs

SAMPLE

SAMPLET

SAMPLEZ

SaMPLES

small

Yup

YR

— Backup type

How many Microsoft SOL Server stripes? |1 =|
|
* Full backup Backup script

" Perform differential backup (databaze and filegroup) ' Launch immediately

" Backup transaction log [database only) " Save for later execution

i

MetBackup policy:

|<any> |

[k | Cancel | Help |
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2. Select a database from the Database box. For this tutorial, we are going to back up

Northwind.

Backup Microsoft SOL Server Objects - E||£|

DEMS Instance:  JLYAMSTANCEY

Expand database objects:

Select database(s] for backup from instance
JUTAMSTANCEY

By JUYMNSTANCEY abba
babba
big
dabba
eabba
master
medium
madel
mzdb

pubs
SAMPLE
SAMPLET

small
Yup
YUP

 Backup tup

i+ Full backup
" Perfoim differential backup [database and filegroup)

" Backup transaction log [database only]

SAMPLEZ
SAMPLEZ

SOL
Server
instance

Database
EI File group

Haow many Microsoft SOL Server stipes? =)
' o
Backup script

' Launch immediately

" Save far later execution

I &

NelBackup palicy:

|<an51> =l

oK | Cancel | Help |

3. In the Backup Script radio group, pick Save for Later Execution.

Backup Microsoft SQL Server Objects - |E| ll

DEMS Instance:  JLYAMSTANCEY

Expand database objects:

Select database(s) for backup from instance
JUTSINSTANCEY

Ay JUYANSTANCEY abba
babba
big

dabba
eabba

master
mediurm
model
mzdb

g
Northwind]
pubsz
SAMPLE
SAMPLET
SAMPLEZ
SAMPLE3
small

Yup

TUP1

 Backup tep

i+ Full backup
" Perform difterential backup (database and fiegroup)

" Backup transaction log [database only)

SOL
Server
instance

Database
B File group

o =
Howe many Microzoft SOL Server stiipes’ I-\ :II
Backup script

£ Launch immediately

% Save for later execution

I El

NetBackup policy

|<any) =

ok | Cancel | Help |
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4. C(Click OK. Enter a filename and click Save.

Save Script As EH |
Save jn: I {23 Masql j gl
|1 comm batch-made-oremargan-1-4.bch FAVE
I_1DsNs batch-made-on-morgan-1-44.boh
] loginz 3| batch-made-on-morgand. boh
|0 Servers
abch
batch-made-on-margan.beh restore-made-on-morgand.bch
1 | i

File name: INW’backud Save I
Save as ype: Ibatch files [*.bch) j Cancel |

The following message box is displayed.

MetBackup Database Extension B
& A backup script for databaze Morthwind has been wiitten to

E:“Program Files\WERITASYMetB ackuphdbesty M5 SOLANWbackup. beh,
‘wiould you like to open it in notepad?

o |

Note Alternatively, in step 4 you can highlight the name of an existing file, and
NetBackup for SQL Server will append the new script to it.

5. Click Yes.
The batch file that you just created will open in Notepad.

& Nwbackup.bch - Notepad 10l =|
File Edit Format Help
OPERATION BACKUP ;I

DATABASE "Northwind™
SOQLHOST *“Juy*
SOLINSTANCE "INSTANGEY"
HBSERUER *Juy*
MAXTRANSFERSIZE A
BLOCKSIZE 8

OBJECTTYPE DATABASE
ENDOPER TRUE
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Backing Up All Databases or Excluding Databases

You may wish to back up all of the databases in an instance or to back up all of the
databases except for certain ones that you identify. This can be accomplished by
generating a backup batch file similar to the example shown in “Creating a Backup Batch
File” on page 108, opening it in Notepad, and modifying it.

¢ To specify that all databases should be backed up, use the DATABASE $ALL
keyword/value pair. For example the previous example would be modified as

follows.

.,J Backupall.bch - Notepad

File Edit Format Help

=10l x|

OPERATION BACKUP
DATABASE $ALL

SOLHOST *“Juy*

SOQLHOST *“Juy*
SOLINSTANCE "INSTANGEY"
HBSERUER *Juy*
BLOCKSIZE 8

OBJECTTYPE DATABASE
ENDOPER TRUE

|

¢ To specify all databases except for certain databases that you specify use DATABASE
$ALL followed by a series of EXCLUDE <database> keyword /value pairs. For

example:

.,J Backupall.bch - Notepad
File Edit Format Help

=10l x|

OPERATION BACKUP
DATABASE $ALL
EXCLUDE MASTER
EXCLUDE "'Northuind"
EXCLUDE “‘pubs”
SQLHOST "Juy"
SQLINSTANCE "INSTANCEY"
NBSERUER "JUy¥™
MAXTRANSFERSIZE @
BLOCKSIZE @
OBJECTTYPE DATABASE
ENDOPER TRUE

Chapter 4, Using NetBackup for SQL Server

11



Using Batch Files

Sample Batch Files

Sample 1 - Simple script to back up a database named BUSINESS.

Note that the parameters for this operation are guided by certain default values. For
example, there will be one backup stripe, minimum trace level, and the object type will be
a database (as opposed to a transaction log).

OPERATION BACKUP
DATABASE BUSINESS
ENDOPER TRUE

Sample 2 - Simple script to restore a database named pubs.

This sample restores database pubs based upon the backup NBIMAGE
ca.MSSQL7.CA.db.pubs.~.0.0010£001.20000203082050. .C. You can find out
which backups are available for restore by looking at the dbclient log file created when
you did the backup or by using bplist. Refer to “Using bplist to Retrieve SQL Server
Backups” on page 125.

OPERATION RESTORE

OBJECTTYPE DATABASE

DATABASE pubs

NBIMAGE ca.MSSQL7.CA.db.pubs.~.0.0010£001.20000203082050..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"

RECOVEREDSTATE RECOVERED

ENDOPER TRUE

Note Use the “Restore Database and Transaction Logs” dialog of the NetBackup Database
Extension GUI in order to generate a restore script either for immediate launch or
for later execution.
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Sample 3 - Perform a striped database backup. Allow multiple internal buffers per
stripe.

This example backs up the BUSINESS database using 4 data streams. Each data stream
uses 2 buffers.

OPERATION BACKUP
DATABASE BUSINESS
STRIPES 4

NUMBUFS 2

SQLHOST "Ca"
NBSERVER "Ca"
ENDOPER TRUE

Sample 4 - Restore a database from multiple stripes.

For a striped restore, you must specify the number of stripes and the name of the first
backup image name. Notice that the backup image in this example is embedded with the
string . 0010£004, which indicates that it is the first of four backups.

OPERATION RESTORE
OBJECTTYPE DATABASE
DATABASE Northwind
NBIMAGE ca.MSSQL7.CA.db.Northwind.~.0.0010f004.20000216151937..C
STRIPES 004
MAXTRANSFERSIZE 0
BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE RECOVERED
ENDOPER TRUE

Sample 5 - Restore a database transaction log up to a point in time.

This script is executed after the database is restored. The database will be restored to the
specified point in time (Feb 16, 2000 at 2:03:00 PM), which precedes the date of the backup
log (Feb 16, 2000 at 2:03:21 PM).

OPERATION RESTORE

OBJECTTYPE TRXLOG

STOPAT 20000216/14:03:00

DATABASE Northwind

NBIMAGE ca.MSSQL7.CA.trx.Northwind.~.0.0010f001.20000216140321..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"

ENDOPER TRUE
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Note If STOPAT is not specified, then the database would be restored to the date of the
backup log.

Note You can avoid manually staging the restoration of the database backup and the
associated log files by using the Restore Microsoft SQL Server Objects dialog of the
NetBackup for Microsoft SQL Server GUI.

Note Since RECOVEREDSTATE was not specified, the database will be restored to a
recovered state following successful execution of this script.

Sample 6 - Perform an operation and specify the userid and password to use to SQL
Server.

Only specify a userid and password if you are using standard SQL Server security. See
DBMS (Database Management System) Privileges for more information.

OPERATION BACKUP
DATABASE BUSINESS
SQLHOST "Ca"
NBSERVER "Ca"
USERID BOzO
PASSWORD OHMYGOSH
ENDOPER TRUE

Sample 7 - Perform multiple operations in sequence.

In this sample batch file, five separate backups will be performed sequentially. Remember
that each operation is required to be completely specified.

OPERATION BACKUP
DATABASE BUSINESS
OBJECTTYPE DATABASE
SQLHOST "Ca"
NBSERVER "Ca"
STRIPES 5

ENDOPER TRUE

OPERATION BACKUP
DATABASE RECREATION
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE TRXLOG
ENDOPER TRUE

OPERATION BACKUP
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DATABASE EDUCATION
SQLHOST "Ca"
NBSERVER "Ca"
STRIPES 2

ENDOPER TRUE

OPERATION BACKUP
DATABASE GOVERNANCE
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE TRXLOG
ENDOPER TRUE

OPERATION BACKUP
DATABASE SURVIVAL
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE TRXLOG
ENDOPER TRUE

Sample 8 - Perform a set of operations in parallel.

This sample is identical to the previous one except that the first operation contains
BATCHSIZE 3. This tells NetBackup to start the first three operations in parallel, then
after these are all completed begin the next set of 3. In this case, since there are just five
operations, the second batch set will contain two operations.

BATCHSIZE 3
OPERATION BACKUP
DATABASE BUSINESS
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE DATABASE
STRIPES 5

ENDOPER TRUE

OPERATION BACKUP
DATABASE RECREATION
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE TRXLOG
ENDOPER TRUE

OPERATION BACKUP
DATABASE EDUCATION
SQLHOST "Ca"
NBSERVER "Ca"
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STRIPES 2
ENDOPER TRUE

OPERATION BACKUP
DATABASE GOVERNANCE
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE TRXLOG
ENDOPER TRUE

OPERATION BACKUP
DATABASE SURVIVAL
SQLHOST "Ca"
NBSERVER "Ca"
OBJECTYPE TRXLOG
ENDOPER TRUE

Sample 9 - Specify the maximum transfer size and block size for a backup.

This sample batch file backs up database business using a maximum transfer size of 64
kilobytes bytes * 2¢ (1M) and a block size of 512 bytes * 2¢ (32 kilobytes).

OPERATION BACKUP
DATABASE BUSINESS
SQLHOST "Ca"
NBSERVER "Ca"
MAXTRANSFERSIZE 4
BLOCKSIZE 6
ENDOPER TRUE

Sample 10 - Stage a database restore from a database backup, a differential backup, and
a series of transaction backups.

This is an example of a script generated by the Restore Microsoft SQL Server Objects
dialog.

OPERATION RESTORE

OBJECTTYPE DATABASE

DATABASE Northwind

NBIMAGE ca.MSSQL7.CA.db.Northwind.~.0.0010£f001.20000216135259..C
MAXTRANSFERSIZE O

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"

RECOVEREDSTATE NOTRECOVERED

ENDOPER TRUE
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OPERATION RESTORE
OBJECTTYPE DATABASE
DATABASE Northwind
DUMPOPTION INCREMENTAL
NBIMAGE ca.MSSQL7.CA.inc.Northwind.~.0.0010£f001.20000216135423..C
MAXTRANSFERSIZE O

BLOCKSIZE O

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE TRXLOG

STOPAT 20000216/14:03:00
DATABASE Northwind

NBIMAGE ca.MSSQL7.CA.trx.Northwind.~.0.0010£f001.20000216140149..C
MAXTRANSFERSIZE O

BLOCKSIZE O

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE TRXLOG

STOPAT 20000216/14:03:00
DATABASE Northwind

NBIMAGE ca.MSSQL7.CA.trx.Northwind.~.0.0010£f001.20000216140233..C
MAXTRANSFERSIZE O

BLOCKSIZE O

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE TRXLOG

STOPAT 20000216/14:03:00
DATABASE Northwind
NBIMAGE ca.MSSQL7.CA.trx.Northwind.~.0.0010f001.20000216140321..C
MAXTRANSFERSIZE O
BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE RECOVERED
ENDOPER TRUE
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Sample 11 - Stage a database restore from a filegroup backup, several file backups, and
a series of transaction backups.

This is an example of a full database restore script generated by the Restore Microsoft SQL
Server Objects dialog.

OPERATION RESTORE
OBJECTTYPE FILE

OBJECTNAME TEST2_Primary
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.fil.TEST2.TEST2_Primary.0.0010£001.20000216143717..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE FILEGROUP
OBJECTNAME TEST2_FG1
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.fg.TEST2.TEST2_FG1.0.0010£001.20000216143846..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE FILE

OBJECTNAME TEST2_FG2_Datl
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.fil.TEST2.TEST2_FG2_Datl.0.0010£001.20000216144023..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE FILE

OBJECTNAME TEST2_FG2_Dat2
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.fil.TEST2.TEST2_FG2_Dat2.0.0010£001.20000216144102..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE
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OPERATION RESTORE
OBJECTTYPE FILE

OBJECTNAME TEST2_FG2_Dat3
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.fil.TEST2.TEST2_FG2_Dat3.0.0010£001.20000216144126..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE
OBJECTTYPE FILE

OBJECTNAME TEST2_FG2_Dat4
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.fil.TEST2.TEST2_FG2_Dat4.0.0010£001.20000216144150..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE

STOPAT 20000216/02:44:28
OBJECTTYPE FILE

OBJECTNAME TEST2_FG2_Dat4
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.trx.TEST2.~.0.0010£f001.20000216143803..C
MAXTRANSFERSIZE 0

BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE NOTRECOVERED
ENDOPER TRUE

OPERATION RESTORE

STOPAT 20000216/02:44:28
OBJECTTYPE FILE
OBJECTNAME TEST2_FG2_Dat4
DATABASE TEST2

NBIMAGE ca.MSSQL7.CA.trx.TEST2.~.0.0010£001.20000216144428..C
MAXTRANSFERSIZE 0
BLOCKSIZE 0

SQLHOST "Ca"

NBSERVER "Ca"
RECOVEREDSTATE RECOVERED
ENDOPER TRUE
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Running NetBackup Batch Files

1. Complete the procedure for typing your default login parameters as described in
“Starting the NetBackup Database Client Graphical User Interface for the First Time”
on page 62.

2. Choose Actions > Batch Files.
The following dialog is displayed.

Start Batch File HE|
Lok jr IaMsSqI j gl
: test2.bch
File name: I Start I
Filez of type: Ibatch and script files [ bch) j Cancel |
Policy: I an J
Help |

3. Double-click a batch file from the file list. For this tutorial, we are going to select
bkup . bch. The name of the batch file is displayed in the File name box.

Start Batch File BE|
Lok jr Ia MsSql j gl
] test2.bch

File name: Ibkup.bch Start I
Filez of type: Ibatch and script files [ bch) j Cancel |
MNetBackup [ amys -
Policy: I an J

Help |
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4. Click Start. The following is displayed.

MetBackup Database Extension B

& Start batch file 'C:AWERITAS Ynetbackupdbexst\MSSELbkup.beh'™

5. Click Yes.

6. To monitor the operation, choose View > Monitor Jobs.

The following dialog is displayed.

View Status [M550L)

Operation Type | Time Requested

Operation Status |

Lloze |
[ P'h ﬁl
Backup 2416400 31331 PM Successful Delete
Backup 2416400 3:08:54 Pt Successful
Unknown 2/16/00 24259 PM  Enor (1) Help
Backup 2416400 2:44:28 PM Successful
| =IWN PYRTOY MO0 D A0 Dk o Fual LI

— Selected Operation:

Fiefrezh Rate [seconds]: |1 g Eiesn
V ‘erhose l}\ Frint...
Frogress:

15:20:04 IMF - Compression = 0

15:20:04 IMF - Multiplexing = 0

15:20:04 INF - Client read timeout = 300

15:20:05 INF - Media mount timeout = 0

15:20:06 [2073.96] <43 dbclient: INF - DEClient has been opened for stipe #1
15:20:06 [2073,2097] <4> dbclient: INF - DBEClient has been opened for stripe #2
15:20:08 [2073,2093] <4> dbclient: INF - DEClient has been opened for stripe #3
15:20:09 INF - Data buffer size = 32768

15:20:11 [2073.215] <4» dbclient: INF - DEClient has been opened for stripe #0

1 |

o L b

Chapter 4, Using NetBackup for SQL Server 121

4"



Browsing Objects on Remote SQL Server Installations

Browsing Objects on Remote SQL Server Installations

You can use NetBackup for SQL Server to browse databases and database backup images
on a remote host. Then, you can create batch files for backing up and restoring the SQL
Server databases on the remote host. To actually perform the remote backup or restore,
you need to save the generated batch file on the remote host and launch the operation
from there. You can perform the job launch either by logging onto the remote host; or, you
can launch the operation via the NetBackup scheduler.

To browse databases on a remote host, you must select the SQL Server host and instance
using the Set database login parameters dialog. Use the drop-down list boxes for Host and
Instance to pick out the ones that you want. After you have selected a remote
host/instance, and clicked Apply, notice that the Host type entry is now “remote.”

Set database login parameters 5'
D atabase management system: SOL Server
“our Windaws accaunt: hao
~ SOL Server properti
Host
|HIDCOTE =l
Instance
|<default> j

SOL Server version: Security: Host bype:

2000 [Mived e

NetBackup for SOL Server is installed on selected host?  [yes

i~ Userid and Pazsward for SOL Server Standard or Mixed Security

Userid Password: Reenter password:

] I I
Apply I Close | Help |

After selecting a remote database instance from the Set database login parameters dialog,
you may also notice that the backup and restore dialogs always open with the Backup (or
Restore) Script radio group set to Save for later execution, and the Launch immediately
option disabled. Immediate launch is disabled because the generated script must be
executed on the remote host that you are logged on to. After you select OK from the
backup or restore dialog, use the Save Script As dialog to navigate to the
install_path\NetBackup\dbext\MSSQL\ folder on the remote host, and save the
batch file there.

After saving the batch file on the remote host, you can either launch the batch file from the
local installation of NetBackup for SQL Server or you can use the NetBackup Scheduler to
launch the batch file. For information about launching a batch file using the NetBackup
Database Extension GUI, see “Running NetBackup Batch Files” on page 120. For
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information about using the NetBackup Scheduler to launch a batch file, see “Adding
New Policies” on page 29, which describes how to create an automatic backup schedule
for an MS-SQL-Server backup policy.
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Starting Multi-streamed Operations

NetBackup for SQL Server supports backup striping in order to open multiple streams for
a single backup or restore. This capability maps directly to functionality supported by the
Microsoft version of the SQL backup and restore commands. When you back up an object
to multiple streams, NetBackup stores each stream as a separate image. These backups can
be multiplexed to a single storage unit or they can each be written to separate storage
units depending on how you configured the NetBackup master server. (See “Configuring
for Multi-Stream Operations” on page 45 for more information). Either way, all of the
backups must be provided simultaneously to SQL Server in order to perform the restore.

Striped backups can be started by setting the “How Many MS SQL Server Stripes” box to
a number greater than 1. When you create a batch file yourself, you can invoke backup
striping by using the parameter STRIPES and setting it to an integer value greater than or
equal to 1 and less than 33.

Restoring backups from multiple stripes is automatic from the Restore Microsoft SQL
Server Objects dialog. The backup object will be represented as a single backup with the
accompanying notation, “<n> stripes.” You simply select the object you wish to restore
and NetBackup for SQL Server will find all of the related backups and restore them.

If you wish to create your own batch file to restore a striped object, you need to use the
STRIPES keyword to specify the number of stripes that were used on the backup. In
addition, for the NBIMAGE keyword, you specify only the name of the first stripe. See
“Using bplist to Retrieve SQL Server Backups” on page 125 for more information about
backup names used for SQL Server objects.

Using Multiple-Streams for Advanced Backup Methods

If you specify multiple stripes for any Advanced Client backup which streams the frozen
image to tape, then NetBackup divides the number of component files equally among the
number of stripes. If the number of files is less than the specified number of stripes, then

the agent will perform the backup using only as many stripes as there are files.

Note Since Persistent Frozen Image (PFI) policies do not stream the component files to
tape, PFI backups ignore the multiple stream directive.
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Using bplist to Retrieve SQL Server Backups

This section describes how to use the bplist command to obtain NetBackup for SQL
Server restore images. This is necessary if you plan to manually create a restore script,
rather than through the NetBackup for SQL Server interface.

To extract all of the NetBackup for SQL Server backups from a specific server for a specific
client, execute the following command from the MS-DOS prompt.

install path\NetBackup\bin\bplist -C <client> -t 15 -S <server> -R
\

where <client> is the host machine on which NetBackup for SQL Server resides
and <server> is the host machine of NetBackup server.

See the NetBackup Commands guides for complete information about bplist.

The following example shows how to obtain the list of SQL Server backups backed up
from client ca to server ca:

Example

C:\Program Files\NetBackup\bin\bplist -C juneberry -t 15 -S cole -R \

juneberry.
juneberry.
juneberry.
juneberry.
juneberry.
juneberry.
juneberry.
juneberry.
juneberry.
juneberry.

MSSQL7 .JUNEBERRY.db.pubs.~.7.0010£003.20030920101716..C:\
MSSQL7.JUNEBERRY.db.pubs.~.7.0020£003.20030920101716..C:\

MSSQL7 .JUNEBERRY.db.pubs.~.7.0030£003.20030920101716..C:\

MSSQL7 .JUNEBERRY. fil.pubs.pubsnew.7.0010£001.20030919175149..C:\

MSSQL7 .JUNEBERRY\NEWINSTANCE. trx.abc.~.7.0010£001.20030902170920..C:\

MSSQL7 .JUNEBERRY\NEWINSTANCE. fg.abc.PRIMARY.7.0010£001.20030902170824.C:\

MSSQL7 .JUNEBERRY\NEWINSTANCE.db.Howard's Barbeque.~.7.0010£001.20030901085255..C:\
MSSQL7 .JUNEBERRY\NEWINSTANCE. inc.Howard's Barbeque.~.7.0010£f001.20030903108552..C:\
MSSQL7.COLE.db.pubs.~.7.0010£001.20030907100101..C:\
MSSQL7.COLE.db.pubs.~.7.0010£001.20030908200234..C:\

Note The colon and backslash, which terminate each line, are not part of the backup
name.

The backup name is a string consisting of the following components separated by a
delimiter specified by the character preceding the “C” at the end of the backup image
name.

1. The host machine where SQL Server resides.
2. The SQL Server identifier

3. The instance name.

Named instances are formatted as host \instance-name. The default instance is simply
the name of the host machine.
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4,

10.

The object type

db, for database

inc, for database differential
trx, for transaction log

fg, for filegroup

fdg, for filegroup differential

* 6 6 6 o o

fi1, for file
Database name

The name of the file or filegroup if the object type is a file or filegroup; otherwise the
symbol ~ is used.

The blocksize, specified as 256 kilobytes bytes * 2 Plocksize,

<stripe number>of<total stripes>

For non-striped backups, this item is always 0010£001. For striped backups, there is
one backup for each backup stripe. <total stripes> is the total number of stripes for the
backup. <stripe number> is the count number of the backup for that backup, starting
with 001.

The timestamp in YYYYMMDDHHMMSS.

The character immediately preceding the version indicator is the delimiter, which by
default is a period. However, if a period is used in any of the fields, the delimiter may
be another character. For example, “B” indicates that the image was created by
NetBackup 3.4, prior to 3.4.1. “C” is for NetBackup 3.4.1 and higher.
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This chapter contains information and instructions on restoring the SQL Server in a
disaster recovery scenario.
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Preparing for Disaster Recovery of SQL Server

When you are developing your SQL Server disaster recovery plan you will need to plan
for how to recover from corruption of the master database as well as loss of your host
machine. If the master database has been corrupted, then SQL Server will not start. When
this happens you will need to use the SQL Server rebuild master (rebuildm. exe) utility
to start the SQL Server service. This utility, however, does not recreate the schema
information of your application databases. To recover your database schema use the
NetBackup SQL Server agent to restore your latest backup of the master database.

As a starting point, disaster recovery of SQL Server assumes that you have already put in
place a strategy to recovery from other sorts of data loss such as disk, software, and
human error. To prepare for disaster recovery you will need to make frequent backups of
the master database, minimally, after you have added or dropped databases or carried out
other operations that may result in schema definitions.

Disaster Recovery of SQL Server

SQL Server corrects itself automatically from temporary or minor problems. However,
most disasters are beyond the scope of the automatic recovery feature. For example, if a
database becomes severely corrupted, or there is a catastrophic failure, recovery must be
initiated by the system administrator.

User-initiated recovery could entail either restoring the entire server, including the SQL
Server databases, from full system backups, or restoring only the SQL Server databases to
a newly-installed or other available SQL Server.

Restoring the entire server has the added benefit of recovering other applications and data
which may have resided on the server at the time of failure, and can be accomplished
using one of the following methods:

¢ Manual recovery of the server. This method involves manually restoring the server
from full system backups (see “Preparing for Disaster Recovery of SQL Server” on
page 128).

¢ The Intelligent Disaster Recovery option. This option provides a more automated
method of restoring the server from full system backups. Refer to the NetBackup
System Administrator’s Guide for Windows, Volume 1I, for more information.

Alternatively, the SQL Server databases can be restored to a newly-installed or other
available server. This server must be running the same version of Windows on the same
hardware platform (cross-platform restores are not supported), the same Service Pack
level, and the same version of SQL server with the same service pack as the original
server.
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For the purposes of disaster recovery, you should only be restoring to a new installation of
SQL Server. If you want to restore to an existing installation of SQL Server with other
active databases, refer to “Disaster Recovery of SQL Server Databases.”

After recovery of the server is complete, or after the new server installation is available,
recovery of the SQL Server databases can begin.
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Disaster Recovery of SQL Server Databases

v

If you are restoring to a new SQL Server installation, skip the steps for rebuilding the
master database. If you are running SQL Server in a cluster or you are using a version of
SQL Server prior to SQL Server 2000, you will need to start SQL Server in single-user
mode before restoring the databases.

To recover the SQL Server databases, you need to perform the following tasks:
¢ rebuild the master database (if restoring to an existing SQL Server)

# start SQL Server in single-user mode (SQL 7.0 or below)

¢ restore the SQL databases

To rebuild the master database

1. Run the Rebuild Master utility (\SQL Server installation
directory\bin\Rebuildm.exe).

Note See the Microsoft SQL Server official documentation for information on how to use
rebuildm.exe.

2. When the rebuild is complete, restart the SQL Server services if necessary.

To start SQL Server in single-user mode

Note You need to start SQL Server in single-user mode only if SQL Server is configured in
a cluster or if you have a version of SQL Server below SQL Server 2000.

1. From the Windows Start menu, choose Settings > Control Panel.
¢ On Windows NT, double-click on Services.
¢ On Windows 2000 or later, double-click on Administrative Tools, then
double-click on Services.
2. Start the MSSQLServer service or the default instance of SQL Server in single-user
mode by typing the following in the Startup Parameters box of the Services dialog:

/m
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Services
Service Status Startup
o Marual [-]
MSSOLServeraDHelper Manual Start
Met Logon Started Autarnatic
MetB ackup Client Service Started Automatic Stan
MetBackup Database Manager tarted Autarnatic J
MetBackup Device Manager & Autarnatic ﬂl
MetBackup Request Manager Started Autarnatic i
MetBackup Yolume Manager Started Autarnatic —
Metwork. DDE Manual ST,
Metwark DDE DS 0M Marual x| —I
Hw Profiles.
Startup Parameters:
[ Help

3. Click Start.
4. Click Close to close the Services dialog.
v To restore the SQL databases

1. If you have SQL 7.0 or below, you must start SQL Server in single-user mode before
restoring the SQL databases. See the previous procedure for details.

2. Open the NetBackup for SQL Client interface.

3. Locate all the media required to perform the restore operations. Choose Actions >
Restore.
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4. Select the backup image that contains the copy of the master database to be restored.

i Restore Microsoft SQL Server Objects — ol x|
h Master Server BUGSBUMNY
Ba:gge Browse DEMS: BUGSEUNNY [2000]
Hisloryp Destination DEMS:  BUGSBUMNY [2000]
Timeframe: 04/09/2003ta 05/09/2003
jra database
master database
w Mayp 3, 2003, at 3:36:18 AM
model database
msdb database
Northwmind database
pubs database
F/3 database
) TEST2000 database
Selected  |Database backup using standard backup method with policy sql
ttem:
— Restore option:
Use 50L Scripting options: Recovery options: Consistency check:
b replace IUse a restore script j IHecuverEd j I None j
option
— Recovery options using transaction log:
‘ ) Gtage = full reoovery. %) Restore only the tansaction log that you selected
Trarsaction oo recovery optios WK Py DDVHH MM EE g Transaction log mark
| A FEEEFER oo | 5
Restore script
’7 {+ Launch immediately " Save for later execution ‘ | 0K I Cancel Help |

Select only the master database at this time. Also, ensure that Recovered is checked
for the Recovery Options within the Restore Options group.

5. Click OK.

6. If youmanually placed SQL Server in single-user mode, restart the SQL Server service
after the restore has completed.

7. Continue restoring the remaining SQL Server Databases.

Follow the instructions for restoring SQL databases, differentials, transaction logs,
files and filegroups from the “NetBackup Restore Operations” on page 75.

When all of the restore operations have completed successfully, then the recovery of the
SQL Server databases is complete.

After the recovery has been completed, it is strongly recommended that a full database
backup be performed as soon as possible.
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NetBackup for SQL Server can be used for backing up and restoring installations which
are clustered either with Microsoft Cluster Server (MSCS) or VERITAS Cluster Server
(VCS).
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Support for Microsoft Cluster Server Clusters

NetBackup for SQL Server supports MSCS clusters of 2, 3, or 4 nodes. For SQL 7, there can
be either one or two virtual SQL Servers active in the cluster. For SQL 2000 there can be up
to 24 active virtual SQL Servers. Unique SQL Server instances in an MSCS cluster are
distinguished by the virtual server name. An operation performed with an instance of
SQL Server which is clustered with MSCS is very similar to a non-clustered operation
except that the client or host name is the SQL virtual name and the designated instance is
<default>.

If SQL Server shares a cluster with a virtual NetBackup server, then SQL Server and the
NetBackup server may be placed in the same group; but they must have different IP and
network names.

NetBackup must be installed on each node in the MSCS cluster.

Support for VERITAS Cluster Server Clusters

NetBackup for SQL Server supports VCS clusters with active SQL Server instances. The
VirtualName attribute under the VERITAS Cluster Server resource type, Lanman, is the
name of the virtual SQL Server. An operation performed with an instance of SQL Server
that is clustered with VCS is very similar to a non-clustered operation except that the
client or host name is the VirtualName and the designated instance is <default>.

NetBackup must be installed on each node in the VCS cluster.

Installing NetBackup for SQL Server in a Cluster

NetBackup for SQL Server is installed with the server and client software. To use this
agent you need to register a valid license key for it on the master or media server. In a
clustered environment, the key needs to be registered on each node on which NetBackup
Server is installed.
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Installation Prerequisites

Before enabling NetBackup for SQL Server, be sure to complete the following procedures.
For prerequisites for installing the agent in a cluster, refer to the subsection below,
“Installation Prerequisites When Installing in a Cluster.”

& Install NetBackup server software on the server.

Refer to the NetBackup Installation Guide for Windows or the NetBackup Installation Guide
for UNIX for details.

¢ Install the NetBackup client software on the client where you will be backing up the
databases. This step also installs NetBackup for SQL Server.

See the NetBackup Installation Guide for Windows for installation instructions on
Windows clients.

Installation Prerequisites When Installing in a Cluster
¢ The SQL Server must be installed on each node to which NetBackup can failover.

¢ The NetBackup for Windows server or client must be installed on each node to which
NetBackup can failover in the cluster. The NetBackup for SQL Server software is
installed along with the server and the client software.
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Configuring the NetBackup Server to Be Aware of
Clustered SQL Server Instances

Perform the following configuration steps after the installation of a virtual SQL Server
(VIRTUALSERVER) has been created and, if applicable, the installation of a virtual NetBackup
media server. The following actions must be performed on the master server or on a
NetBackup remote client console acting for the master server.

v To configure NetBackup Server to be aware of clustered SQL Server instances

1.

Using the NetBackup Administration Console, create a MS-SQL-Server policy (for
example, VIRTSQLPOLICY), to specify the storage attributes of the backup. Set up the
following attributes:

a. Policy-storage unit: Specify a storage unit belonging to the storage group intended for
backup. If you are using a virtual media server, then specify a storage unit belonging
to the virtual media server.

b. Create a backup policy schedule for VIRTSQLPOLICY.
€. Add the virtual SQL Server name (VIRTUALSERVER) to the client list.

To incorporate SQL Server backup scheduling, create an automatic schedule in the
VIRTSQLPOLICY. Create the automatic schedule as follows:

a. Add an automatic backup schedule to VIRTSQLPOLICY.
b. Add one or more script names (batch files) to the file list.

Create a standard backup policy (say, STDPOLICY). Add all physical names in the cluster
to the client list of STDPOLICY.

Establish the permissions settings as follows for a redirected restore to a different client:
On the master server, either:

& Create a file called
install_path\NetBackup\db\altnames\No.Restrictions

OR

& Create each of the files, install_path\NetBackup\db\altnames\NODEA,
install path\NetBackup\db\altnames\NODEB.

Note Creating the No.Restrictions file allows all clients to perform redirected restores to

different clients. This parameter may need to be added and removed according to site
policies.
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Performing a Backup on a Virtual SQL Server Instance

Although NetBackup for SQL Server supports browsing for databases and images on any
of the physical nodes, a user backup or restore will not be successful unless it is launched
from the NetBackup client that is active. After NetBackup has been configured as
described in the previous sections, backing up a SQL Server database from a virtual
instance is similar to backing up a database from a non-virtual one.

Vv To perform a backup on a virtual SQL Server instance

1.

2.

Open the NetBackup for SQL Server interface on the active platform node.

Choose Actions > Backup.

Select one or more databases.

In the NetBackup Policy field, enter the name of the MS-SQL Server policy
(VIRTSQLPOLICY) that was created for specifying storage attributes for the virtual
SQL Server backup.

Click OK.

Performing a Restore on a Virtual SQL Server Instance

v To perform a restore on a virtual SQL Server instance

1. Open the NetBackup for SQL Server interface on the active platform node.

2. Choose Actions > Restore.
The Backup History Options dialog is displayed.

3. From the SQL Host list, select the Virtual Server name (VIRTUALSERVER) as the SQL
host.

4. From the SQL Server Instance drop-down list, choose <default>.

5. Click OK.
The Restore Microsoft SQL Server Objects dialog is displayed.

6. Select a backup image or staged image list.

7. Click OK.
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Backing Up SQL Server in a Cluster with a Multi-Interface
Network Connection

This section covers information that is required for combining SQL Server clustering with
the usage of public-private interfaces to perform backups. Many administrators desire to
reserve a separate network interface for their SQL Server host machines that is used for
routing backup traffic. This type of configuration requires special consideration in terms
of configuring both the NetBackup master server and the NetBackup client which backs
up SQL Server. In addition, a special consideration is required in terms of how to browse
for SQL Server backup images.

The following distinct network resources can be identified in a dual-interface SQL Server
cluster.

¢ the public name of each SQL Server host (for example, SQLHOST1 and SQLHOST?),

¢ the private interface name used for backing up each of the SQL Server hosts (for
example, SQLHOST1-NB and SQLHOST2-NB),

¢ the public virtual name of the SQL Server (for example, VIRTSQL), and
& the private virtual name of the SQL Server (for example, VIRTSQL-NB).

Master Server Configuration

v

Two configuration changes must be made on the master server to allow for backups and
restores over a private interface: the backup policies must include the private interface
name in the Clients list of the policy and permissions must be added to allow for browsing
of backups across the private interface.

Adding Clients to the Policy

The private name of the client must be added to the Clients list of the policy. The NetBIOS
or public name of the client should not be used.

To add clients to the policy
1. Open the NetBackup Administration Console.

2. Create a new policy or open an existing policy.
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In the Clients list for the policy, add a new client. Specify the Client name as the
private SQL virtual instance name, for example, VIRTSQL-NB.

Add New Policy - SQL-backups x|

22 atibutes | B Schedulss S8 Clints | ) Backup Selestions

¥ Detect gperating system when adding or changing a client

Mew... Delete | EIUDEIIIESI

(n]: | Cancel | Help |

Adding Permissions That Allow for Browsing of Backups Across the
Private Interface

The administrator can allow all clients or allow single clients to browse and restore
backups performed over the multi-nic connection.
Vv To allow all clients to browse for backups and perform restores
%+ Add the empty file NB_INSTALL\db\altnames\No.Restriction on the master
server.
This option allows any NetBackup client to browse backups made by the SQL Server
host machine.

Vv To allow a single client to browse for backups and perform restores

% Add the empty file, NB_INSTALL\db\altnames\ SQLHOST on the master server.

This only allows the SQL Server host machine, SQLHOST, to access backups managed
by the master server.
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Client Configuration

The private interface name of the SQL Server host machine must be specified in the
Backup, Archive, and Restore interface on the client. The host file must also be changed

for each node in the cluster.

Specifying the Private Name of the Client

The Client name can be set either during the installation of the NetBackup client, or it can
be changed in the NetBackup Client Properties dialog in the Backup, Archive, and Restore

interface, as described below.

Vv To specify the private name of the client

1. Open the Backup, Archive, and Restore interface.

2. Choose File > NetBackup Client Properties.

3. C(lick on the General tab.

4. In the Client name box, specify the private name of the client.

For example, the client name used for the SQLHOST1 machine would be
SQLHOST1-NB and the client name used for the SQLHOST2 machine would be

SQLHOST2-NB.

NetBackup Client Properties =

General |Exclude ListI Include ListI ﬁackupsl ﬂetworkl lroubleshootingl

Client :
C ISQLHOST1-NEI >

List files timeout: Bestore retries:
|3DD _,::' seconds ID _,::'
Time overlap: User-directed operation timeout:

IBD _|::' minutes [=11]

Keep status of user-directed backups,
archives, and restores for:

|3 _,::' daps
[+ Peform incrementals based on archive bit
¥ &llow zerver-diected restores

[+ Perform default search

= seconds

()8 I Cancel

Help |
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Modifying the Host File on Each SQL Server Host

The host file must be changed on each node in the cluster. Perform the following
procedure for each SQL Server host machine in the configuration.

Vv To modify the host file on each SQL Server host

% Modify the local host file that specifies the private network interfaces. For example:

192.168.0.1 SQLHOST1-NB Private name of node 1
192.168.0.2 SQLHOST2-NB Private name of node 2
192.168.0.3 VIRTSQL-NB Private name of SQL instance

Performing Backups in a Cluster with a Multi-Nic Connection

To perform backups of SQL Server using a multi-nic connection, you need to specify the
public name of the virtual SQL Server host in the Set database login parameters dialog.
You also need to create and edit a batch file for backups so that it includes the private
virtual SQL Server name.

Vv To perform backups
1. On either SQLHOST1 or SQLHOST?2, open the NetBackup for SQL Server interface.

2. Choose Options > Set DBMS login parameters.
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3.

4,

5.

In the Host box, specify the public name of the virtual SQL Server host (VIRTSQL).

Set database login parameters =

[Databasze management system:  SOL Server
*our Windows account: gla

— SOL Server propertie:
Host

=l

Instance
|<default> j
SOL Server version: Security: Host type:
[2000 Integrated irtual
MetBackup for SAL Serveris installed on selected host? ﬂes

— Userid and Pazsword for SAL Server Standard or Miked Security
Uzerid: Password: Fieenter password:
sa I I

Apply I Cloze Help

Choose Actions > Backup.

Select the databases to back up.

Note Do not attempt to perform an immediate backup from the backup dialog. The

generated batch files must be modified before they can be run successfully.

Select the desired backup options and choose Save for later execution.

Click OK.
A batch file similar to the following will be created:

OPERATION BACKUP
DATABASE "ACCOUNTING"
SQLHOST "VIRTSQL"
NBSERVER "THOR"
BROWSECLIENT "VIRTSQL"
MAXTRANSFERSIZE O
BLOCKSIZE 7

ENDOPER TRUE
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Change the line value associated with BROWSECLIENT from the public virtual SQL
Server name to the private name.

OPERATION BACKUP
DATABASE "ACCOUNTING"
SQLHOST "VIRTSQL"
NBSERVER "THOR"
BROWSECLIENT "VIRTSQL-NB"
MAXTRANSFERSIZE O
BLOCKSIZE 7

ENDOPER TRUE

Place the modified batch file on both nodes in the cluster so that it will be available for
scheduled backups, regardless of which node is active when a backup is initiated.

Performing Restores in a Cluster with a Multi-Nic Connection

To perform restores of SQL Server in a multi-NIC, cluster environment, you need to
specify the public name of the virtual SQL Server host in the Set database login
parameters dialog and both the virtual SQL Server host name and the private interface
name of the virtual SQL Server host in the Browse History Options dialog. You also need
to create a batch file for restores and manually edit it to include the private name of the
virtual SQL Server.

v To perform restores

1.

2.

3.

4,

On either SQLHOST1 or SQLHOST?2, open the NetBackup for SQL Server interface.
Choose Options > Set DBMS login parameters.

In the Host box, specify the public name of the virtual SQL Server host (VIRTSQL).
Choose Actions > Restore.

In the Backup History Options dialog, do the following.

a. In the SQL Host box, specify the public name of the virtual SQL Server
(VIRTSQL).

b. In the Source Client box, specify the private name of the virtual SQL Server
(VIRTSQL-NB).

Click OK.
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7. Select the databases to restore.

Note Do not attempt to perform an immediate restore from the restore dialog. The
generated batch files must be modified before they can be run successfully.

8. Select the desired restore options and choose Save for later execution.

9. Click OK.
A batch file similar to the following is generated.

OPERATION RESTORE
OBJECTTYPE DATABASE
DATABASE "ACCOUNTING"
NBIMAGE

"SQLHOST1.MSSQL7 .VIRTSQL.db.ACCOUNTING.~.7.0010£f001.20040306111309..C"
SQLHOST "VIRTSQL"
NBSERVER "THOR"
BROWSECLIENT "VIRTSQL"
MAXTRANSFERSIZE 0
BLOCKSIZE 7
RESTOREOPTION REPLACE
RECOVEREDSTATE RECOVERED
ENDOPER TRUE

10. Change the line value associated with BROWSECLIENT from the public virtual SQL
Server name to the private name.

OPERATION RESTORE
OBJECTTYPE DATABASE
DATABASE "ACCOUNTING"
NBIMAGE

"SQLHOST1 .MSSQL7.VIRTSQL.db.ACCOUNTING.~.7.0010£001.20040306111309..C"
SQLHOST "VIRTSQL"
NBSERVER "THOR"
BROWSECLIENT "VIRTSQL-NB"
MAXTRANSFERSIZE 0
BLOCKSIZE 7
RESTOREOPTION REPLACE
RECOVEREDSTATE RECOVERED
ENDOPER TRUE

11. Run the modified batch file by choosing Actions > Batch Files.
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Multi-Interface Network Connection 7

Many administrators desire to reserve a separate network interface for their SQL Server
host machines that is used for routing backup traffic. This type of configuration requires
special consideration in terms of configuring both the NetBackup master server and the
NetBackup client which backs up SQL Server. In addition, a special consideration is
required in terms of how to browse for SQL Server backup images.

In the following examples, the NetBackup client machine that backs up SQL Server is
referred to as SQLHOST and the private interface used for backing up SQLHOST is
referred to as SQLHOST-NB.

Refer to the chapter “Backing Up SQL Server in a Cluster with a Multi-Interface Network
Connection” on page 138 provides a description of how to protect SQL Server in a cluster.
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Master Server Configuration

Two configuration changes must be made on the master server to allow for backups and
restores over a private interface: the backup policies must include the private interface
name in the Clients list of the policy and permissions must be added to allow for browsing
of backups across the private interface.

Adding Clients to the Policy

The private name of the client must be added to the Clients list of the policy. The NetBIOS
or public name of the client should not be used.

Vv To add clients to the policy
1. Open the NetBackup Administration Console.

2. Create a new policy or open an existing policy.
In the Clients list for the policy, add a new client. Specify the Client name as the
private interface name (in this example, SQLHOST-NB).

Add New Policy - SQL-backups x|

Attlibulesl @ Schedules Clignts |@| Backup Selecl\unsl

Cligtt name: Hardware:

[ 50LHOST-NE

v Detect operating svstem when adding o changing a client.

Hew. Delete I Properties |
oK I Cancel I Help I
e
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Adding Permissions That Allow for Browsing of Backups
Across the Private Interface

The administrator can allow all clients or allow single clients to browse and restore
backups performed over the multi-nic connection.

Vv To allow all clients to browse for backups and perform restores

% Add the empty file NB_INSTALL\db\altnames\No.Restriction on the master
server.

This option allows any NetBackup client to browse backups made by the SQL Server
host machine.

Vv To allow a single client to browse for backups and perform restores

% Add the empty file, NB_INSTALL\db\altnames\ SQLHOST on the master server.

This only allows the SQL Server host machine, SQLHOST, to access backups managed
by the master server.

Client Configuration

The private interface name of the SQL Server host machine must be specified in the
Backup, Archive, and Restore interface on the client.

Specifying the Private Name of the Client
The Client name can be set either during the installation of the NetBackup client, or it can
be changed in the NetBackup Client Properties dialog in the Backup, Archive, and Restore
interface, as described below.

Vv To specify the private name of the client
1. Open the Backup, Archive, and Restore interface.
2. Choose File > NetBackup Client Properties.
3. Click on the General tab.

4. In the Client name box, specify the private name of the client.
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For example, the private name for the machine SQLHOST would be SQLHOST-NB.

NetBackup Client Properties =

General |Exclude ListI Include ListI ﬁackupsl ﬂetworkl lroubleshootingl

Client ;
[¢ ISQLHDST-NB >

List files timeout: Bestore retries:
|3DD _,::' seconds ID _,::'
Time overlap: User-directed operation timeout:

IBD _|::' minutes [=11] _:I seconds

Keep status of user-directed backups,
archives, and restores for:

|3 _,::' days

[+ Peform incrementals based on archive bit
¥ &llow zerver-diected restores

[+ Perform default search

QK I Cancel Help |
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Performing Backups with a Multi-Nic Connection

To perform backups of SQL Server using a multi-nic connection, you need to specify the
public name of the SQL Server host in the Set database login parameters dialog.

Vv To perform backups
1. Open the NetBackup for SQL Server interface.
2. Choose Options > Set DBMS login parameters.
3. In the Host box, specify the public name of the SQL Server host (SQLHOST).

Set database login parameters =

[Databasze management system:  SOL Server
*our Windows account: gla

— SOL Server propertie:

Host

=l
Instance
|<default> j
SOL Server version: Security: Host type:
|2DDD |Integrated local

MetBackup for SOL Server i installed on selected host?  [pes

— Userid and Pazsword for SAL Server Standard or Miked Security

Uzerid: Password: Fieenter password:

sa I I
Apply I Cloze Help

4. Choose Actions > Backup.

5. Continue with the backup as you would normally.
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Performing Restores with a Multi-Nic Connection

To perform restores in multi-NIC environment, you need to specify the public name of the
SQL Server host in the Set database login parameters dialog. You also need to provide
both the SQL Server host name and the private interface name in the Browse History
Options dialog.

To perform restores

1.

2.

Open the NetBackup for SQL Server interface.

Choose Options > Set DBMS login parameters.

In the Host box, specify the public name of the SQL Server host (SQLHOST).
Click OK.

Choose Actions > Restore.

In the SQL Host box, specify the primary (or NetBIOS) name.

In the Source Client box, specify the private interface name.

x|
L i ()8
Uze thiz window to select how MetBackup will filker the
S0L Server backup images that will be displaved in the: Help
restore dialog.
Cancel

— Browse for SOL Server objects that were backed up from :

SOL Host |saLHOST =l

Source Client: ISQLHUST-NB

SAL Server
Instance: |<default> j

Images will be selected from MetBackup Master Server:

JUMEBERRY

Uze the Client Options window if you would like to select images from a
different master server.

[ start date end date
e o
year mo day year mo day

v
————
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8. Click OK.

A dialog opens that shows the SQL Server backups of the SQL Host made on the
private network interface.

9. Continue with the restore as you would normally.
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Performing Backups and Restores in a SAP
Environment 8

With NetBackup you can perform scheduled SAP backups, in accordance with a
predefined backup strategy, or manual backups that are not planned and may be
necessary in exceptional situations. The practices described here are based on the practices
recommended by SAP in SAP/MS SQL Server 2000 DBA in CCMS.

The NetBackup backup and restore procedures for the SAP R/3 database are identical to
the NetBackup procedures with any other SQL Server database.

NetBackup for SQL Server allows you to create scripts in order to perform full or
differential backups of databases and backups of transaction logs. In addition to the
database backups and restores, NetBackup also provides the capabilities to backup the
SAP file systems.

Manual Backups

The administrator on the master server can use the NetBackup Administration Console to
manually execute an automatic backup schedule for an “MS-SQL-Server” policy, where
the R/3 database is specified in the backup script. For more information, see the section
on manual backups in the Netbackup System Administrator Guide for Windows.
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Policy Configuration

In order to automatically perform backups of a SAP environment, you need to create
backup policies. A backup policy with the “MS-SQL-Server” policy type selected must be
created for R/3 database backups. Batch files, which will initiate the backup of the
database and transaction logs, must be added to the Selections list in the policy. For
information on creating the batch files needed, see “Creating Batch Files to be Used in
Automatic Backup Schedules” below. For information on MS-SQL-Server policies, see the
instructions in “Adding New Policies” on page 29.

For backups of the executables disk (a file-system backup), a backup policy must be
created with the “MS-Windows-NT” policy type selected. For information on
MS-Windows-NT policies, see the Netbackup System Administrator Guide for Windows,
Volume 1.

Creating Batch Files to be Used in Automatic Backup
Schedules

NetBackup for SQL Server uses batch files to initiate database backup and restore
operations. A batch file must be created for database backups and for transaction log
backups. These batch files must then be added to the Selections list in the backup policies
you've created.

To create a script for database backups

1. From the Windows Start menu, select Programs, NetBackup, then NetBackup MS
SQL Client.

The NetBackup for Microsoft SQL Server Graphical User Interface will open.

2. Choose Actions > Backup.
The Backup Microsoft SQL Server Objects dialog box will appear.
Select Perform differential backup if you want to perform a differential backup,
rather than a full backup.

3. Select the R/3 database in the Database list.

4. For the Backup type, choose Full backup.

5. Select Save for later execution to save the generated script for scheduled backups.

Select Launch immediately in the Backup Script group to run the backup
immediately.
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6.

7.

8.

Click OK.
Specify a filename and click Save if the Save for later execution option was set.

If the Launch immediately option is set, then choose View > Monitor Jobs.

Note You must check that each backup operation is completed successfully. See

“Monitoring Backups” on page 156 for more information.

Vv To create a script for transaction log backups

1.

7.

8.

Before starting a transaction log backup, the database administrator should set the
Transaction Log Backup Options database option to off. This is an option on the SQL
Server interface that applies to the databases.

The entire sequence of transaction logs generated following any database dump must
be maintained on the same NetBackup server. NetBackup for SQL Server requires that
you follow these guidelines in devising your backup strategy in order to ensure
success in restoring your database.

Choose Actions > Backup.
The Backup Microsoft SQL Server Objects dialog appears.

Select the R/3 in the Database drop-down list.
For the Backup type, select Backup transaction log.

Select Save for later execution to save the generated script for scheduled backups.

Select Launch immediately in the Backup Script group to run the backup
immediately.

Click OK.
Specify a filename and click Save if the Save for later execution option was set.

If the Launch immediately option is set, then choose View > Monitor Jobs.

Note You must check that each backup operation is completed successfully. See

“Monitoring Backups” on page 156 for more information.
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Monitoring Backups

Scheduled backups should be checked regularly to ensure they were completed
successfully.

Always check that:

*

*

The most recent backup has run successfully. See “Progress Reports Created for
NetBackup for SQL Server on the Client” on page 202.

All the backups in the backup cycle are being executed according to the schedule.
Gaps in a backup sequence can have serious consequences in a subsequent attempt to
restore the database.

Restoring the R/3 Database

This section describes how to restore the R/3 database.

*

If you have scheduled differential backups, review the information in next section
“Including Differential Backups in a Restore Operation”Including Differential
Backups in a Restore Operation.

If the R/3 database disk system is damaged or the transaction log disk system is
damaged, follow the instructions in “Restoring the R/3 Database after a Disk Crash”
on page 157Restoring the R/3 Database after a Disk Crash.

To perform a regular restore of the R/3 database, follow the instructions in “Restoring
the Database and Transaction Log Backups,” Restoring the Database and Transaction
Log Backups.

Including Differential Backups in a Restore Operation

If you incorporated differential backups in the backup strategy, the restore process differs
depending on the type of backups available.

*

If differential backups were made after the last full database backup, restore the last
database backup followed by the most recent differential backup. Then apply all
subsequent transaction logs.

If no differential backups were made since the last full database backup, restore the
last full database backup and then apply all subsequent transaction logs.

If several differential backups are available, but the latest one cannot be read.

Restore the most recent full database backup and then you restore the latest readable
differential backup. Then apply all subsequently created transaction logs.
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Restoring the R/3 Database after a Disk Crash

This section describes how to restore the database when the R/3 database disk system is
damaged or the transaction log disk system is damaged. This process is only applicable to
a configuration with three disk systems: one system for the R/3 database, one for the R/3
transaction logs and one for all others.

Note The R3 database must not be in use when performing a restore operation. Make sure
that all SAP services are stopped before attempting a restore using NetBackup.

v To restoring the R/3 database after a disk crash

1. Back up the current transaction log.

If the disk system on which the R/3 database resides is damaged, it is vital to immediately
backup the currently active transaction log to prevent loss of data. Without a backup of the
current log, the database can only be restored to the status at the time of the last
transaction log backup. If work has been carried out on the R/3 system since then,
this work will be lost.

2. Replace damaged disks.

Replacing damaged disks in a RAID disk system is normally a straightforward
procedure. If you are uncertain how to proceed, refer to the documentation of your
hardware vendor to find out how to handle the disks. The new disks must be
formatted and assigned the same drive letter as the old disks.

3. Restore the database and transaction logs.

The central phase of a restore operation is the reloading of the database backup and
the application of the available transaction logs. When the database backup is
reloaded, the database files are automatically recreated and the data is copied from
the backup device to the newly created files. Once this has been done, the transaction
logs are applied in the same sequence as they were originally made. In a final step,
open transactions that were not completed at the time of the database failure are
rolled back.

Restoring the Database and Transaction Log Backups

NetBackup MS-SQL Server Agent GUI provides for automatic staging. By selecting the
latest transaction log backup, the GUI automatically restores the previous full database
backup along with any optional differential backups and subsequent transaction log
backups. There is also the option to specify a point in time to which to restore to.
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Note The R3 database must not be in use when performing a restore operation. Make sure
that all SAP services are stopped before attempting a restore using NetBackup.

Caution To restore the R/3 database you first restore the most recent database backup
and then the subsequent transaction logs. During the entire procedure, do not
execute any transactions and do not shut down the database server. A server
shutdown would write a checkpoint to the log and, as a result, you would not
be able to restore further transaction logs.

Vv To restore the database and transaction log backups
1. Restore the most recent database backup.
2. Restore the latest differential database backup (if available).
3. Restore all succeeding transaction log backups.

4. Restore the latest transaction log backup.
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Advanced Client g

This chapter explains how to use the NetBackup Advanced Client feature in conjunction
with the NetBackup SQL Agent to employ snapshot technology for backing up and
restoring SQL Server objects. To use NetBackup Advanced Client with NetBackup for
SQL Server, you must register valid license keys for both Advanced Client and Microsoft
SQL Server.

This chapter contains the following information:
¢ “NetBackup Advanced Client for SQL Server Overview”
¢ “How SQL Server Operations Use Advanced Client”

¢ “Configuring a Snapshot Backup”
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NetBackup Advanced Client for SQL Server Overview

Advanced Client, when used in conjunction with NetBackup for SQL Server, enables you
to back up and restore SQL Server objects by taking snapshots of the component files and
then backing up the snapshot version to tape or committing them to another form of
persistent storage. The snapshot technology uses SQL Server VDI (virtual device
interface) quiescence to affect a momentary freeze on database activity while NetBackup
takes a snapshot of the identified files.

The term database freeze is interchangeable with database quiescence and refers to the
momentary state in which all activity in the database has been halted while a snapshot (or
frozen image) copy is created. The state-change in which the freeze is lifted is referred to
as database thaw.

The role of NetBackup in managing backup images taken from snapshots is common for
both Advanced Client and standard database backups. In so far as NetBackup provides an
identical view for cataloging and browsing images and for accessing them in restore
operations, it is transparent whether the images may have been created by standard
database backups or by the Advanced Client. This allows for a similar operational
experience whether the user is backing up and restoring standard SQL Server database
images or images taken from snapshots. However, there are fundamental differences in
the technologies.

Advanced Client backups, in contrast to standard backups, are file-based. This means that
NetBackup determines the file list constituting the SQL Server object and backs it up
asynchronously with respect to SQL Server. On the other hand, standard backups are
stream-based, which means that SQL Server provides data to NetBackup buffer-by-buffer
constituting a backup stream. The key role of SQL Server in file-based backups is to
provide the mechanism for freezing database activity long enough for NetBackup to
invoke a so-called snapshot provider that creates volume snapshots of the files.

The snapshot method is the software/hardware component that creates the snapshot
image of the files. The method may be a VERITAS product such as Volume Manager, an
operating system component such as VSS (Microsoft Virtual Shadow Service), or a
third-party product. Snapshot methods use a variety of technologies such as
copy-on-write, split-mirror, or RAID. They also provide several competing methodologies
that may have different consequences in respect to factors such as recovery speed, impact
of the backup on the client processor, and cost of specialized disks or processing units.
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Advanced Client Features

The following NetBackup Advanced Client features are available for use with NetBackup

for SQL Server:

Snapshot Backup A snapshot is a disk image of the client's data made almost
instantaneously. NetBackup backs up the data from the snapshot
image, not directly from the client’s primary data.

Instant Recovery An instant recovery backup is similar to a snapshot backup except that

(formerly Persistent the snapshot is not transferred to tape. The restore may be made

Frozen Image or PFI) directly from snapshot copy.

Persistent Frozen Image  This feature is similar to the Instant Recovery feature except that a

with Backup to Tape backup copy is made to a tape storage unit. If the image is needed for a
restore, then a disk copy will be used unless it has been swapped out
due to storage contention. In this case, the restore will fall back to the
tape copy of the backup.

Alternate Client Backup ~ An alternate client backup shifts the burden of backup processing to an
alternate client, reducing the impact on the client's computing resources
ordinarily caused by a local backup. The backup agent reads the data
from the shared disk and writes it to storage.

Although all of these features are provided through Advanced Client support for SQL
Server, not all methods are supported.For information on selecting a method, see the
NetBackup Advanced Client System Administrator’s Guide. For a description of snapshot
methods available for use with NetBackup for SQL Server, see the supported platforms
matrix on the VERITAS support site.

Supported Platforms
Vv To access the supported platforms information
1. Go to the VERITAS support web page: www. support.veritas.com

2. In the left margin of the VERITAS Support page, choose Compatibility Lists. The
Online Compatibility Lists page appears.

3. From the Product List, choose +NetBackup Products. The list refreshes showing a list
of NetBackup products.

4. Choose a NetBackup product. This page contains various links to supported platform
lists.
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How SQL Server Operations Use Advanced Client

This section includes information on how NetBackup for SQL Server works with the
Advanced Client option, including:

¢ how a backup method is chosen

what is backed up in a snapshot backup

what affects the performance of snapshot backups of SQL Server
how to perform SQL Server snapshot backups

how to perform SQL Server snapshot restores

how multiple databases can be backed up in a single snapshot

* & & 6 oo o

how to use a cloaked database snapshot to impact the basing of differential backups

Selection of Backup Method

The selection of a backup methodology, whether standard or Advanced Client, is
dependent on what policy is used. If a policy configured for Advanced Client is selected,
then additional attributes relating to the policy determine the Advanced Client features
and specific snapshot methods used. You can specify a policy name in the Backup
Microsoft SQL Server Objects dialog (choose Actions > Backup). Or specify <any>, if you
want NetBackup to choose the policy.

Due to SQL Server limitations certain objects cannot be backed up via snapshots. These
are database differentials, filegroup differentials, and transaction logs. If an Advanced
Client policy is selected to back up one of these object types, then NetBackup will perform
a stream-based backup using the storage unit provided in the policy configuration. If a
storage unit is not provided, then NetBackup will use the default storage unit for the
server.

What is Backed Up

Although the database administrator works exclusively with logical objects, such as
databases and filegroups, it is useful to gain some appreciation of the differences between
file- and stream-based backups in terms of the data content that is archived. For
stream-based backups, NetBackup simply captures the data stream content provided by
SQL Server. If the user has specified multiple streams, then SQL Server opens multiple
streams that NetBackup catalogs as separate images.

For file-based backups, NetBackup creates a file list consisting of all the physical files that
constitute the object and supplies it to the Advanced Client, which is responsible for
snapshot creation. If multiple streams have been specified, then NetBackup divides the
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file list into sub-lists. Each sub-list is backed up separately and constitutes a separate
image. Users may notice that if multiple streams are specified for a file-based backup and
if the number of streams exceeds the number of component files, then the number of
file-based streams will not exceed the number of files. With stream-based SQL Server
backups, SQL Server always creates exactly the number of streams that the end user
specifies.

The file list used for backing up a SQL Server database consists of the physical files
constituting the primary filegroup, any secondary filegroups, and the transaction log.
Typically, these can be identified respectively by their name extensions, which are .mdf,
.ndf, and . 14£. The file list for a filegroup backup consists of the physical files belonging
to the filegroup. And, finally, the file list for a SQL Server file object backup consists of a
single physical file, namely, the file that maps to the SQL Server file object.

Performance Considerations

When a physical file is backed up using the Advanced Client, the backup will consist of
the entire extent. This contrasts with stream-based SQL Server backups where only the
actual data content of the objects are archived. For this reason, if you intend to use
snapshot technology for backing up SQL Server, then it may be advantageous to use the
SQL Server dynamic file allocation to reduce the likelihood that any of the component
files contain large areas of empty space.

Another consideration for choosing between file- and stream-based backups concerns
how SQL Server zeroes the target disk area prior to a stream-based restores. In some cases,
this almost equals the total disk-copy time for restore. For Advanced Client restores,
however, disk zeroing is not done so the total recovery time can be substantially less.

Performing SQL Server Snapshot Backups

There are no special interfacing considerations for performing Advanced Client backups
of SQL Server. A snapshot backup will be performed if the backup object is a database, a
filegroup, or a file and a policy is selected which is configured for Advanced Client. If a
differential or transaction log backup is attempted with an Advanced Client backup, then
the operation will use the selected policy, but a standard database backup will be
performed using the configured storage unit.

Performing SQL Server Snapshot Restores

Backup images that were created from snapshots are displayed on equal footing with
standard backup images. That is, all backup items—without regard to method—are
displayed in a time-sequenced ordering that respects the composition of the database
hierarchy. In addition, no weighting is given in determining an optimal recovery based on
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Selected  |Database backup using frozen image backup method with policy SOLASS.
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method.

the backup method. However, you can use the “Restore Microsoft SQL Server Objects”
dialog (choose Actions > Restore) to find out what backup method and policy were used
when any given SQL Server backup image was created. Simply, select the image in the
history window and observe the information displayed in the Selected item box.

Ml Restore Microsoft SQL Server Objects M= E3
Change Master Server BEARING
Backup Browse DEMS: BEARIMNG [2000]
Histary... Drestination DEMS: BEARIMG [2000]
Timeframe: 09/10/2003 to 10/10/2003
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Tranzaction log recavery options FAR SO DD HH B S5 e~ a Tiranzaction lag)mark
| I REEFEFE ¢ | =
Fiestore script

’7 * Launch immediately (= Save for later execution ‘ oK | Cancel Help |

Grouped Backups

The SQL Server agent provides a method in which multiple databases can be quiesced
together and split-off to form a single snapshot. This minimizes the usage of system
resources if the databases exist on a single volume, because the aggregation of constituent
files would use one snapshot volume instead of one per database. The method for
aggregating database Advanced Client backups is called backup grouping.
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When databases are backed up in a group, all of the databases are quiesced
simultaneously, and the constituent files of all of the databases are backed up to a single
storage image under the same backup id. This means that an import and copy procedure
would use only one image in order to export all of the database backups in the group.

Requirements

The following requirements must be met for a grouped backup to be performed. If any of
these requirements are not met, a standard backup will be performed.

¢ All backup operations must be full backups. Differential backups are not supported.
¢ The master database can not be included in a grouped backup.

¢ The same policy must be specified for each backup operation in the group.

¢ The same NetBackup server must be specified for each backup operation in the group.

The simplest way to use grouped backup is to select multiple databases using the Backup
Microsoft SQL Server Objects dialog box. If the above conditions apply, then the selected
databases will be backed up as a group.
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Performing a Grouped Backup
Vv To perform a grouped backup
1. Choose (Actions > Backup).

2. Select the databases you wish to back up.

Backup Microsoft SQL Server Objects =] E3

DEMS Instance: BUSHIMNG, <default =

Select databasels) for backup from instance
Expand database BUSHING! <default>

- &y BUSHING! <defaul>

" o

r— Backup type " . =
How many Microsoft SQL Server stripes? I 1 =|
|
* Full backup Backup script
 Perform differential backup (database and filegroup ' Launch immediately

Save Far later

" Backup transaction log (database only) execution

j MetBackup policy:
| S0L-vS3| |
—Which objects appearing in the righthand panel would you like to back up?
' Only those selected ¢ All, except those selected ol —‘ o | e ity |

3. Click OK.
The backup is launched.

4. To view the progress of the backup, choose View > Monitor Jobs.

The batch file used to perform the backup is displayed in the bottom half of the View
Status dialog. In the figure “Progress report for a grouped backup operation”, notice
that the keyword GROUPSIZE appears at the beginning of the batch file. This means
that NetBackup will attempt to use grouping to back up the selected SQL Server
databases. If the appropriate conditions apply, i.e., all operations are full database
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backups, etc., as described above, then all of the databases will be snapped and
backed up as a group. When this happens, the progress log will display the backup
image name as well as the storage image for each database in the group.

Progress report for a grouped backup operation
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Restoring a Database Backed Up in a Group

A database backed up in a group can be restored like any other database. Follow the
instructions for “Restoring a Database Backup” on page 76.When you launch the restore
operation, notice that the batch file (as displayed below in the progress log monitor)
specifies both the name of the storage image and the name of the backup image.

Storage image name and
backup image name are
shown when restoring from
a grouped backup.
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/

Operation Type | Time Requested

Operation Status |
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Fe:
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14
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Using a Cloaked Database Snapshot to Impact How
Differentials are Based

SQL Server records the history of successful database backups in the MSDB system
database. It uses this history in deciding how to base differential backups. In particular,
SQL Server creates differential database backups as cumulative with respect to the last full
database backup that it has recorded in the MSDB. This allows for a quick recovery in case
a failure has been detected after the last full database backup.

For example, assume that full backups are created every day at midnight; differentials are
created every day at 6AM, noon, and 6PM; and transaction log backups are created every
two hours. If a failure occurs at 7:50PM on Tuesday, then a point in time recovery could be
achieved by restoring the full database from Tuesday at 12AM, followed by the
differential at 6PM on Tuesday, and finally the transaction log at 8PM (specifying “TO 7:50
PM”).

However, in some situations with persistent frozen image backups, it may not be feasible
to retain the daily full backup after the next full backup has been created. So, if a point in
time restore is required prior to the latest backup, the differentials would effectively be
based on backups that no longer exist. Thus the only alternative would be to recover
based upon the last full backup that had been retained using a potentially long sequence
of transaction log images.

To resolve this issue, NetBackup allows you to create SQL Server Advanced Client
backups that are not recorded in the MSDB. These are termed cloaked backups because SQL
Server effectively does not know about them.

As the backup is completing, NetBackup provides SQL Server with an “unsuccessful”
status thus inhibiting SQL Server from recording that the backup had occurred. Due to the
unsuccessful status, the job line of the MSSQL progress monitor will show a -1 status,
whereas the NetBackup server job monitor registers the job as successful. NetBackup
places information in its catalog to denote when a backup has been cloaked and uses this
information in determining full database recovery paths.

Sample Backup Schedule Using Cloaked Backups

To understand how recovery staging works with cloaked backups, consider a sample
backup schedule with the following characteristics:

¢ The transaction log is backed up frequently, e.g., every two hours

& A full backup is saved to secondary storage, such as tape, once every several days
¢ Differential database backups are created several times per day
.

A persistent frozen image backup is created several times per day and expires when
the next one is created. This backup is cloaked.
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The following is an excerpt from this schedule:

Sample backup schedule using cloaked backups

12 AM 4

2 AM

4 AM v

6 AM v
8 AM

10 AM v

12 PM v
2PM

4PM v

6 PM v

8§ PM

R X X X X X X X | X « «

10 PM 4
12 AM v v

2 AM

Under this schedule, full backups are performed every six hours. If a failure occurs, and is
detected immediately, then the recovery can be achieved by restoring the last full backup
and replaying, on average, three hours of transaction logs. However, if a failure is not
detected until after the next full backup, then there would not be any full backups
available since 12 AM on day 1. Since the persistent frozen image backups are cloaked,
however, the differential backups would each be cumulative with respect to the last
non-cloaked full backup.
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In this example, suppose that an error occurs at 11:30 PM on day 1 but is not detected until
12:30 AM on day 2, after the 12:AM full backup. Since the 6 PM full backup no longer
exists it would be necessary to begin the recovery with the backup taken at 12 AM on day
1. However, since all of the full backups since then were cloaked, the differential backup
from 10 PM would be cumulative with respect to that backup. This means that the
recovery sequence would be to restore the 12 AM day 1 backup followed by the 10 PM
differential backup, followed by 1% hours of transaction log backups.

If you use cloaked backups, then the “cloaked” attribute is displayed in the Selected Item
frame of the Restore SQL Server Objects dialog. Differential backups are automatically
associated with the correct full backup and are recognized by the SQL agent when it
selects the recovery set for the full database restore.

Caution Microsoft SQL Server does not recognize the cloaked backup. Therefore, if it is
incorporated in your database protection strategy, it is essential that you
maintain a comprehensive set of transaction logs that span the time duration
back to the last non-cloaked full backup.

Creating a Batch File for a Cloaked Backup
Vv To create a batch file for a cloaked backup
1. Open an existing batch file in a text editor.

2. Insert the following:

CLOAKEDBACKUP TRUE

3. Save the batch file.
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Configuring a Snapshot Backup

Before configuring NetBackup for SQL Server for snapshot backups, review the
configuration requirements and configuration steps in the following two sections.
Instructions for configuring snapshot policies are covered in “Configuring an Advanced
Client Policy” on page 173 and “Configuring a Policy for Instant Recovery” on page 175.

Configuration Requirements

*

*

See the NetBackup Advanced Client System Administrator’s Guide for details on the
hardware and software requirements for the snapshot method that you want to use.
See the VERITAS Technical Support Web site for details on the snapshot methods and
platforms that are supported for NetBackup for SQL Server (instructions for accessing
this information provided in “Supported Platforms” on page 161).

It is recommended that the volume(s) which contains the SQL Server databases and
log files should be dedicated to SQL Server only. Other types of databases (e.g.,
Exchange) should not reside on the volume(s).

NetBackup Advanced Client is installed and configured correctly and the license key
for this option has been registered. Refer to the NetBackup Advanced Client System
Administrator’s Guide for details.

SQL Server 2000 or higher

Configuration Steps

In order to perform an Advanced Client for SQL Server backup, you must perform the
following configuration steps:

4

4

Create a backup script (. bch file) using the NetBackup for SQL Server interface. See
“Using Batch Files” on page 101.

Configure an MS-SQL-Server policy that has the Advanced Client attributes selected.
See “Configuring Advanced Client Policies for NetBackup for SQL Server” on
page 173.
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Configuring Advanced Client Policies for NetBackup for SQL
Server

This section only covers what is necessary to configure snapshot backups for a
MS-SQL-Server policy. For information on other policy attributes, creating schedules,
adding clients, and adding backup selections, see the “Configuration” chapter earlier in
this manual. For information on how a snapshot method is selected automatically and
details on the types of snapshot methods, refer to the NetBackup Advanced Client System
Administrator’s Guide.

Only one snapshot method can be configured per policy. If, for instance, you want to
select one snapshot method for clients one group of clients and a different method for
another group then you would need to create two policies for each group of clients and
select one method for each policy.

¢ asnapshot backup (with the option of using an alternate client)

¢ aninstant recovery backup (to disk and to tape, or, to disk only)

Configuring an Advanced Client Policy

This section describes how to configure an Advanced Client policy. Optionally you can
choose to have an alternate client perform the backup.

v To configure an Advanced Client policy
1. Open the policy you wish to configure.
2. C(lick on the Attributes tab.

3. Select the MS-SQL-Server policy type.
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Attributes |@ Schedulesl Elientsl 3 Selectionsl
) Policy type: ¥ Active. Go into effect at:
Select the policy type. — [Ms50L Server = [ 8i22/2003 = 25233PM —
Destination ——————— I Follow HFS
. Palicy starage unit: X
Select appropl’late Storage I J I™| Cross mournt points
. . | = sqldisk =~
unit or Storage unit group. I | Caollect true image restore infarmation
Policy volume poal: . .
™| with rmoye detection
INetBackup j [Fequired for synthetic backups]
I | Checkpoint restart exery: ™| Compression
ID _|:;' rirtes: I™ Encmption
[ Limit jobs per policy: ™| Collect disaster recoyvery information
_:| ™| fslle rrultiple data streams:
Job priority: s - Keyword phrase: [optional]
. =1 [higher number is
Click Perform snapshot 0 I et it |

backups.

[_—— £ Use altemate client = WUse datamover
(Optional) Click Perform [ [NetBackop Media Gorver =]
Offhost backup and click Use

alternate client.

—Advanced Client

Advanced Snapshot Options...

™ Retain snapshats for instant recovery

- ™ Perform offhost backup

QK I Cancel | Help |

Select a Policy storage unit.

If database differentials, filegroup differentials, or transaction logs are included in the
Backup Selections list of an Advanced Client policy, then NetBackup will perform a
stream-based backup using the selected storage unit. If a storage unit is not provided,
then NetBackup will use the default storage unit for the server.

Click Perform snapshot backups.

Choose to have NetBackup select the snapshot method or select the snapshot method
manually.

*

By default, NetBackup will choose a snapshot method for you. If you have
changed this setting and want NetBackup to choose the method automatically,
click Advanced Snapshot Options and from the Snapshot method for this policy
list, choose auto.

If you wish to use a specific snapshot method, click Advanced Snapshot Options
and from the Snapshot method for this policy list, choose the method you wish
to use for this policy.

See the NetBackup Advanced Client System Administrator’s Guide for details selecting the
snapshot method and automatic snapshot selection.
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7. To configure schedules, click on the Schedules tab.

Follow the instructions in the “Configuration” chapter earlier in this manual to
configure an Application and Automatic schedule.

8. Optional: If you wish to reduce the processing load on the client, perform the
following steps:

a. The alternate client must be the client that shares the disk array. This option may
require additional configuration. Refer to the NetBackup Advanced Client System
Administrator’s Guide.

b. Select Perform offhost backup.

c. Click Use alternate client and enter the name of the alternate client.

Note Use data mover is not a supported option for NetBackup for SQL Server.

9. Use the Clients tab to specify clients to be backed up by this policy.

Refer to the “Configuration” chapter earlier in this manual for details on adding
clients to a policy.

Note that for NetBackup 5.0, it is no longer possible to configure a snapshot method
on a per-policy, per client basis. Snapshot options are applied to all clients controlled
by that policy.

10. Use the Backup Selections tab to enter the batch files.

11. Configure other attributes, and add the desired schedules and backup selections.
Refer to the “Configuration” chapter earlier in this manual for more information.

12. Click OK to close the dialog.

Configuring a Policy for Instant Recovery

This section describes how to configure a policy for instant recovery. Optionally you can
choose to back up to disk only.

¥ To configure a policy for instant recovery
1. Open the policy you wish to configure.

2. C(lick on the Attributes tab.
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3. Select the MS-SQL-Server policy type.

Altributes |@ Schedulesl Elientsl ) Selectionsl
) Policy type: ¥ Active. Go into effect at:
Select the policy type. —_ [Ms50LServer =l [ 8/22/2003 = 25239PM —
Destination ——————————— | Follow HFS
. Palicy starage unit: X
Select appropl’late Stol’age I | Crogs mourt poitts
——|[= sqrik |

unit or storage unit group.

I | Caollect true image restore infarmation

IPelley s el ™| with move detection
INetBackup j [Fequired for synthetic backups]
I | Checkpoint restart exery: ™| Compression
ID _|:;' rirtes: I™ Encmption
[ Limit jobs per policy: ™| Collect disaster recoyvery information
_:| ™| fslle rrultiple data streams:
Job priority: s - Keyword phrase: [optional]
. =1 [higher number is
Click Perform snapshot 0 I et it |
backups. \—Advanced Clent
. . I™ | Perform block | I ental backups
Click here to enable instant § : ’ :
—_— ] v : Advanced Snapshot Options...
recovery. —— [V Rietain snapshots for instant recovery

™ Perform offhost backup
1 sz altemate clisnt 1 Use data mover

I INetBackup Media Server j

QK I Cancel | Help |

4. Select a Policy storage unit.

If you select Instant recovery backups to disk only on the Schedules tab (see step 8),
the storage unit is not used; NetBackup creates only a disk snapshot.

If database differentials, filegroup differentials, or transaction logs are included in the
Backup Selections list of an Advanced Client policy, then NetBackup will perform a
stream-based backup using the selected storage unit. If a storage unit is not provided,
then NetBackup will use the default storage unit for the server.

5. Click Perform snapshot backups.

6. Choose to have NetBackup select the snapshot method or select the snapshot method
manually.

¢ By default, NetBackup will choose a snapshot method for you. If you have
changed this setting and want NetBackup to choose the method automatically,
click Advanced Snapshot Options and from the Snapshot method for this policy
list, choose auto.
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¢ If you wish to use a specific snapshot method, click Advanced Snapshot Options
and from the Snapshot method for this policy list, choose the method you wish
to use for this policy.

See the NetBackup Advanced Client System Administrator’s Guide for details selecting the
snapshot method and automatic snapshot selection.
7. Select Retain snapshots for instant recovery.

NetBackup retains the snapshot on disk, so that instant recovery can be performed
from the snapshot. A normal backup to storage is also performed, if you do not select
Instant recovery backups to disk only (see step 8).

8. To configure schedules, click on the Schedules tab.

a. Follow the instructions in the “Configuration” chapter earlier in this manual to
configure an Application and Automatic schedule.

b. Optional: If you wish to create a disk image only, open the Application schedule
and select Instant recovery backups to disk only.

¢ If Disk-only backup is selected, the image is not backed up to tape or other
storage. NetBackup creates a disk snapshot only. Note that this disk snapshot
is not considered a replacement for traditional backup.

¢ If Disk-only backup is not selected, NetBackup creates a disk snapshot and
backs up the client’s data to the storage unit specified for the policy.

Note The Policy storage unit is ignored when making a disk image only.

9. Use the Clients tab to specify clients to be backed up by this policy.

Refer to the “Configuration” chapter earlier in this manual for details on adding
clients to a policy.

Note that for NetBackup 5.0, it is no longer possible to configure a snapshot method
on a per-policy, per client basis. Snapshot options are applied to all clients controlled
by that policy.

10. Use the Backup Selections tab to enter the batch files.

11. Configure other attributes, and add the desired schedules and backup selections.
Refer to the “Configuration” chapter earlier in this manual for more information.

12. Click OK to close the dialog.
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from Backup Exec Images 10

NetBackup can restore SQL Server from Backup Exec images, using the NetBackup
Backup, Archive, and Restore (NetBackup Client) interface.
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Requirements for Restoring Backup Exec Images

*

In order to successfully restore Backup Exec images, the Backup Exec media needs to
be imported into NetBackup by first running vmphyinv, and then running
bpimport, Phase 1 and Phase 2. Refer to the instructions for importing images from
Backup Exec media in the NetBackup System Administrator’s Guide for Windows, Volume
I. NetBackup can restore Backup Exec images of SQL 7.0 and SQL 2000.

The NetBackup Client Service should be running in a user account that has been
granted the System Administrator role on the target SQL instance. See “DBMS
(Database Management System) Privileges” on page 46 for details on configuring the
logon account for this service.

Limitations When Restoring Backup Exec Images

*

Restoring multiple databases in a single restore job is not supported. It is however
possible to restore full, differential and transaction log backups of a same database in
a single restore job.

Table backups cannot be restored, though they are included in the backup image and
can be selected for restore (See the figure below). If you attempt to restore a table, the
job will fail with the error “unsupported object was selected for restore”.

Table backups cannot be restored with NetBackup.

[ Backup, Archive, and Restore - NetBackup - [Restore {Backup E - |EI|1|
File Edit Yew Actions Window Help -] x|
13 Select For Backup | B3, Select for Restore ~ | 2 View Status | &
@ MNetBackup History
—— | Time Backed Up | Time Expires | Files | Size I Compressed | S.l P, I K.l
B 5(2/2003 4:16:22 PM 9/25/2003 15 3055 Mo
g 3 5/2/2003 4:09:55 PM 9/25(2003 & 15950 Mo
E All Folders Contents of "Microsoft SOL Server:QA'Tables of testdb1’
g - ame | Time Backed Up | Al Size |
& & OB testtablel S{2/2003 4:16:22 PM - S5E1632
— QA testtable 5/2/2003 4:16:22 PM - 157696
gl Tables of testdbl
[ gl Tables of testdbz
gl Tables of testdb3
[ [l Tables of testdb4
] (gl Tables of testdbs
4
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Restoring from Backup Exec Images

This section describes the restore options available and the procedures for restoring SQL
Server from Backup Exec images.

Restore Options

The following options are available when restoring from SQL backups from Backup Exec
images.

Restore options on the Microsoft SQL Server tab

Item Description

Recovery completion state

Leave database  Select this option when restoring the last database, differential, or log
operational. No  backup in the restore sequence in order to have the restore operation roll
additional back all uncompleted transactions. After the recovery operation, the
transaction logs  database is ready for use. If Leave database operational is not performed,
can be restored.  the database is left in an intermediate state and is not usable.

(With Recovery)  If Leave database operational is selected when an intermediate backup is
being applied, you cannot continue to restore backups.

You must restart the restore operation from the beginning.

Leave database  Select this option during a restore if you have additional differential or
nonoperational  transaction log backups to be restored in another restore job.

but able to restore

additional

transaction logs

(No Recovery)

Leave database  Select this option during transaction log and database restore to create and

read-only and maintain a standby database. See your SQL documentation for information

able to restore on standby databases.

additional

transaction logs

(Standby)

N
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Restore options on the Microsoft SQL Server tab

Item Description

Replace databases or Select this checkbox to replace a database or filegroup, even if another

filegroups database or filegroup with the same name already exists on the server. If
Replace Databases or Filegroups is not specified for a restore, SQL performs
a safety check to ensure that a different database or filegroup is not
accidentally overwritten. Refer to your SQL documentation for more
information about the safety check that occurs when the REPLACE option is
not selected.

Automate master Select this checkbox to enable NetBackup to stop SQL so that the master
database restore database can be restored. All existing users are logged off, and SQL Server is
put into single-user mode.

When this option is selected, only the master database can be restored; if this
option is selected for any other database, those jobs will fail.

If NetBackup does not have access to the SQL registry keys,
HKEY_LOCAL_MACHINE\Software\Microsoft\

Microsoft SQL Server, and
HKEY_LOCAL_MACHINE\Software\Microsoft \MSSQLServer, then a
restore to the default directory may not work, and the option Automate
master database restore will not work. To ensure that NetBackup has access
rights, verify that the user account of the NetBackup client service has
administrator rights to the Windows server that the SQL instance is
installed on.

Consistency check ¢ Full check, excluding indexes. Select this to exclude indexes from the

after restore consistency check. If indexes are not checked, the consistency check runs
significantly faster but is not as thorough. Only the data pages and
clustered index pages for each user table are included in the consistency
check. The consistency of the nonclustered index pages is not checked.

+ Full check, including indexes. Select this to include indexes in the
consistency check. Any errors are logged. This option is selected by
default.

+ Physical check only (SQL 2000 only). Select this to perform a low
overhead check of the physical consistency of the SQL 2000 database.
This option only checks the integrity of the physical structure of the
page and record headers, and the consistency between the pages' object
ID and index ID and the allocation structures.
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Restore options on the Microsoft SQL Server tab

Item

Description

+ None. Select this if you are doing sequential restores. Do not run a
consistency check after a restore until all sequential restores have been
done. If a consistency check is selected during a restore, the restore will
complete but the consistency check will not be done. Check the job log
for this information.

If you need to recover the database after restores are complete, select one
of the following consistency checks when you select the Leave database
operational option.

Note Do not select the Alternate drive option when restoring filegroups. Filegroups must be
restored to the same drive letter and path that they were backed up from.

Alternate drive for
restoring database
files

Restore to alternate
drive

Only when
original drive
does not exist

Even when
original drive
does exist

Use this option to select a drive to which SQL database files can be restored
if the drive where one or more of the database files previously resided no
longer exists.

When a SQL database is backed up, the physical file names (which include
the directory path) of the files that make up the database are stored in the
backup set by SQL. For example, for the logical file pubs, the physical file
name is stored as E:\MSSQL7\DATA\pubs.mdf. If the database must later
be restored, SQL uses these same physical file names to target the restore to.
During a restore, NetBackup automatically creates any necessary
subdirectories that do not exist.

However, if the drive where one or more of the database files previously
resided no longer exists, NetBackup moves those files to their original
directory path, but on the alternate drive specified.

Using the same example, if drive C: is specified, then the file with the
original directory path of E:\MSSQL7\DATA\pubs.mdf is restored to
CAMSSQL7\DATA\pubs.mdf.

If no alternate drive is specified in this situation, the job will fail.

Select this option to restore all database files to their original directory path
on the alternate drive, only if the drive where they originally resided exists.
To make this option available, select a drive letter in Alternate drive for
restoring database files list.

Select this option to restore all database files to their original directory path
on the alternate drive, even if the drive where they originally resided exists.
To make this option available, select a drive letter in Alternate drive for
restoring database files list.
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Restore options on the Microsoft SQL Server tab

Item Description

Note Do not select the Restore all database files to the target instance’s data location option when
restoring filegroups. Filegroups must be restored to the same drive letter and path that they
were backed up from.

Restore all database Select this checkbox to restore files to the default data and log directories of

files to the target the destination instance. For example, if you are restoring a database to a
instance’s data different instance of SQL, you would select this option to move the database
location files to the correct location for the new instance.

If this option is not selected, then the files are restored to the directory that
the master database is in.

Point in time log Select this checkbox to restore transactions from a transaction log up to and
restore including a point in time in the transaction log. After the point in time,
recovery from the transaction log is stopped.

Select the part of the date you want to change, and then enter a new date or
click the arrow to display a calendar from which you can select a date.

Select the part of the time you want to change, and then enter a new time or
click the arrows to select a new time.

Restore log up to Select this checkbox to restore transactions from a transaction log up to a
named transaction = named transaction (or named mark) in the transaction log; after that,
(SQL 2000) recovery from the transaction log is stopped. The named transactions are

case-sensitive.

Include the Select this checkbox to include the named transaction in the restore;

named transaction otherwise the restore will stop immediately before the named transaction is
restored.

Found after Select this checkbox to specify a date and time after which the restore

operation is to search for the named transaction. For example, if you specify
a restore from a log up to the named transaction AfternoonBreak, found after
6/02/2003, 12:01 p.m., then the restore operation will not search for
AfternoonBreak until after that time.
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Restore Options for Redirected Restores

Restores options on the Microsoft SQL Server Redirection tab

Item Description

Redirect Microsoft SQL Server sets  Select this checkbox to enable redirection of SQL backup
sets.

SQL Logon Account User Name  If SQL Server Authentication is being used, enter the logon
account that stores the credentials of the SQL user account.
You do not need to provide a user name and password if
integrated security is being used. See “DBMS (Database
Management System) Privileges” on page 46 for more
information on standard and integrated security.

SQL Logon Account Password Indicate the password associated with logon account.

SQL Redirection To redirect this restore to a named instance, type the name
of the server and the instance name, in the format
“server_name instance_name”. For example, aj
civolus.

If you are redirecting the default instance, type the name of
the server, in the format “server_name”. For example, aj.

Restore to Database To redirect the restore to a different database on the target
server, type the target database name; otherwise, leave the
field blank.

You can redirect a full database backup to a different
server and/or database; however, if the drive
configuration is different from when the database backup
was created, you must select either Alternate drive for
restoring database files or select Restore all database files
to the target instance’s data location on the Microsoft SQL
Server tab. See “Restore Options” on page 181.

If you are restoring a differential or log backup, and the
associated database backup was restored to a different
server, enter the new database name.
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Specifying the Server, Client, and Policy Type

In order to browse for backups of SQL databases backed up by Backup Exec, you must
first specify the server containing the backup images, the client that performed the
backups, and the type of policy associated with the backups.

To choose the server, client, and policy type

1.

Choose File > Specify NetBackup Machines and Policy Type.
The Specify NetBackup Machines and Policy Type dialog is displayed.

Click the Servers tab.

Verify that the server on which the backup images are stored is marked as CURRENT.
Click the Source Clients/Policy Type tab.

Verify that the client whose images need to be restored is marked as CURRENT.

If you wish to restore to a different client, click the Destination Clients tab and select
the desired client.

See “Redirecting a Restore” on page 199 for additional information on redirecting a
Backup Exec restore.

From the Policy Type list, select MS-SQL-Server.

Specify NetBackup Machines and Policy Type 5]
Servers  Source Clients/Policy Type | Destination Clients |
Mew Client Mame:
Sudld
Client List
5CURRENT)
di
Iake Curent |
[¥ sz this client list for future backup and restors windows
Palicy Type:
[Ms-5aL server =l
Cancel | Help |
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8.

Click OK.
NetBackup browses for SQL Server backup images.

The NetBackup History pane displays SQL Server backup information. The top split
windows show individual image information and the bottom split gives file and
folder information and also allows the user to select what files are to be restored.

Restoring Backup Exec Database Backups

If the database you wish to restore is using the simple recovery model, there are no
transaction log backups to restore. You only need to restore the most recent full database
backup and if you were running differential database backups, restore the most recent
differential database backup.

Vv To restore a database backup

1.

2.

Log on as Administrator.
Open the Backup, Archive, and Restore interface.

Specify the appropriate server, client, and policy type, as described in “Specifying the
Server, Client, and Policy Type” on page 186.

Choose File > Select Files and Folders to Restore > from Backup Exec Backup.

The Restore window is displayed.

From the NetBackup History pane, select the backup image containing the objects you
wish to restore.
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6. Select the most recent full database backup, and the most recent differential database
backup, if any, to restore.

[ Backup, Archive, and Restore - NetBackup - [Restore (Backup Exec): - Ellﬂ
File Edit W¥ew Actions Window Help - ﬁllﬂ

Bl select for Backup | B3 select for Restore v| {Eyview Status | &

ﬁ NetBackup History

Time Backed Up I Time Expires I F\Issl SizeI Compressed I S.] P. K.] ‘I

Bl (€@ 4s1e/2003 8:31:04 AM 12/2003

4 344 N
€ 4/16/2003 8130:21 AM 9)12(2003 4 88 M . —
2 |@4jiejz003 B2nE0 AN W20 7 3z N .
@ 4/16/2003 8:29:20 AM 9/12/2003 4 856 N =l
E All Folders Contents of "Microsoft SQL Server:\AJ CIYOLUS'
’E B8 & Mame | Time Backed Up [a.]  seel
=-[2 § microsoft s0L Server 5l 416/2003 8:29:20 BM ——- 499712
B = [ AICTvoLUS M5l 4/16/2003 B:31:04 AM i

7. Choose Actions > Start Restore of Marked Files.
The Restore Marked Files dialog is displayed.

8. From the Recovery completion state group, choose Leave database operational. No
additional transaction logs can be restored.
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For information on other SQL restore options, refer to “Restore Options” on page 181.

Restore Marked Files x|

Micrasoft SOL Server | Microsaft SQL Server Redirection |

Recovery completion state

¥ {eave database operational, Mo additional transaction logs can be retored.:

" Leave database nonoperational but able ko restore additional transaction logs

" Leave database read-only and able to restore additional transaction logs

I” Replace databases or filegroups

I™ Automate master database restore

Consiskency check after restore:

IFu\I check, including indexes j

Alternate drive For restoring database files: IC: hd

Restore to alternate drive:

' Only when original drive does nat exist

~ Even when origingl drive does exist

I Restore all database files to the targst instance's data location

I~ point in time log restore: of zjzoos ~| | mazdtam =l

™ Restore log up to named transaction (SGL 2000):

™| Include the named transaction

I= | Eound after: | 9 32003 j | 93341 A —

Skart Restare Cancel Help

9. C(lick Start Restore.

Restoring Backup Exec SQL Transaction Logs Backups Up to
a Point in Time

You can restore transactions from a transaction log up to and including a point in time in
the transaction log. After the point in time is reached, recovery from the transaction log is
stopped.

Vv To restore SQL transaction logs up to a point in time
1. Log on as Administrator.

2. Open the Backup, Archive, and Restore interface.

3. Specify the appropriate server, client, and policy type, as described in “Specifying the
Server, Client, and Policy Type” on page 186.

4. Choose File > Select Files and Folders to Restore > from Backup Exec Backup.
The Restore window is displayed.
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5. From the NetBackup History pane, select the backup image containing the objects you
wish to restore.

6. In the All Folders pane, select the most recent full database backup, and the most
recent differential database backup, if any, and all the log backups you want to

restore.
[ Backup, Archive, and Restore - NetBackup - [Restore (Backup Exec - Ellﬂ
File Edit W¥ew Actions Window Help - ﬁllﬂ

Bl select for Backup | B3 select for Restore v| {Eyview Status | &

NetBackup History

% Time Backed Up I Time Expires I F\Issl SizeI Compressed I S.] P .| K.] ‘I

3 4/16/2003 8:31:34 AM 12/2003 4 85 M

— |EB416/2003 B:31:04 AWM 9j12/2003 4 394 [ —

2 |@4jiei2003 85021 AW 91242003 4 o8 N

!4]16;?003 8i29:50 AM 9]12)f2003 7 31z M ;I

E All Folders Contents of "Microsoft SOL Server:\Al CIYDLUS'

@ =2 B ai Mame [ Time Backed Up [a ] siee |

[ micrasaft sQL Server il 416/2003 8:29:20 BM ——- 499712

] Iy A cvoLUs M 4{16/2003 B:31:04 AM - 0
ji\|_1050499821 4/16/2003 8:30:21 &AM —-- o
ji\|71050499894 4/16/2003 8:31:34 AM - o

7. Choose Actions > Start Restore of Marked Files.
The Restore Marked Files dialog is displayed.

8. From the Recovery completion state group, choose Leave database operational. No
additional transaction logs can be restored.

9. Select Point in time log restore, and then select a date and time.
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For information on other SQL restore options, refer to “Restore Options” on page 181.

Restore Marked Files x|

Micrasoft SOL Server | Microsaft SQL Server Redirection |

Recovery completion state
(¥ Leave database operational, Mo additional transaction logs can be retored,
" Leave database nonoperational but able bo restore additional transaction logs

" Leave database read-only and able to restore additional bransaction logs

I” Replace databases or filegroups

I™ Automate master database restore

Consistency check after restore:

IFu\I check, including indexes j

Alternate drive for restoring database files: C: 'I

Restore o alternate drive:

1+ Only when original drive does not exist

" Even when original drive does exist

™ Restore all database files to the target instance's data lacation

T it in fime log restors; 4/162003 j | sooooaM =
™ Restore log up bo named transaction (SGL 2000}

™ Include the named bransaction

I= | Eound after: [oszms -] [razneam =

Start Restore Cancel | Help |

10. Click Start Restore.

Restoring Backup Exec SQL Transaction Logs Backups Up to
a Named Transaction

When restoring SQL 2000 transaction logs, you can restore transactions from a transaction
log up to and including a named transaction (or mark). After the named transaction is
reached, recovery from the transaction log is stopped.

Vv To restore a transaction log up to a named transaction
1. Log on as Administrator.

2. Open the Backup, Archive, and Restore interface.

3. Specify the appropriate server, client, and policy type, as described in “Specifying the
Server, Client, and Policy Type” on page 186.

4. Choose File > Select Files and Folders to Restore > from Backup Exec Backup.
The Restore window is displayed.
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5. From the NetBackup History pane, select the backup image containing the objects you
In the All Folders pane, select the most recent full database backup, and the most
recent differential database backup, if any, and all the log backups you want to

restore.
[ Backup, Archive, and Restore - NetBackup - [Restore (Backup Exe - |EI|1|
File Edit Yew Actions Window Help -] x|
13 Select For Backup | B3, Select for Restore ~ | 2 View Status | &
MNetBackup History
Time Backed Up | Time Expires | Files | Size I Compressed | S.l P, | K.l ;I
€3 4/16/2003 5:31:34 &AM 9{12/2003 4 5 Mo
€3 4/16/2003 5:31:04 &AM 9/12/2003 4 T4 Mo —
€3 4/16/2003 5:30:21 &AM 9{12/2003 4 5 Mo
€3 4/16/2003 5:29:50 &AM 9/12/2003 7 31z Mo |
All Folders Contents of "Microsoft SQL Server:\ Al CI¥DLUS'
i ame | Time Backed Up | A | Size |
Microsoft SO Server il 4/16/2003 5:29:20 &AM - 499712
(A A1 cwoLus =595l 4/16/2003 5:31:04 &AM - 0
Fl_1050499521  4/16/2003 G:30:21 AM - il
Fl_1050499594  4/16/2003 5:31:34 AM - il
4

6. Choose Actions > Start Restore of Marked Files.
The Restore Marked Files dialog is displayed.

7. From the Recovery completion state group, choose Leave database operational. No
additional transaction logs can be restored.

8. Select Restore log up to named transaction, and then enter the name of the
transaction.
The names are case-sensitive. Make sure you enter the correct upper- and lower-case
characters.

9. To include the named transaction in the restore, select Include the named transaction.

10. To specify a particular named transaction in the log, select Found after and then select

a date and time.

If a date and time are not entered, recovery from the transaction log is stopped at the
first transaction with the specified name.
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For information on other SQL restore options, refer to “Restore Options” on page 181.

Restore Marked Files =

Microsaft SQL Server | Microsoft SGL Server Redirection I

Recovery completion state
(*' | eave database operational. Mo additional transaction logs can be retored.
" Leave database nonoperational but able ko restore additional transaction logs

" Leave database read-only and able ko restore additional transaction logs

™ Replace databases or filegroups

[™ Automate master database restore

Consistency check after restore:

IFuII check, including indexes j

Alternate drive for restoring database files: IC: 'l

Restore ko alternate drive:

' Only when original drive does not exist

" Even when original drive does exist

™ Restore all database Files ko the target instance's data lacation

™ Eaint in time log restore: 4{16(2003 j | 3:00:00 AM :‘
V¥ Restore log up to named transaction (SQL 2000):

IMyMarkI

™ Include the named transaction

I~ Eound after: | 9/ 3(2003 j |11:32:19 M :‘

Start Restore I Cancel | Help |

11. Click Start Restore.

Restoring Backup Exec Filegroup Backups

With filegroup backups, you can restore the entire database, a primary filegroup, a
filegroup containing a deleted or changed table, and a nonprimary filegroup.

Vv To restore a filegroup

Note Use separate restore jobs to restore the primary filegroup, the rest of the filegroup
backup sets, and the transaction logs.

1. Log on as Administrator.

2. Open the Backup, Archive, and Restore interface.
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3. Specify the appropriate server, client, and policy type, as described in “Specifying the
Server, Client, and Policy Type” on page 186.

4. Choose File > Select Files and Folders to Restore > from Backup Exec Backup.

The Restore window is displayed.

5. From the NetBackup History pane, select the backup image containing the objects you
wish to restore.

6. In the All Folders pane, select the full backup of the primary filegroup and any

differential backups.
-ioix
Eile Edit Wiew Actions ‘Window Help _|ﬁ||1|

12 view Status | @

13 Select For Backup | B3, Select for Restore -

MNetBackup History

Time Backed Up | Time Expires | Files | Size I Compressed | S.l PI K.l ;I
@ 4/16/2003 8:25:19 AM  9(12/2003 11 616 M e
@ 4/16/2003 B:24:48 AM 9(12/2003 5 1456 M e e
@ 4/16/2003 B:23:53 AM 9(12/2003 13 2064 M e
€ 4/16/2003 B:22:58 AM 9(12/2003 11 1640 M e |
All Folders Contents of "Microsoft SQL Server:i Al CI¥OLUSFilegroup
=1+ 2] Mame | Time Backed Up | Al Size |
A 3 Microsoft 5L Server O&iack fg  4/16/2003 5:22:58 AM  -— 417792
—_— = A cvoLus & jack fa_1 4/16/2003 B:22:58 AM - 417792
g il af i WBIPRIMARY  4{16/2003 B:22:58 AM - 499712
D145 Fiegroups of jil 4/16/2003 8:25:19 AM - 0
4/16/2003 8:25:19 AM - 0
4/16/2003 8:25:19 AM - 0

7. Choose Actions > Start Restore of Marked Files.
The Restore Marked Files dialog is displayed.

8. From the Recovery completion state group, choose Leave database nonoperational
but able to restore additional transaction logs.
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9.

10. After the primary filegroup is restored, select the latest full and differential backups

For information on other SQL restore options, refer to “Restore Options” on page 181.

Restore Marked Files

Micrasoft SQL Server | Microsaft SQL Server Redirection |

e

Recovery completion state

% 1eave database operational, Mo additional transaction logs can be retored.i

" Leave database nonoperational but able to restore additional transaction logs

" Leave database read-only and able to restore additional transaction lags

™ Replace databases or filegroups
I™ Automate master database restore

Consistency check after restore:

IFu\I check, including indexes

=l

Alternate drive For restoring database Ffiles:
Restore to alternate drive:
= only when original drive does not exist

" Even when original drive does exist

I™ Restore all database files to the target instance's data location

I Point in time log restore;

2 32003

=l |12:54:30 M =

™ Restore log up to named transaction (SGL 2000):

™| Include the named transaction

]

I Found after:

| a9 32003

=l |12:54:30 =

Skart Restare Cancel

Help

Click Start Restore.

for the other filegroups.

[ Backup, Archive, and Restore - NetBackup - [Restore (Backup Exec) = 5[
File Edit Wew Actions ‘Window Help .- il
Bl Select For Backup | F3, Select for Restore + | igw Stkatus | @
ﬂ NetBackup History
—— | Time Backed Up I Time Expires | Files Size | Compressed S‘I P] K.] -~
4/16/2003 6:25:19 AM 9{1212003 11 616 M
@ 4/16/2003 §:24:45 AM 9i12/2003 5 1456 M =
4[16[2003 §:23:53 AM af12f2005 13 2064 M
@ 4/16/2003 8:22:58 AN 9/1242003 11 1640 H =l
All Folders Contents of 'Microsoft SQL Server: ADA] CIYOLUS Filegroup
adaj Marne | Time Backed Up [a.] sie]
[ microsaft sQL Server [AEgjack_fg  4/16/2003 8:22:58 AM 417792
=-AC ADAICIVOLUS [ABjack_fo_1 4/16/2003 B:22:58 AM 417792
i g Ff:egm”"s °; !id‘ CBPrIMaRY  4/16/2003 8:22:58 &M 499712
145 Fileraups of i 4/16/2003 5125119 AM —— 0
4[16j2003 5125119 AM - o
O5ErrIMARY  4/16/2003 5:25:19 AM - o
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11. On the Microsoft SQL Server tab, select the recovery completion state Leave database
nonoperational but able to restore additional transaction logs, and then start the
restore job.

Restore Marked Files x|

Microsoft SQL Server | Micrasoft SQL Server Redirection |

Recovery completion state
" Leave database operational. Mo additional transaction logs can be retored,

" { eave database nonoperational but able ko restore additional transaction logs:
i Leave database read-only and able to restore additional transaction logs

I Replace databases or filegroups

™ automate master database restore

Consistency check afber restore;

IFuII check, including indexes j

Alternate drive For restoring database Files: C: ‘l

Restare to alternate drive:

% Only when original drive does not exist

£~ Even when original drive does exist

™ Restore all database files to the target instance's data location

I= | Eaint: in i log restare: DEZEA | 1101134 PM

k!

™| Restore [ogjup to named transaction (SOL 2000):

™| tmclude the mamed transaction

= Eound after: | af 5jz003 j | 1:01:34 P

Start Restore Cance| | Help |

12. When the other filegroups are restored, select the transaction logs.

11

Backup, Archive, and Restore - NetBackup - [Restore (Backup Exec - | [m] 5[
File Edit Yiew Actions window Help - | = il
1Bl Select For Backup | B3, select for Restore ~ | 2y view Status ‘ & |
NetBackup History
Time Backed Up | Time Expires | Files Size | Compressed 5‘] P.‘I K.] -
€3 4/16/2003 B:28:50 &AM 9{12j2003 5 40 N
€3 4/16/2003 5:25:20 AM 9f12j2003 S 40 M [ |
@3 4/16/2003 5:27:20 AM 9f12/2003 7 178 M
i e‘!fIEJ'ZDDE 8:25:19 AM 9{12j2003 11 616 M ;I
All Folders Contents of ‘Microsoft SOL Server:, ADA] CIVOLUS'
=[] B adaj Mame [ Time Backed Lip [a.]s]
3 Microsoft SQL Server (S Filearoups of jack  4/16/2003 8:27:20 AM d-- 0
A apad cvoLus O Fileqroups of il 4/16/20038:27:20 AM de- 0
[Bjack_1050499640 4/16/2003 8:27:20 6M - 0
CI[R)i_1050499640  4/16/20038:27:20AM — O
£

13. On the Microsoft SQL Server tab, select the recovery completion state Leave database
operational and restore all of the transaction logs, or select Point in time log restore
or Restore log up to named transaction.

14. Click Start Restore.
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Restoring the SQL Master Database from a Backup Exec
Image

If the master database is damaged, symptoms may include:

¢ Aninability to start SQL.

¢ Segmentation faults or input/output errors.

¢ Areport generated by SQL Database Consistency Checker utility (DBCC).

If you can still start SQL, you can restore the latest copy of the master database backup
using the Automate master database restore option on the Microsoft SQL Server tab and
then restore any other databases, if needed.

If the master database is critically damaged and SQL cannot be started, rather than
running the Rebuild Master utility or reinstalling SQL to be able to restart SQL, you can
replace the corrupted or missing databases with the copies of the master and model
databases that Backup Exec automatically creates and updates whenever backups of those
databases are run. After SQL is running again, you can restore the latest copy of the
master database using the Automate master database restore option, and then restore any
other databases, if needed.

If copies of the master and model databases were not made, then you must use Microsoft’s
rebuildm. exe utility to rebuild the master database and start SQL.

Because all changes made to the master database after the last backup was created are lost
when the backup is restored, the changes must be reapplied. If any user databases were
created after the master database was backed up, those databases cannot be accessed until
the databases are restored from backups or reattached to SQL.

v To restart SQL using database copies:

1. Verify that the database copies are present.

The database copies are named master$4idr, mastlog$4idr, model$4idr, and
modellog$4idr.

In a default installation of SQL 2000, the databases are in:

C:\Program Files\Microsoft SQL Server\MSSQL\Data\*.*.

In a named instance of SQL 2000, the databases are in:

C:\Program Files\Microsoft SQL Server\MSSQLS$SInstance_Name\Data\*.*

If necessary, restore the master and model database copies from a backup set to the
same directory that the original master and model databases are in.
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2.

4,

5.

Open a command prompt window, and delete the original master and model
databases and their transaction logs.

For example:

C:\Program Files\Microsoft SQL Server\MSSQL\Data> del master.mdf
mastlog.ldf model.mdf modellog.ldf

Rename the copies of the databases back to their original names.

Type the following:

C:\Program Files\Microsoft SQL Server\MSSQL\Data>rename
master$4idr master.mdf

C:\Program Files\Microsoft SQL Server\MSSQL\Data>rename
mastlog$4idr mastlog.ldf

C:\Program Files\Microsoft SQL Server\MSSQL\Data>rename model$4idr
model.mdf

C:\Program Files\Microsoft SQL Server\MSSQL\Data>rename
modellog$4idr modellog.ldf

Use the SQL Service Control Manager to start SQL Server.

Continue with the next procedure to restore the latest changes to the master database.

V¥ To restore the master database

Log on as Administrator.
Open the Backup, Archive, and Restore interface.

Specify the appropriate server, client, and policy type, as described in “Specifying the
Server, Client, and Policy Type” on page 186.

Choose File > Select Files and Folders to Restore > from Backup Exec Backup.

The Restore window is displayed.

From the NetBackup History pane, select the backup image containing the last master
database backup.

In the All Folders pane, select the master database.
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7. Choose Actions > Start Restore of Marked Files.
The Restore Marked Files dialog is displayed.

8. On the Microsoft SQL Server tab, select Automate master database restore.

When this option is selected, only the master database can be restored; if this option is
selected for any other database, those jobs will fail. When you start the restore
operation, all existing users are logged off, and SQL Server is put into single-user
mode.

If NetBackup does not have access to the SQL registry keys
HKEY_LOCAL_MACHINE\Software\ Microsoft \Microsoft SQL Server and
HKEY_LOCAL_MACHINE\Software\Microsoft \MSSQLServer, then a restore to the
default directory may not work, and the option Automate master database restore
will not work. To ensure that NetBackup has access rights, verify that the account that
NetBackup uses has administrator rights to the computer that is running SQL.

9. Select a consistency check to be run after the restore.

10. Click Start Restore.

After the restore, SQL is restarted in multi-user mode.

Redirecting a Restore

You can redirect the following:
¢ A database backup to a different server, database, or instance.
¢ Differential and log backups to wherever the associated database is restored.

¢ One or more filegroups in a backup to a different server or instance. Filegroups can be
redirected to a different server, but the database file paths cannot be changed. For
example, if the filegroup was backed up from G: \ SQLDATA, then it must be restored
to G: \SQLDATA, even if it is redirected to another server. Filegroups must be restored
to the same drive letter and path that they were backed up from.

v To redirect a restore
1. Log on as Administrator.
2. Open the Backup, Archive, and Restore interface.

3. Specify the appropriate server, source client, destination client, and policy type, as
described in “Specifying the Server, Client, and Policy Type” on page 186.
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4. Choose File > Select Files and Folders to Restore > from Backup Exec Backup.

The Restore window is displayed.
5. Choose the objects you wish to restore.

6. Choose Actions > Start Restore of Marked Files.
The Restore Marked Files dialog is displayed.

7. Click on the Microsoft SQL Server Redirection tab.
8. Refer to “Restore Options for Redirected Restores.”

9. Select the other desired restore options on the Microsoft SQL Server tab. For more
information, refer to “Restore Options” on page 181.

10. Click OK.

200 NetBackup for Microsoft SQL Server System Administrator’s Guide



Troubleshooting 11

This chapter describes the tools that are available to help you prevent some common,
however infrequent, problems encountered with the daily operation of the SQL Server.
For more in-depth information, please refer to the Microsoft Support web site.

This chapter contains information on the following troubleshooting tools:
¢ Progress Reports Created for NetBackup for SQL Server on the Client
NetBackup for SQL Server Logs

Changing the Debug Level

NetBackup Reports

* & o o

Preventing Timeout Failures on Large Database Restores

201 -



Progress Reports Created for NetBackup for SQL Server on the Client

Progress Reports Created for NetBackup for SQL Server on
the Client

NetBackup for SQL Server creates a progress report for each operation that has been
initiated. This report contains summary information concerning the overall status of
your job. The reports are contained in directory
install_path\NetBackup\logs\user_ops\mssgl\logs and can be conveniently
viewed by opening the progress report viewer from the NetBackup for SQL Server GUL

The progress report contains the following types of information:

¢ the batch keywords and values which define the operation. See “Overview of Batch
Files” on page 101 for information about the batch file syntax

summary information about the operation
information about the operation as it progresses

any error conditions or warnings that cause the operation to fail

* & o o

the final outcome of the operation, whether it succeeded or failed and how long it
took

The following is a typical progress report created for a database backup.

Line Text

1 OPERATION BACKUP

2 DATABASE “Howard's Famous Barbeque Ribs”
3 SQLHOST “Juy”

4 SQLINSTANCE “NEWINSTANCE”

5 NBSERVER “JUY”

6 MAXTRANSFERSIZE 0

7  BLOCKSIZE 0

8 ENDOPER TRUE

9 INF - DUMP STARTED USING

10  Microsoft SQL Server 2000 - 8.00.760 (Intel X86)
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Line Text
11 Dec 17 2002 14:22:05
12 Copyright (c) 1988-2003 Microsoft Corporation

13 Enterprise Edition on Windows NT 5.0 (Build 2195: Service Pack 3)

14  Batch = D:\Program
Files\ VERITAS\NetBackup\dbext\mssql\temp\__bch12_41_04_088_00.bch, Op# = 1.

15  INF - Using backup image 'juy.MSSQL7 JUYANEWINSTANCE.db.Howard's Famous
Barbeque Ribs.~.0.0010f001.20030723124105..C".

16 INF - backup database “Howard's Famous Barbeque Ribs” to
VIRTUAL_DEVICE='VNBUO0-1548-2620"' with blocksize = 512, maxtransfersize = 65536,
buffercount =1

17 INF - #Stripes: 1, #Bufs per stripe 1, To: NetBackup on JUY

18  INF - Created VDI object for SQL Server instance <NEWINSTANCE>. Connection timeout is
<300> seconds.

19 INF - DBClient has been closed for stripe #0

20  12:41:07 Initiating backup

21 12:41:12 INF - Data socket = juy.domain.com.4146

22 12:41:12 INF - Name socket = juy.domain.com.1527

23 12:41:12 INF - Job id = 143

24 12:41:12 INF - Backup id =juy_1058982070

25  12:41:12 INF - Backup time = 1058982070

26 12:41:12 INF - Policy name = sql

27 12:41:12 INF - Frozen image = 0

28  12:41:12 INF - Backup copy =0

29 12:41:12 INF - Master server = juy

30  12:41:12 INF - Media server = juy
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Line Text

31

32

33

34

35

36

37

12:41:12 INF - Multiplexing = 0

12:41:12 INF - New data socket = juy.domain.com.1388
12:41:12 INF - Use shared memory =1

12:41:12 INF - Compression = 0

12:41:12 INF - Encrypt =0

12:41:12 INF - Client read timeout = 300

12:41:12 INF - Media mount timeout =0

38  12:41:16 INF - Data buffer size = 262144

39  12:41:18 INF - Beginning backup on server juy of client juy.

40  12:41:25INF - Server status = 0

41  12:41:26 INF - Backup by hao on client juy using policy sql: the requested operation was

successfully completed.

Observe the following:

¢ Lines 1 to 8 contain the batch syntax which drove this operation. This operation was
started from a GUI created batch file.

¢ Line 9 indicates that this was a backup (“Dump”). The term ‘Load” would indicate a
restore.
Lines 10-14 provide the version of SQL Server and the Windows operating system.
Line 15 provides the name of the batch file. Since the backup was launched
immediately, it was placed in install path\NetBackup\dbext\mssgl\Temp
directory.

¢ Line 16 provides the actual SQL syntax that was used to launch the backup command.

¢ Line 17 indicates that this was a single stream backup.

¢ Line 18 provides the SQL Server instance name and the virtual device interface
timeout.

¢ Lines 21 to 42 provide NetBackup-based client parameters and statuses. Note that the

server status on line 40 indicates that the operation completed with status 0, which
indicates success.
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NetBackup for SQL Server Logs

For detailed troubleshooting information, create the following folders on each NetBackup
for SQL Server host. You can disable logging by deleting the folders.

% Create the following folders and allow public access to them:

install path\NetBackup\logs\bphdb\
install path\NetBackup\logs\dbclient\

Log Descriptions

Log names are formatted as MMDDYY . 1og. The resulting debug logs created will contain
the following types of information. For additional NetBackup client logs and NetBackup
master server logs, see the online help for the Backup, Archive, and Restore interface and
the NetBackup System Administrator’s Guide for Windows, Volume I or NetBackup System
Administrator’s Guide for UNIX, Volume I.

bphdb Log

The bphdb log contains bphdb process information. bphdb is the NetBackup Hot
Database Backup binary and is the client process that NetBackup for SQL Server uses to
start the backup or restore operations schedules from the NetBackup master server logs.
The bphdb logs are normally not very long.

Note Use the Debug Verbose Level option in the NetBackup Backup, Archive, and
Restore interface to adjust the amount of information that appears in the bphdb log.
This verbose level applies to all of the NetBackup logs used on the Windows client
except for dbclient.

dbclient Log

The dbclient log contains process information from the SQL Server agent and from the
VERITAS XBSA module. The XBSA module is the NetBackup client interface program
which connects to the NetBackup master server. This log also contains process
information for dbbackup and dbbackmain.

Note To specify how much information appears in the dbclient debug log, set the
TRACELEVEL parameter to MIN, MID, or MAX. The MAX level will produce huge
amounts of output, which is usually appropriate only for internal debugging. The
TRACELEVEL parameter is set for individual operations either through the batch file
or the NetBackup Database Extension GUL
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Changing the Debug Level

v

You can control the amount of information written to the debug log in the
install_path\NetBackup\logs\dbclient folder by changing the General. The
higher the value, the more information is logged. In everyday normal operations, the
default value of 0 is sufficient. However, VERITAS technical support may ask you to set
the value higher when a problem is being analyzed.

You can also control the amount of information in the dbclient debug log. The
TRACELEVEL parameter is set for individual operations either through the batch file or
in the Client Options dialog in the NetBackup Database Extension GUI. To specify how
much information appears in the dbclient debug log, set the TRACELEVEL parameter
to MIN, MID, or MAX. The MAX level will produce huge amounts of output, which is
usually appropriate only for internal debugging.

To change the Debug Level

1. Choose Start > Programs > VERITAS NetBackup > Backup, Archive, and Restore.
The Backup, Archive, and Restore - NetBackup window appears.

2. Choose File > NetBackup Client Properties.
3. Click the Troubleshooting tab.

NetBackup Client Properties =

ﬁenerall Exclude ListI Include ListI ﬁackupsl Metwork  Troubleshooting |

— Debug Level
General: TCF:

I

J

Werbose:

ID _Ij 0

[+

D atabase:

[+

QK I Cancel | Help |

By default, the settings are zero.

4. Set the General to adjust the amount of information written to the NetBackup Server
logs.
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5. Set the Database debug level to adjust the amount of information written to the
dbclient log.

6. Click OK to save your changes.
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NetBackup Reports

The administrator has access to operational progress reports through administrator
interfaces. Reports may be generated for Backup Status, Client Backups, Problems, All
Log Entries, Media Lists, Media Contents, Images on Media, Media Logs, Media
Summary, and Media Written. These reports may be generated for a specific time frame,
client, or master server. Refer to the NetBackup System Administrator’s Guide for UNIX,
Volume I or the NetBackup System Administrator’s Guide for Windows, Volume I for
details.

Preventing Timeout Failures on Large Database Restores

A large SQL Server may fail with a Client Read Timeout error before any data has been
read from the NetBackup media. This occurs because the SQL Server may need to
pre-write the database files before the restore operation begins. The time required for this
process is a function of the size of the database files and the speed at which your host
machine can write to disk. For example, if your system can perform disk writes at the rate
of 60 megabytes per second and you have a 2.4 terabyte database, then it will take at least
12 hours for SQL Server to prep the disk before the actual restore can begin. In reality, the
delay may be even longer than what you calculate by as much as 20% to 40%.

The timeout problem can be resolved by increasing the NetBackup Client Read Timeout
setting. Use the NetBackup Administration Console on the server to change the properties
of each client that contains a database you may need to restore. The default for the Client
Read Timeout setting is 300 seconds (5 minutes). If you have clients which contain large
SQL Server databases, you may need to set this value much higher.

Sometimes SQL Server can skip the pre-write step if the restore statement is scripted with
the RESTORE option. To see if this works, add the keywords “RESTOREOPTION
REPLACE” to your restore batch file. If the replace option is used, then SQL Server does
not check whether the database files are already in use before starting the restore.

208 NetBackup for Microsoft SQL Server System Administrator’s Guide



Reference 12

This chapter provides reference information for the NetBackup for SQL Server, including;:
¢ NetBackup for Microsoft SQL Server Graphical User Interface
¢ Menu Bar

¢ Dialogs
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NetBackup for Microsoft SQL Server Graphical User Interface

NetBackup for Microsoft SQL Server Graphical User
Interface

f# NetBackup Database Extension - Graphical User Interface M= 3
Actionz  Options  Miew Help

L]

Lo o

Faor Help, press F1 i

This window contains some familiar Windows elements: the Menu Bar, the Toolbar and
the Status Bar. Refer to “Menu Bar” on page 211 and “View Menu” on page 213 for more
information on these items.
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Menu Bar

The menus on the Menu Bar have been developed for NetBackup for SQL Server.

Actions Menu

! NetBackup Database Extension - Graphical User Interface _ |EI|1|

Ackions  Options  Wiew Help

Backup Fz
Restore F3
Batch Files F4
Exit

K

1
of

o

Use this menu to start a backup, restore or batch file operation.

Backup

Restore

Batch Files

Exit

This selection opens the Backup Microsoft SQL Server Objects dialog that allows
you to perform a database backup, a database incremental backup, a database
transaction log backup, a database filegroup backup and a database file backup.
Refer to “Backup Microsoft SQL Server Objects” on page 217 for more details.

This selection opens the Restore Microsoft SQL Server Objects dialog that allows
you to perform a database restore, a database incremental restore, a database
transaction log restore, a database filegroup restore and a database file restore.
Refer to “Restore Microsoft SQL Server Objects” on page 224 for more details.

Opens the Start Batch File dialog. Use this dialog to start batch files for NetBackup
operations. Refer to “Start Batch File” on page 230 for more details.

Use this command to exit the NetBackup for Microsoft SQL Server GUIL
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Options Menu

f# NetBackup Database Extension - Graphical User Interface M= 3

Lo o

Set MetBackup client options 4

Use this menu to set database management system (DBMS) options for your current
session or for your defaults. You can also set certain NetBackup client options.

Set DBMS Login Opens the Set database login parameters dialog. Use this dialog to
Parameters select the SQL host and instance and to set the userid and password
that you want to use for logging into SQL Server.

Set NetBackup Client Opens the Client Options dialog. Use this dialog to set the current

Options NetBackup for SQL Server trace level, and the block and certain tuning
parameters.
e
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View Menu

f# NetBackup Database Extension - Graphical User Interface M= 3

Actionz  Options
AL x

v Toolbar

v Status bar a

Lo o

Monitor backup and restore jobs on the MetBackup client s

Use this menu to view the status of NetBackup operations and to control the appearance
of the Toolbar and the Status Bar.

Monitor Jobs Opens the View Status dialog. Use this dialog to view the status of
NetBackup operations.
Toolbar Turns the Toolbar on or off.

Status Bar Turns the Status Bar on or off.
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Help Menu

f# NetBackup Database Extension - Graphical User Interface M= 3
Actionz  Options  Wie

@ |k?| Help Topics

VERITAS Web Page 3

&‘Enut MetBackup Database Exb

Lo o

Display program information, version number and copyright A

Use this menu to access the following help pages.

Help Topics Opens the NetBackup Help topics. NetBackup Help contains the same
information found in the user guide. You can also access NetBackup
Help by using the context-sensitive button on the Toolbar. Refer to
“NetBackup for Microsoft SQL Server Graphical User Interface” on
page 146 for more details.

VERITAS Web Page Displays the VERITAS world wide web page on your computer’s
default browser.

About NetBackup for Displays the version number of NetBackup for SQL Server.
SQL Server
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Set database login parameters

Set database login parameters

[Databasze management system:  SOL Server

*our Windows account: gla

— SOL Server propertie:
Host

ULUMNEBERR]

Instance

|<default>
SOL Server version: Security: Host type:
|2DDD |Integrated local

MetBackup for SOL Server i installed on selected host?  [pes

— Userid and Pazsword for SAL Server Standard or Miked Security

Userid: Password:

Fieenter password:

sa I I

Apply I

Cloze |

Help |

To access this dialog choose Options > Set DBMS login parameters. Use this dialog to set
the login parameters that NetBackup for SQL Server uses when logging into SQL Server.
Refer to “Setting the Database Login Parameters” on page 63 for information about how

to use this dialog.

SQL Server properties

Host

This item displays the current SQL Server host selection. Click on the

drop-down list box to display all of the SQL Server hosts in the network.
You can select a different SQL Server host from the drop-down list or
type in the name directly.

Instance

This item displays the current SQL Server instance selection. Click on

the drop-down list box to display all of the SQL Server instances on the
selected host. You can select a different SQL Server instance from the
drop-down list or you can type in the name directly.

Note The keyword <default> shown in the Instance box designates the default SQL Server.
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SQL Server version

Security version

Host type

Displays the version of the SQL instance selected in the Host and
Instance boxes.

Displays the type of security being used by the SQL instance selected in
the Host and Instance boxes.

Displays the host type local, remote, virtual or unknown.

Note The three previous items are updated when you click the Apply button.

Userid and Password for

SQL Server Standard or
Mixed Security

Userid

Password, Reenter
password

Apply

Close

Help

This box displays the username that NetBackup for SQL Server uses to
log into SQL Server for your Windows user id.

Use these fields to enter the SQL Server password that is associated with
the Userid that you entered in the previous field.

To accept changes to the parameters, click this button.
To return to the previous display click this button. If the Apply button
has not been clicked, the changes to the parameters in this dialog are not

retained.

To view online help for this dialog, click this button.
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Backup Microsoft SQL Server Objects

Backup Microsoft SQL Server Objects - |EI|1|
DBMS Instance:  DILLWEED < default:

Expand databaze objects:

Select databasels] for backup from instance
DILLWEE D default>

— Backup type

maa.test
master
model
mzdb
Morthwind
pubs

* Full backup

" Perform differential backup (databaze and filegroup)

" Backup transaction log (databaze only]

How many Microsoft SOL Server stripes? |1 =|
=
Backup script

' Launch immediately

7 Save for later evecution

i

MetBackup policy:

—which objects appearing in the righthand panel would you like to back up?

& Orly those selected € Al except those selected Al —‘ Ok | Cancel

|<any> |

Help |

Access this dialog by choosing Actions > Backup. Use this dialog to initiate a backup

operation.

Expand databases objects

Select database(s) for
backup from instance
host\instance

This pane allows you to traverse live databases. You can expand the

SQL Server instance to view its databases. Expanding each database

will allow you to view its filegroups and you can expand a filegroup
to view its files. You can select any object in this pane in order to view
its constituent objects in the right-hand pane.

This pane displays the list of constituent database objects of the
highlighted host\instance in the left-hand pane. You can select one or

more objects (databases) in this pane. (Use Ctrl + click and Shift +
click to select multiple objects.)

Note The right pane changes in order to display the contents of the object displayed in the left
pane. When an SQL instance is selected in the left pane, the right pane will display databases.
When a database is selected in the left pane, the right pane displays filegroups. When a

filegroup is selected in the left pane, the right pane displays files. Always use the right pane
to select the objects that you want to back up.
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Backup type
Full backup

Perform differential
backup (database and
file group)

Backup transaction log
(database only)

Back up and truncate
transaction log

Back up transaction
log but don’t truncate
it

Truncate transaction
log but don’t back it

up
How Many MS SQL Server
Stripes?

Which objects appearing in
the righthand panel would
you like to backup?

Backup Script
Launch Immediately

Save for Later Execution

NetBackup Policy

Select this option if you want to create a full database backup.

Select this option if you want to create a differential backup image
instead of a full backup.

Select this option if you want to create a transaction log backup
image. You can select one of the following transaction log options.

Back up the transaction log and remove the inactive part of the
transaction log.

Back up a transaction log without truncating it.

Remove the inactive portion of the transaction log without backing it
up.

Use this box to set the number of backup stripes that you want SQL
Server to create for your backup. Type a number from 1 to 32. Refer to
“Configuring for Multi-Stream Operations” on page 45.

Use this radio group to decide whether to backup:

+ only the objects selected in the right-hand pane

+ all of the objects in the right-hand pane except those selected
+ all of the objects in the right-hand pane

You can change these settings for current NetBackup operations.
Select Launch Immediately if you wish to start a backup operation.

Select Save for Later Execution to generate a script that can be started
at a later time.

When the policy type is MS-SQL-Server and the host is a NetBackup
master server or a remote console, then a drop-down list is available
from which you can choose from the list of the policies defined on the
server. Otherwise, type the NetBackup policy you want to use for this
backup operation. The default is <any>.

If you keep this default, NetBackup will back up the database to the
first active policy for your DBMS Server. You can select a different
policy by typing its name into the box.
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OK

Help

Cancel

To start a database backup or to generate a database backup script,
select one or more databases and click this button. This button is
enabled when you select an object in the right-hand pane.

To view online help for this dialog, click this button.

To cancel and return to the previous display without accepting
changes to the parameters in this dialog, click this button.
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Client Options

Client Options M= 3
Current MetB ackup Server oK
Icandy j Help

Ls

' Medium ' Magimum

— Client Trace Level

— Tuning P
Client buffers per DBMS stripe: I‘I_ ﬂ
M aximum transfer size [bytes]:
(GRS 128K C 2BEK C BIZ2K
1M CO2M 4
Backup block size [bytes]:

(G4 K 2K 4K
8K ABK 32K OB4E

To access this dialog, choose Options > Set NetBackup Client Options. Use this dialog to
set the following options for your current session.

Current NetBackup Server Use this drop down menu to select the NetBackup Server that you
wish to use for NetBackup For SQL Server Operations.

Note The NetBackup Server that you select will be associated with
any NetBackup for SQL Server operations that are started
under your current user account.

Client Trace Level Group  Use this radio group to set the trace level written to the dbclient
log. Normally, you should set the level to Minimum. Maximum
generates a very large amount of debug data.

Tuning Parameters The attributes in this box allow you to set the number of client
buffers per DBMS stripe, the maximum transfer size in bytes, and
the backup block size in bytes.

Client Buffers per DBMS Use this parameter to set the number of buffers that SQL Server
Stripe uses per database stripe.

Maximum Transfer Size Use this radio group to set the maximum transfer size that SQL

(Bytes) Server uses for backing up and restoring database objects. It can be
set to any of the indicated values between 64 kilobytes and 4
Megabytes. Disabled for SQL Server 6.5.
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Backup Block Size
(Bytes)

OK
Help

Cancel

Use this radio group to set the backup block size that SQL Server
uses for backing up database objects. It can be set to any of the
indicated values between 0.5 kilobytes and 64 kilobytes.

Click this button to change your client options.

To view online help for this dialog, click this button.

To cancel and return to the previous display without accepting
changes to the parameters in this dialog, click this button.
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Backup History Options

Backup History Options

Uze thiz window to select how MetBackup will filker the
S0L Server backup images that will be displaved in the:
restore dialog.

— Browse for SOL Server objects that were backed up from :

x|

o]

Help

Cancel

50L Host |DILLWEED

=

Source Client: |<same as SOL Hostx

SOL Server

Instance: |<default>

Images will be selected from MetBackup Master Server:

=

DILLWEED

different master server.

Uze the Client Options window if you would like to select images from a

- Time filker

start date end date

Vear mo day Vear mo

Po o 2 Po o e

day

This dialog is displayed when you choose Actions > Restore.

Use this dialog to:

¢ Set a different client on the NetBackup Server from which to browse for backup

images

¢ Change the start and end times for which you would like to browse for images

& Set the SQL Server instance for which you would like to browse backup images.

SQL Host From this list, choose the SQL Server host that you would like to
generate a backup history for.

Source Client Specifies the NetBackup client name for the selected client. This is the
name used in the policy to identify the client.

Note If you use a specific network interface for backup, then the network interface name should be
entered in the Source Client box. The network interface name is defined in the Host
Properties for the server (open the properties for the server and click Universal Settings).

Note If the NetBackup master server is a UNIX machine, then you must provide the SQL hostname
in the same case as it exists in the server’s client list. For example, if the SQL host is
“DILLWEED” but if it appears in the client list as “dillweed”, then you should enter
“dillweed” in to the Source Client field.
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SQL Server Instance From this list, choose the SQL Server instance that you would like to
generate a backup history for.

Note The instance list in the Backup History Options dialog always
contains a predefined entry that you should select if you wish
to generate a history of backup images generated from a
previous version of NetBackup for SQL Server. Choose
NB_LEGACY_SQL?7, if SQL Server 7.0 and/or 2000 are active
and you wish to view 7.0 backup images that were generated
by an earlier release of NetBackup. Choose
NB_LEGACY_SQL65, if 6.5 is active and you wish to view 6.5
images generated from a previous version.

The attributes in this box will allow you to perform a redirected

restore to a different client. Ask the NetBackup administrator to give
you the permissions to perform a redirected restore to a different

client.
Time Filter Define the range of backups you want to search in this box.
Start Date Enter the earliest date of the backup you want to search.
End Date Enter the latest date of the backup you want to search.
OK Click this button to change your backup history. After you click OK
the Restore Microsoft SQL Server Objects dialog is displayed.
Help To view online help for this dialog, click this button.
Cancel To cancel and return to the previous display without accepting

changes to the parameters in this dialog, click this button.

Chapter 12, Reference 223 ¥



Dialogs

Restore Microsoft SQL Server Objects

il
— Backup history of Microzoft SOL Server object:
Master Server DILLWEED
Ch.
Bockup | Browse DEMS: DILLWEED (2000]
History... Destination DBS: DILLWEED [2000]
Timeframe: 07/07/2003 to 08/06/2003
maa.test
Morthwind

pubs

Selected  |Selected itemn description
iterm:

— Restore option
. Recovery options: Consistency check:

j INotrecovered j INone j

— Fecoveny options using fransaction log:

) Stage a full recovery. € Riestare only the bransaction log that pou selected

Tranzaction lag recaverny options Tranzaction lag mark R 0y DD HHEE kR SE S

| = | T FEEEFERER e

Help |

Fiestore script ok | Cancel
’7 * Launch immediately (= Save for later execution |

To open this dialog, choose Actions > Restore, and after the Backup History Options
dialog is displayed, click OK. Use this dialog to restore a database from a single object or a
series of objects that constitute a full recovery set.

Backup history of Microsoft  This is a tree display of the database backup history for a
SQL Server Objects NetBackup client. The backup client is typically the local host on
which you are running NetBackup for SQL Server.

However, it may be different if a different client has been specified
through the Backup History Options dialog.

Change Backup History Use this button to refresh the backup history window.
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Note The icons used in the following expansions are depicted to the right of the Backup History

pane.

You can expand and collapse portions of the tree by clicking on the + and - buttons. The tree can be

expanded as follows:
Level 0: Database icons
Level 1: Database backup
images
Level 1: Transaction log
backup images
Level 1: Filegroup icons

Level 2: Database
differential images

Level 2: Filegroup backup
images

Level 2: File icons

Level 3: Filegroup

Differential images

Level 3: File images

Items at this level cannot be selected.

The database backup images appearing at level 1 are full database
backup images. Each is displayed with the date and time of the
backup.

The transaction log backup images appear at level 1. Each is
displayed with the date and time of the backup.

Filegroup icons appear at level 1. These icons cannot be selected for
restore.

The database differential backup images appear at level 2 after
expanding a database backup image with a + sign preceding the
database icon. The database differential backup images are
displayed with the date and time of the backup.

The filegroup backup images appear at this level when you expand
a filegroup icon by clicking on the + sign preceding the filegroup
icon. Each of these images is displayed with the date and time of the
backup.

The individual file icons appear at level 2. These icons cannot be
selected for restore.

The filegroup differential backup images appear at level 3 after
expanding a filegroup backup image with a + sign preceding the
filegroup backup. The filegroup differential backup images are
displayed with the date and time of the backup.

The individual file backup images appear at this level when you
expand a file icon by clicking on the + sign preceding the file icon.
Each of these images is displayed with the date and time of the
backup.
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Note If you select a transaction log icon and the Restore only the transaction log that you selected
box is not checked, then the following will automatically be selected: the parent Database
backup icon, the closest preceding Database differential backup (if one exists), and all of the
preceding transaction log icons. If you select a Database differential backup, then the parent
Database backup icon is selected. The checkmarks indicate that these objects have been
selected for staging in a full database restore.

Selected item

Restore Options
Use SQL replace option
Scripting options

Use a restore script

Create a move
template

Create partial
database restore
template

Recovery options

Not recovered

Recovered

This text provides the name of the policy used to backup the
selected object and the method of backup. These methods may be:

+ Standard - conventional backup to tape or disk
+ Frozen image

+ DPersistent frozen image

+ Persistent frozen image to tape

+ Remote frozen image

These options affect the restore operation.

Select this option to restore with the SQL Server replace option.
Scripting options available when restoring from a database image.

This option is the default and produces a script that performs a
database restore.

Select this option if you want to create a script template for moving
the selected database.

Select this option if you want to create a script template for a partial
database restore. This option is available only for SQL Server 2000.

This group contains the controls for you to specify one of the SQL
Server recovery options.

Use this option during a restore if additional backup images must
be applied to the database following the current restore. When you
use this option, the database is left in a loading state.

Select this option when restoring the last image in a restore
sequence. After the recovery operation, the database is ready for
use. If recover database is not performed, the database is in an
intermediate state and is not usable. If Recovered is selected when
an intermediate backup is being applied, you cannot continue to
restore backups. You must restart the restore operation from the
beginning.
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Standby

Consistency Check

None

Full check, excluding
indexes

Full check, including
indexes

Check catalog

Physical check only

Recovery options using
transaction logs

Stage a full recovery
Restore only the

transaction log that you
selected

Use this option during transaction log and database restore to
create and maintain a standby database. Usage of this option
requires a standby undo log, which by default, is placed in
install_path\Logs\SQLStandBy\ When you use this option,
the database is placed in 'standby’ state following the restore.

Select the consistency check to be performed after the restore.
Output from the consistency check is written to the dbclient log.
You cannot select consistency checking unless the database is being
restored to the recovered state. If you choose consistency checking
for a staged recovery, then the check occurs following the last
restore.

Use this option if you do not want SQL Server to perform
consistency checking.

Select this to exclude indexes from the consistency check. If indexes
are not checked, the consistency check runs significantly faster but
is not as thorough. Only the data pages and clustered index pages
for each user table are included in the consistency check. The
consistency of the non-clustered index pages are not checked.

Select this to include indexes in the consistency check. Any errors
are logged.

Select this option to check for consistency in and between system
tables in the specified database.

(SQL 2000) Select this to perform a low overhead check of the
physical consistency of the SQL Server 2000 database. This option
only checks the integrity of the physical structure of the page and
record headers, and the consistency between the pages’ object ID
and index ID and the allocation structures.

This option is enabled when a transaction log is selected.

This option is enabled when a transaction log is selected. Select this
option to restore only the highlighted transaction log.

Chapter 12, Reference

227 =



Dialogs

Transaction log recovery
options

To point in time

To transaction log
mark

To transaction log
mark but after

Before transaction log
mark

Before transaction log
mark but after

Transaction log mark

MM, YYYY, DD, HH,
MM, SS am, pm

This group contains the controls for you to restore a transaction log
to a point in time that precedes the time at which the transaction log
was dumped. The individual entries in this group are only enabled
if you have highlighted a transaction log backup.

If SQL Server 7.0 is active, then the only available option from this
group is To point in time. The remaining options, which allow you
to restore to a transaction mark, or to a time before or after a
transaction mark, are enabled if you are working with an SQL
Server 2000 database.

Select this radio item to have the transaction log recovered to a
point in time.

Select this radio item to have the transaction log recovered to a
transaction log mark. With this option, you must enter a transaction
log mark name.

Select this radio item to choose to have the transaction log
recovered after to a transaction log mark but after a point in time.
With this option, you must enter a transaction log mark name.

Select this radio item if you would like to have the transaction log
recovered to a point before the occurrence of a transaction log mark.
With this option, you must enter a transaction log mark name.

Select this radio item if you would like to have the transaction log
recovered to a point before the occurrence of a transaction log mark
but after a point in time. With this option, you must enter a
transaction log mark name.

This pull-down menu is enabled if you have highlighted a database
transaction log for restore, and the transaction log contains one or
more transaction log marks, and you have selected one of the
following radio buttons:

+ To transaction log mark
+ To transaction log mark but after
+ Before transaction log mark

+ Before transaction log mark but after.

Use these fields to specify the time to which you want the
transaction logs restored. Use these fields if you have selected one
of the following radio buttons:

+ To point in time
+ To transaction log mark but after

+ Before transaction log mark but after
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Restore Script
Launch Immediately

Save for Later Execution

OK

Cancel

Help

You can change these settings for current NetBackup operations.
Select Launch Immediately if you wish to start a restore operation.

Select Save for Later Execution to generate a script that can be
started at a later time.

To start a restore or to generate a restore script, select one or more
objects in the backup history pane and click this button. This button
is disabled if you have not selected any objects in the backup
history pane.

To cancel and return to the previous display without accepting
changes to the parameters in this dialog, click this button.

To view online help for this dialog, click this button.
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Start Batch File

SBachFle @]
Lock jn: IaMsSqI j gl
test2.bch
File name: I Start

Filez of type: Ibatch and script files [ bch) j Cancel |

MNetBackup [ amys = Open File
Policy: I Y J
Help |

To access this dialog choose Actions > Batch Files. Use this dialog to start a NetBackup for
SQL Server operation from a NetBackup for SQL Server batch file that you have written.

This dialog displays the file icons for the contents of the

install path\NetBackup\dbext\Mssql folder. You are generally advised to keep
your NetBackup for SQL Server batch files there; however, support is provided through
common Windows controls to navigate the file system to locate them anywhere.

Beside using this dialog to start operations, you can also use it to open your batch files in
NotePad for viewing or editing.

General This dialog uses the common controls from the Windows File menu. You can
get additional help on many of the items in this dialog by pressing F1 and
clicking on that item.

File Name Type the name of the file you want to use for starting a batch NetBackup for
SQL Server operation or to open the file in NotePad. You can also select the
file icon.

File Type By modifying the file extension, which appears in this box, you can control

what files will be displayed in the main window.
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NetBackup Policy

Start
Help

Cancel

Open batch file

When the policy type is MS-SQL-Server and the host is a NetBackup master
server or a remote console, then a drop-down list is available from which
you can choose from the list of the policies defined on the server.

Otherwise, type the name of the NetBackup policy on the master server that
you want to back up to. If you use the default (<any>), NetBackup will back
up to the first available policy. Note that the NetBackup policy is applicable
only for backup operations, not for restores.

Click this button to launch the NetBackup for SQL Server operation.

To view online help for this dialog, click this button.

To cancel and return to the previous display without accepting changes to
the parameters in this dialog, click this button.

Click this button to open the selected file in NotePad.

Note See “Overview of Batch Files” on page 101 for a description of how to create a batch

file.

Chapter 12, Reference
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